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About This Guide

The Micro Focus Vibe 4 Administration Guide provides administration information for Micro Focus
Vibe 4.

+ Part |, “Site Setup,” on page 15

+ Part Il, “Site Maintenance,” on page 201
+ Part lll, “Interoperability,” on page 311

+ Part IV, “Site Security,” on page 327

+ PartV, “Appendixes,” on page 355

Audience

This guide is intended for Micro Focus Vibe administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Documentation Updates

For the most recent version of the Micro Focus Vibe 4 Administration Guide and other documentation,
visit the Micro Focus Vibe 4 Documentation website (http://www.novell.com/documentation/vibe4).

Additional Documentation

You can find more information in the Micro Focus Vibe documentation, which is accessible from the
Micro Focus Vibe 4 Documentation website (http://www.novell.com/documentation/vibe4).

To access the Micro Focus Vibe 4 User Guide from within Vibe, click the Settings icon, then click
Help.
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I Site Setup

+ Chapter 1, “Logging In as the Vibe Site Administrator,” on page 17

+ Chapter 2, “Planning and Controlling User Access to Workspaces and Folders,” on page 21
+ Chapter 3, “Setting Up Initial Workspaces,” on page 45

+ Chapter 4, “Setting Up Site-Wide Customizations,” on page 69
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+ Chapter 6, “Configuring Single Sign-On to the Vibe Site,” on page 115

+ Chapter 7, “Setting Up Sharing,” on page 125

+ Chapter 8, “Allowing Access to the Vibe Site through NetlQ Access Manager,” on page 137
+ Chapter 9, “Providing File Access and Editing for Vibe Users,” on page 145

¢ Chapter 10, “Configuring Email Integration,” on page 163

+ Chapter 11, “Configuring Weekends and Holidays,” on page 167

+ Chapter 12, “Configuring Real-Time Communication Tools,” on page 169

+ Chapter 13, “Enabling Custom JSPs to Be Used on Your Vibe Site,” on page 171

¢ Chapter 14, “Enabling Custom JAR Files to Be Used on Your Vibe Site,” on page 175

+ Chapter 15, “Adding Software Extensions to Your Vibe Site,” on page 177

+ Chapter 16, “Using Remote Applications on Your Vibe Site,” on page 181

+ Chapter 17, “Setting Up Mirrored Folders,” on page 187

¢ Chapter 18, “Setting Up Zones (Virtual Vibe Sites),” on page 193

+ Chapter 19, “Managing a Multiple-Language Vibe Site,” on page 197
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Logging In as the Vibe Site
Administrator

After logging in to the Micro Focus Vibe site, you should reset the Vibe administrator’s password.
Also, you might want to create additional Vibe administrators.

¢ “Logging In” on page 17

+ “Changing the Vibe Administrator User ID or Password” on page 17

+ “Creating Additional Vibe Administrators” on page 18

Logging In

After installing and configuring Vibe, you need to log in to the Vibe site to perform additional
administrative tasks.

1 In your web browser, specify one of the following URLSs, depending on whether you are using a
secure SSL connection:

http://vi be_host nane
ht t ps: //vi be_host nanme

Replace vi be_host nane with the hostname or fully qualified domain name of the Vibe server
that you have set up in DNS. If you configured the HTTP ports correctly during installation, you
do not need to include the port number in the Vibe URL.

2 If this is the first time you have logged in to the Vibe site, log in using admni n as the login name
and admi n as the password.

The Change Password dialog box is automatically displayed when you first log in to the Vibe
site.

If this is not your first time logging in, log in using adni n as the login name and your password.

Changing the Vibe Administrator User ID or Password

When you first install Micro Focus Vibe, the Vibe administrator user name is admi n and the password
is admi n. When you first log in to the Vibe site as the administrator, you should change the
administrator password from the default password to a secure password of your own choosing.

¢ “Changing the Administrator Password” on page 17
+ “Changing the Administrator User ID and Other Profile Information” on page 18

Changing the Administrator Password

You can change your password to a new password at any time:

1 In your web browser, specify one of the following URLs, depending on whether you are using a
secure SSL connection:
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http://vi be_host nane: 8080
htt ps: //vi be_host nane: 8443

Replace vi be_host nane with the hostname or fully qualified domain name of the Vibe server
that you have set up in DNS. If you configured the HTTP ports correctly during installation, you
do not need to include the port number in the Vibe URL.

2 (Conditional) If this is your first time accessing the site, log in using adni n as the login name and
admi n as the password.

The Change Password dialog box is automatically displayed when you first log in to the Vibe
site.

3 (Conditional) If this is not your first time accessing the site, log in using the administrator user
name and password, then change your password as described in “Changing Your Password” in
the Micro Focus Vibe 4.0.6 User Guide.

Changing the Administrator User ID and Other Profile
Information

You might want to change the administrator User ID in addition to other information on the
administrator’s user profile.

+ User ID: As a security precaution, it might make sense to change the administrator’s user ID
from the default adm n. The administrator user ID is used only when logging in to the Vibe
system.

Changing the administrator user ID requires that you restart each Vibe appliance in the Vibe
system in order for the change to take effect.

+ First Name and Last Name: Providing a first and last name for the administrator changes the
name that appears in the upper-right corner of each Vibe page, as well as the name that appears
in the administration console under Administrators.

To change the Vibe administrator user ID, as well as other profile information, follow the steps in
“Modifying Your Profile” in the Micro Focus Vibe 4.0.6 User Guide.

Creating Additional Vibe Administrators

Only the original (built-in) Vibe administrator can add or remove site administrator rights for users and
groups.

Additional Vibe administrators have rights to administer the following:

+ Users
+ Groups
+ Mobile Devices

+ “Assigning Administrative Rights to a User or Group” on page 19

+ “Creating an Administration Group” on page 19
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Assigning Administrative Rights to a User or Group

1 Log in to Vibe as the Vibe administrator.
1a Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://vibe_host nane: 8080
https://vibe_host nane: 8443

Replace vi be_host nanme with the host name or fully qualified domain name of the Vibe
server that you have set up in DNS. If you configured the HTTP ports correctly during
installation, you do not need to include the port number in the Vibe URL.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'.
3 In the Management section, click Administrators.

4 Click Add, then begin typing the name of the user or group for whom you want to grant
administrator rights.

5 Click the user or group name when it appears in the drop-down list.
To remove administrator rights from a user or group:

1 Select the users or groups for whom you want to remove administrator rights.
2 Click Remove.

Creating an Administration Group

You can create an administration group and assign rights only to that group:

1 Log in to Vibe as the Vibe administrator.
1a Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

ht t p: // vi be_host nare: 8080
https://vi be_host nane: 8443

Replace vi be_host nanme with the host name or fully qualified domain name of the Vibe
server that you have set up in DNS. If you configured the HTTP ports correctly during
installation, you do not need to include the port number in the Vibe URL.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.

2 Create an administration group, described in “Creating Groups of Users” on page 97.
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3 Assign administrator rights to that group, as described in “Assigning Administrative Rights to a
User or Group” on page 19.

4 When you want to grant administrative rights to a user, add that user to the administrator group

that you created. (For information about how to add users to a group, see “Modifying Groups” on
page 227.)
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Planning and Controlling User Access to
Workspaces and Folders

As the administrator for the Micro Focus Vibe site, you are responsible for setting up and controlling
user access across the entire site. Even though workspace and folder owners are responsible for
controlling user access in their individual workspaces and folders, you as the Vibe administrator have
the ability to create new roles, modify existing roles, and change default access control settings for all
types of workspaces and for all types of functions across the Vibe site.

+ “Understanding Access Control” on page 21

+ “Controlling User Access in Workspaces” on page 26

+ “Controlling User Access throughout the Vibe Site” on page 30

+ “Managing Roles to Refine Access Control” on page 31

+ “Restricting Access Rights of Users Outside the Firewall” on page 38

+ “Enabling Users to Send Messages to All Users” on page 41

+ “Enabling Users to Send Messages to All Users” on page 41

+ “Enabling Users to Access Entries via the Workspace Tree When They Do Not Have Access to
the Parent Folder or Workspace” on page 42

+ “Enabling Folder Administrators to Apply Definition Settings to Sub-Folders and Entries” on
page 43

Understanding Access Control

Access control is how you specify which users have the right to perform which tasks in which places.
Because your Micro Focus Vibe site is a hierarchy of workspaces and folders and because access
control settings can be inherited (or not), access control settings affect a variety of Vibe features

Micro Focus Vibe uses role-based access control. By default, there are seven roles, and each role
contains specific rights. If you want a particular user to have certain rights, you can assign that user to
the appropriate role.

For example, a user who has been assigned to the Participant role in a workspace or folder can add
comments or replies, create entries, delete his or her own entries, modify his or her own entries, and
read entries in that folder or workspace.

The following sections help you better understand how access control works in Vibe.

¢ “Inheritance” on page 22

+ “Navigation” on page 22

+ “Default Access Control Behavior in Workspaces” on page 23
+ “Default User Rights” on page 23

+ “Default Roles” on page 23

+ “Default Users and Groups” on page 25
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Inheritance

Workspaces can inherit the access control settings of their parent workspaces. You should
understand the following facts about access control inheritance:

+ If you create a new workspace under an existing workspace that is inheriting its access control
settings from its parent, the new workspace continues the inheritance chain. If you change any
access control settings above the new workspace at a later time, the access control settings for
the new workspace also change. Global workspaces inherit access control settings from the
parent workspace by default.

+ If you create a new workspace under an existing workspace that is not inheriting its access
control settings, the new workspace retains the non-inherited settings of the parent workspace.

+ |If you move a workspace that is inheriting its access control settings from its original parent
workspace, it inherits the access control settings of the new parent workspace into which it is
moved. If the new parent workspace has different settings than the original parent workspace,
the access control settings for the moved workspace change accordingly.

+ Team membership is inherited separately from access control settings. If access control settings
are being inherited, this does not necessarily mean that team membership is also being
inherited. To edit team membership or to change the team membership inheritance settings for a

team workspace, click the Configure icon 9 next to the workspace title, then click Edit Team.

Navigation

As a best practice, you should not grant users access to sub-workspaces and sub-folders while
restricting access for the same users to the higher-level (parent) folders. Ignoring this best practice
can be problematic for the following reasons:

+ Users cannot navigate to the sub-workspace or sub-folder using the Workspace tree navigation,
even though they have appropriate rights to the sub-workspace or sub-folder.

If you understand this limitation and still have a need to restrict access to a parent workspace or
folder while granting access to a sub-workspace or sub-folder, users can still access the hidden
sub-workspace or sub-folder by using the Search feature or by accessing the location through
WebDAV.

+ Users can see the name of a higher-level workspace, even though they do not have appropriate
rights.

Users who use the Search feature or WebDAV to locate the sub-workspace or sub-folder that
they have been granted access to are able to see the name of the parent workspace, which they
would otherwise not be able to see. However, they can see only the workspace name, not the
contents of the workspace.
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Default Access Control Behavior in Workspaces

By default, most places inherit the access control settings of their parent. When you establish settings
for a primary space, all sub-places automatically apply the same settings, saving administration time.
However, unlike other types of workspaces, Team workspaces do not retain the access control
settings of the parent workspace by default. This is because the desired access control settings for
Team workspaces can vary greatly depending on the objectives of the team.

Also, team membership is inherited separately from access control settings. If access control settings
are being inherited, this does not necessarily mean that team membership is also being inherited. To
edit team membership or to change the team membership inheritance settings for a team workspace,
click Workspace > Edit Team.

Default User Rights

By default, all Vibe users have rights to perform the following actions:
+ Participate in any team workspaces in which they are a member (create folders and entries,
make comments, and so forth)

+ Create team workspaces (by default, only members of a team can view and participate in team
workspaces)

+ Visit all personal workspaces (read entries and comment on them)

+ Participate in all global workspaces and folders

Default Roles

Vibe includes default roles that you can assign to users and groups. The following sections describe
the function of each default role, but does not describe all of the rights associated with each role. For
a complete list of rights, click the name of the role in the table on the Configure Access Control page.

(Click the Configure icon © next to the workspace or folder title, then click Access Control.)

For information on how the administrator can assign users to various roles for the Vibe site, see
“Controlling User Access throughout the Vibe Site” on page 30. For a detailed description of each
right that can be associated with a given role, see “Understanding the Various Rights for Roles” on
page 36.

Vibe enables site administrators to create their own custom roles, as described in “Defining a New
Role” on page 31.

+ “Understanding Default Roles for Workspaces and Folders” on page 23
+ “Understanding Default Roles for Entries” on page 24
+ “Understanding Default Administrative Roles” on page 24

Understanding Default Roles for Workspaces and Folders

Role Description

Allow Sharing With Can share workspaces and folders with internal users.
Internal Users

Allow Sharing With Can share workspaces and folders with external users.
External Users
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Role

Description

Allow Forwarding of
Sharing Rights

Allow Sharing With The
Public

Allow Sharing File Links
Visitor

Participant

Guest Participant

Team Member

Workspace and Folder
Administrator

Workspace Creator

When sharing, can allow users to re-share workspaces and folders.

Can share workspaces and folders with the Public.

Can share File Links.
Has read-only and comment-only access.

Can create entries and modify those entries, can download folder content as a CSV
file, plus perform tasks associated with the Visitor role.

Can read entries, create entries, and add comments.

Has all the rights of a Participant. In addition, can generate reports and manage
global tags.

Can create, modify, or delete workspaces or folders; moderate participation (modify
or delete the entries of others); design entries and workflows; set entry-level
access controls on entries of others; and perform tasks associated with the
Participant and Team Member role.

Can create sub-workspaces. In Team Workspace Root workspaces, this role lets
users create their own team workspaces.

Understanding Default Roles for Entries

Role

Description

Owner Create Entry ACLs The owner of the entry can create entry-level access controls.

Read

Read and Reply
Write

Delete

Change Access Controls

Can read the entry.

Can read the entry and add comments or replies to the entry.

Can read the entry, add comments or replies, and modify the entry.

Can read the entry, add comments or replies, modify, and delete the entry.

Can read the entry, add comments or replies, modify, and delete the entry. Can
also modify the access control settings of the entry.

Understanding Default Administrative Roles

Role

Description

Allow Adding Guest
Access

Can make Vibe workspaces and folders available to Guest users in Vibe.

By default, Guest users can access only the Guest user personal workspace, as
well as any workspace or folder that the Vibe administrator has granted them rights
to access.

For more information, see “Enabling Individual Users to Grant Guest Access
throughout the Vibe Site” on page 107.
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Role Description

Can Only See Members = Removes a user’s ability to view other Vibe users who are not members of a group
Of Groups | Am In that he or she belongs to.

Override “Can Only See  Overrides the Can Only See Members Of Groups | Am In role. This can simplify
Members Of Groups | Am the administration of the Can Only See Members Of Groups | Am In role.

In’
For example, you might assign the Can Only See Members Of Groups | Am In

role to a group, but at the same time you want to allow certain members of the
group to retain their ability to see users that belong to groups outside of their own.
In this circumstance, you can assign the Override “Can Only See Members Of
Groups | Am In” role to the members who you want to retain their ability to see
users outside of their own groups.

Token Requester Can make web service calls on behalf of another Vibe user.

This functionality can enable administrators to perform proxy functions for
individual Vibe users without logging in as the Vibe user. This means that the web
services application does not cache individual users’ credentials in order to
perform operations.

This role should not be assigned to a Vibe user, but rather to a system-level (agent)
account that you want to be responsible for executing web service operations on
behalf of one or more regular Vibe users.

For more information about the web services operations that support the Token
Requester role, see “admin_getApplicationScopedToken” and
“admin_destroyApplicationScopedToken” in the Micro Focus Vibe 4.0.6 Developer
Guide.

Zone Administration Has all rights associated with access control.

Default Users and Groups

You can assign default or custom access control roles to users and groups for the Vibe site if you are
the Vibe administrator, or in your workspaces if you are a workspace owner. In addition to the users
and groups that the Vibe administrator creates, Vibe includes four default users and groups to which
you can assign roles.

Default User and Group  Description

Owner of a Workspace or  The person who created the workspace, or the person assigned to be the owner
Folder of the workspace.

Team Members The individuals who are designated as team members in a given place.

For information about how to add team members, see “Adding Additional Team
Members to Your Workspace” in the Micro Focus Vibe 4.0.6 User Guide.

All Users Every person registered within the Vibe site.

Site Administrator The person who has rights to perform any task in any workspace or folder.
Available only to Vibe administrators.
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Controlling User Access in Workspaces

The access control settings on each Micro Focus Vibe workspace determine who can see the
workspace and how different types of users can participate in each workspace.

+ “Controlling User Access to Personal Workspaces” on page 26
+ “Controlling User Access to Team Workspaces” on page 27

+ “Controlling User Access to Global Workspaces” on page 28

Controlling User Access to Personal Workspaces

+ “Default Access Controls” on page 26
+ “Restricting Access to Personal Workspaces throughout the Vibe Site” on page 26

Default Access Controls

By default, personal workspaces are created with the following access:

User or Group Access Role Role Description

Workspace Owner Administrator Can create, modify, or delete workspaces or folders; moderate
(user) participation (modify or delete the entries of others); design entries and
workflows; and can perform Participant tasks.

All Users group Visitor Has read-only and comment-only access.

Restricting Access to Personal Workspaces throughout the Vibe
Site

You might want to set up your Vibe site so users’ personal workspaces remain hidden and
confidential.

IMPORTANT: If you configure your Vibe site to hide users’ personal workspaces as described in this
section, the following side effects occur:

+ Users cannot follow one another

+ Users are not displayed in the Personal Workspaces workspace

+ Users are not displayed under Personal Workspaces in the Workspace tree

+ User workspaces and user profiles cannot be found when performing a search (this means that
users cannot search for and find other Vibe users.)

When you configure your Vibe site as described in this section, you should make these configuration
changes before any users are added to your Vibe system. If users are added to your Vibe system
before you make these configuration changes, you must manually adjust the access control settings
for each user workspace, as described in “Controlling Access” in the Micro Focus Vibe 4.0.6
Advanced User Guide.
1 Click your linked name in the upper right corner of the page, then click the Administration
Console icon "% .

2 Under Management, click Workspace and Folder Templates.
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Workspace and Folder Templates

New Reset || Import |[ Export

Standard Templates

= Discussion - A Discussion folder is useful for creating a forum where users are likely to both create and reply to entries.

= Blog - Ablog folder is a forum where entire entries are displayed in reverse chronological order, based on when they were created.
Blogs typically provide information on a particular topic from an individual or small group of authors. Optionally, the blog folder can be
configured so that a larger group can make comments on the entries posted by the original author.

= Calendar - A calendar folder is a place to post group events or display other types of entries by date

= Guestbook - A guestbook folder is a simple place that individuals can “sign,” indicating that they have visited a user's Personal
Workspace. Visitors may also leave comments about the entries created in that personal workspace. Comments are displayed in
reverse chronological order. A picture of the individual signing the guestbook is displayed with the comment. The guestbook is useful
for expanding users’ social networks.

= Files - Afile folder is a place to putfiles. Comments or entire discussions can be posted aboutindividual files. Additionally, the files can
be automatically locked, in-place, then unlo: reating a new version ofthe file. A file folder can emulate a WebDAV server.
This allows a user to add an i dows File Manager.

3 Click User Workspace.
4 Click Manage This Target > Access Control.
The Configure Access Control page is displayed.
5 In the access control table, in the All Users row, deselect the check box in the Visitor column.
6 Click Save Changes.
7 Verify access before you start adding users to your Vibe system:

+ Create a test user in the Vibe system, navigate to this user’s personal workspace, then click
Workspace > Access Controls. Ensure that no check boxes are selected in the All users
row.

+ Navigate to the Personal Workspaces workspace by clicking the Workspace tree icon & in

the Action toolbar, then clicking Personal Workspaces. Click the Configure icon @ nextto
the workspace title, then click Access Controls. Ensure that in the All users row the check
box is selected in the Visitor column. If this check box is not selected, users cannot search
for other users in the Vibe system.

For information on how to add users to your Vibe system, see “Adding New Users to Your Vibe Site”
on page 97.

Vibe users can adjust the access control for their personal workspaces, as described in “Controlling
Access” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

Controlling User Access to Team Workspaces

By default, new team workspaces created under the main Team Workspaces directory are visible
only to members of the team workspace. Following are the default access control settings for a team
workspace:

User or Group Access Role Role Description

Workspace Owner Administrator Can create, modify, or delete workspaces or folders; moderate
(team creator) participation (modify or delete the entries of others); design entries and
workflows; and can perform Participant tasks.

Team Members Team Member Has all the rights of a Participant. In addition, can generate reports and
manage community tags.

After you create a new team workspace, you can configure different access control settings for it.

1 Navigate to the new team workspace, then click Workspace > Access Control.
2 Select No in the Inheritance box.
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This folder does not inherit its access control settings from its parent.

Inherit role membership from the parent folder or workspace?
Yes @ ng

3 Click Apply to activate the Access Control table:

v designates the access control sefting of the parent workspace

Add User Names from Clipboard
Add a Role

Participant Team Member Workspace and Folder Administrator Workspace Creator

Owner of Workspace or Folder m v B
Team Members v ] B

Add a Group = Group Title Group Name Participant Team Member Workspace and Folder Administrator  Workspace Creator
All Users allusers v | ] [ v O

Add a User = User Title User Id Participant Team Member Workspace and Folder Administrator Workspace Creator
—No users—

Add an Application Group = Application Group Title  Application Group Name  Participant Team Member Workspace and Folder Administrator Workspace Creator

—no application groups—

Add an Application Application Title Application Name Participant Team Member Workspace and Folder Administrator Workspace Creator

—no applications—

4 Adjust the access control settings for the new team workspace as needed, as described in
“Controlling Access to Workspaces and Folders” in “Controlling Access” in the Micro Focus Vibe
4.0.6 Advanced User Guide.

5 Click Save Changes > Close.

Controlling User Access to Global Workspaces

By default, the Global Workspace directory immediately under the Home Workspace inherits the
access control settings of the Home Workspace:

User or Group Access Role Role Description

Workspace Owner Administrator Can create, modify, or delete workspaces or folders; moderate
(admin) participation (modify or delete the entries of others); design entries and
workflows; and can perform Participant tasks.

Team Members Team Member Has all the rights of a Participant. In addition, can generate reports and
manage community tags.

All Users group Participant Can create and modify entries, plus perform the Visitor tasks.

Visitor Has read-only and comment-only access.
All Applications Visitor Has read-only and comment-only access. For information about
group application groups, see “Managing Remote Applications” in the Micro

Focus Vibe 4.0.6 Advanced User Guide.
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When you create a new global workspace under the main Global Workspaces directory, the new
global workspace by default inherits the access control settings of the main Global Workspaces
directory, as listed above. After you create a new global workspace, you can configure different
access control settings for it.

1 Navigate to the new global workspace, then click Workspace > Access Control.
2 Select No in the Inheritance box.

This folder does not inherit its access control settings from its parent.

Inherit role membership from the parent folder or workspace?
) yes 9 no

3 Click Apply to activate the Access Control table:

v designates the access control sefting of the parent workspace

Add User Names from Clipboard
Add a Role =

Visitor Participant Team Member Workspace and Folder Administrator

Owner of Workspace or Folder ] ] ] v
Team Members ] a: v ]

Add a Group ¥ Group Title Group Mame. Visitor  Participant Team Member Workspace and Folder Administrator
All Users allusers v v &) o

Add a User = User Title User Id Visitor  Participant Team Member Workspace and Folder Administrator
—no users—

Add an A ion Group < ication Group Title ication Group Name  Visitor  Participant Team Member Workspace and Folder Administrator
All Applications allApplications v ] O O

Add an Application = Application Title Application Name Visitor  Participant Team Member Workspace and Folder Administrator

—no applications—

4 Adjust the access control settings for the new global workspace as needed, as described in
“Controlling Access” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

5 Click Save Changes > Close.

Controlling User Access throughout the Vibe Site

By assigning users to access control roles for the Micro Focus Vibe site, you can give users
additional rights, or restrict current rights.

+ “Controlling User Access to Administrative Functions” on page 30
+ “Controlling User Access to Workspaces, Folders, and Entries” on page 31

Controlling User Access to Administrative Functions

You can create additional Vibe administrators as described in “Creating Additional Vibe
Administrators” on page 18.

This section describes how you can make more granular access settings.

Administrative roles grant users rights to perform administrative functions throughout your Vibe site.
As the Vibe administrator, you can assign users and groups to administrative roles. For a list of
default administrative roles, see “Understanding Default Administrative Roles” on page 24.
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To assign a user to a particular role for every place on the Vibe site:

1 Log in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
The Administration page is displayed.

3 Under System, click Access Control.

Configure Access Control

Configure Access Control @

Administrative Functions

Add User Names from Clipboard

Add a Role v
Enable Enable Override
Allow r—— . E:::': Sharing Sharing E:::r‘f Enable Enable Create c‘;i"‘y "Can Only
Adda Groupw  GrouP Group Adding o D with the ANl with the All i Forwarding  Sharing Net e See e Zone
P Title Hame Guest ting External Internal of Sharing  with the Folder mbers  Requester Administration
Folders  File Links  Internal External - Of Groups
Access e Users Users e Rights Public  Servers | aTo\P*  Of Groups |
Group Group Am In”
All
Internal  allusers T ) td e e e
Users
Enable Enable Override
Allow r—— . E:::': Sharing Sharing E:::r‘f Enable Enable Create c‘;i"‘y "Can Only
Al User Userig  Adding = = wim“ with the All  with the All wim“ Forwarding  Sharing Net e See Zone
Title Guest a External Internal of Sharing  withthe  Folder Members ~ Requester Administration
olders  File Links  Internal External . Ot Groups
Access e Users Users — Rights Public  Servers | aTo\P*  Of Groups |
Group Group Am In”
—N0 users—

Assigning roles to an application or application group at the zone level actually specifies the maximum set of rights that the application is allowed to use. This allows the site administrator to preventan
application from ever having more rights than are needed to perform its task. If no roles are assigned, then the application has no rights.

admin (admin) has been designated as the default site administrator with privileges to perform any task on any workspace or folder.

A basic Vibe site consists of a single zone. Micro Focus Vibe lets you set up multiple zones in a
single Vibe site. For more information about creating multiple zones, see Chapter 18, “Setting Up
Zones (Virtual Vibe Sites),” on page 193.

4 Add the user to whom you want to grant the site-wide role to the Access Control table.

For information on how to add users to the Access Control table, see “Adding Users to the
Access Control Table” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

5 Add the role that you want to grant to the Access Control table.

For information on how to add roles to the Access Control table, see “Adding Roles to the
Access Control Table” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

6 Click Save Changes, then click Close.

Controlling User Access to Workspaces, Folders, and
Entries

Workspace and folder roles define which rights users have in specific workspaces and folders
throughout the Vibe site. Entry roles define which rights users have in specific entries.

Workspace and folder owners (or anyone with administrative rights) can assign workspace and folder
roles to specific users and groups by configuring access controls for their workspaces and folders.
For more information about how to do this, see “Managing Access Control for Users and Groups” in
“Controlling Access” in the Micro Focus Vibe 4.0.6 Advanced User Guide.
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As the Vibe administrator, you can modify each default role for workspaces, folders, or entries to suit
your organization’s needs. These roles are then made available so that workspace and folder
administrators can assign them to users and groups in their workspaces and folders. For information
about how to modify existing roles or about how to create new roles, see “Managing Roles to Refine
Access Control” on page 31.

Managing Roles to Refine Access Control

Micro Focus Vibe uses role-based access control. Each default role contains specific rights. If you
want a particular user to have certain rights, you can assign that user to the appropriate role. For a list
of all the default access roles that are included in Vibe, see “Default Roles” in the Micro Focus Vibe
4.0.6 Advanced User Guide.

If you find that the existing roles do not meet the needs of your organization, you can modify them or
create new ones. This can be particularly useful if you want to delegate the administration of sub-
workspaces and sub-folders, and if you do not want to grant all of the privileges that come with the
Workspace and Folder Administration role.

Vibe also lets you delete roles that are no longer useful to your organization.
+ “Defining a New Role” on page 31
+ “Modifying Existing Roles” on page 34
+ “Deleting Existing Roles” on page 35
+ “Understanding the Various Rights for Roles” on page 36

Defining a New Role

1 Log in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
The Administration page is displayed.

3 Under System, click Role Definitions.
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Role Definitions

Configure Roles

[ Adda New Role

Currently Defined Roles

Workspace and Folder Roles

Allow Forwarding of Sharing Rights
Allow Sharing File Links

Allow Sharing With External Users
Allow Sharing With Internal Users
Allow Sharing With The Public
Guest Participant

Participant

Team Member

View Binder Title

Visitor

Workspace and Folder Administrator

T T v W W v W W W W W

Workspace Creator

Entry Roles

[» Change Access Controls
[> Delete

[> Read and Reply

[* Read

[> Write

4 Click Add a New Role.
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Role Definitions

Rol Defiions

Configure Roles

= Add a New Role

Role Name
Role Scope Workspaces and Folders v

Role Conditions —none—

Add Comments or Replies

Add Folders

Add Workspaces

Allow Forwarding of Sharing Rights
Allow Sharing File Links

Allow Sharing with External Users
Allow Sharing with Internal Users
Allow Sharing with the Public
Change Access Control

Create Entries

Create Entry-Level Access Controls
Delete Entries

Delete Owned Entries

Design Entries

Design Workflows

Download Folder As CSV File
Generate Reporis

Manage Global Tags

Maodify Entries

Maodify Entry Fields

Modify Owned Entries

Maodify, Move, or Delete Folders and Workspaces
Owner Create Entry-Level Access Controls
Read Entries

Read Owned Entries

Rename Entries

Rename Owned Entries

N Fmiae Pl o Tkl -

In the Role Name field, specify a name for the new role, then select all of the rights that you want
members of this role to be able to perform.

In the Role Scope drop-down list, select whether you want this new role to be available for
workspaces or folders, or for entries.

(Optional) In the Role Conditions field, select the role condition that you want to associate with
this role.

Role conditions enable you to restrict what information users can access when they are outside
your corporate firewall. For more information, see “Restricting Access Rights of Users Outside
the Firewall” on page 38.

Select the rights that you want to be associated with this role.
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For information about each right that you can select, see “Understanding the Various Rights for
Roles” on page 36.

9 Click Add, then click Close.

The role is added to the list of existing roles. If you added this role to control access to entries,
the role is automatically made available on the access control page. If you added this role to
control access to workspaces and folders, Vibe users can now add this role to the Access
Control table, as described in “Adding Roles to the Access Control Table” in the Micro Focus

Vibe 4.0.6 Advanced User Guide.

Modifying Existing Roles
1 Log in to the Vibe site as the Vibe administrator.
2 Click your linked name in the upper right corner of the page, then click the Administration

Console icon '+ .
The Administration page is displayed.
3 Under System, click Configure Role Definitions.
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Role Definitions

Configure Roles

[» Adda New Role

Currently Defined Roles

Workspace and Folder Roles

[> Allow Forwarding of Sharing Rights
[> Allow Sharing File Links

[> Allow Sharing With External Users
[> Allow Sharing With Internal Users
[> Allow Sharing With The Public

[> Guest Participant

[> Participant

[» Team Member

[> View Binder Title

[> wisitor

[* Workspace and Folder Administrator
[* Workspace Creator

Entry Roles

[> Change Access Controls
[ Delete

[* Read and Reply

[ Read

[> Write

4 In the Currently Defined Roles section, click the role that you want to modify.

5 Select the rights that you want members of this role to be able to perform, and deselect the rights
that you don’t want them to be able to perform.

For information about each right that you can select, see “Understanding the Various Rights for
Roles” on page 36.

6 Click Apply, then click Close.

Deleting Existing Roles

1 Log in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon "',
The Administration page is displayed.

3 Under System, click Configure Role Definitions.
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Role Definitions

Role Definitions Define Role Conditions
Configure Roles

[» Adda New Role

Currently Defined Roles

Workspace and Folder Roles

[> Allow Forwarding of Sharing Rights
[> Allow Sharing File Links

[> Allow Sharing With External Users
[> Allow Sharing With Internal Users
[> Allow Sharing With The Public

[> Guest Participant

[> Participant

[» Team Member

[> View Binder Title

[> wisitor

[* Workspace and Folder Administrator

[* Workspace Creator

Entry Roles

[> Change Access Controls
[ Delete

[* Read and Reply

[ Read

[> Write

4 In the Currently Defined Roles section, click the role that you want to delete.
5 Click Delete, then click Close.

Understanding the Various Rights for Roles

Roles are made up of various rights. Default roles have a set of default rights that are associated with
them. When you modify a default role, you remove existing rights and add other rights. When you
create a custom role, you create a new name for a role and then associate rights with the new role.

Some rights apply only to workspaces and folders, and some apply only to entries. If you associate a
right with a role, and then assign users to that role in a workspace, then by default that role applies to
all folders and entries in the workspace. For example, if you associate the Delete Entries right with a
role in a workspace and assign that role to all users, then all users can delete any entry in the
workspace.

Following is the list of rights you can choose from when modifying or creating a role. You cannot
create new rights in Vibe.
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Right

Function

Add Comments or Replies
Add Folders
Add Workspaces

Allow Forwarding of Sharing
Rights

Allow Sharing File Links

Allow Sharing with External
Users

Allow Sharing with Internal
Users

Allow Sharing with the Public

Change Access Control
Create Entries

Create Entry-Level Access
Controls

Delete Entries
Delete Owned Entries

Design Entries

Design Workflows

Generate Reports

Manage Global Tags

Modify Entries
Modify Entry Fields

Modify Owned Entries

Modify, Move, or Delete
Folders and Workspaces

Owner Create Entry-Level
Access Controls

Read Entries

Can add comments or replies to entries.
Can add folders to workspaces and folders.
Can add workspaces to existing workspaces.

Can grant users the ability to re-share items when sharing.

Can share File Links.

Can share items with users who are external to the Vibe system.

Can share items with users who are internal to the Vibe system.

Can share items to the Public. Items are publicly available if Guest access has
been enabled.

Can modify the access control settings of workspaces, folders, or entries.
Can create entries.

Can change access control settings for all entries that are contained in a
workspace or folder.

Can delete entries.
Users can delete only the entries they own in a workspace or folder.

Users can design their own custom entries by using the Form and View
Designers tool, as described in “Designing Custom Folder Entry Forms” in the
Micro Focus Vibe 4.0.6 Advanced User Guide.

Users can design their own custom workflows by using the Form and View
Designers tool, as described in “Creating and Managing Workflows” in the Micro
Focus Vibe 4.0.6 Advanced User Guide.

Users can generate reports. For more information about generating reports in

Vibe, see “Generating Activity Reports for a Workspace”, “Generating an

Activity Report on a Folder”, and “Generating Reports about a Folder Entry” in
the Micro Focus Vibe 4.0.6 User Guide.

Users can manage community tags, as described in “Using Tags” in the Micro
Focus Vibe 4.0.6 User Guide.

Can modify entries.

Users can modify only a specific field in an entry. This is useful if you have an
entry that is associated with a workflow, and you want only certain users to
modify certain fields in the entry.

Users can modify only the entries they own in a workspace or folder.

Users can modify, move, or delete a folder or workspace.

Users can change the access control settings only for the entries they own in a
workspace or folder.

Can read entries.
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Right Function

Read Owned Entries Users can read only the entries they own in a workspace or folder.
Rename Owned Entries Users can rename only the entries they own in a workspace or folder.
View Binder Title Enables users who have access to an entry, but do not have access to the

parent workspace or folder, to navigate to the entry by using the Workspace
tree, as described in “Navigating the Workspace Tree” in the Micro Focus Vibe
4.0.6 User Guide.

This right is disabled by default, and is not available to assign to any role. For
information on how to enable this right and make it available, see “Enabling
Users to Access Entries via the Workspace Tree When They Do Not Have
Access to the Parent Folder or Workspace” on page 42.

Restricting Access Rights of Users Outside the
Firewall

Vibe lets you restrict what information users can access when they are outside your corporate
firewall.

If your Vibe site contains sensitive data, and users access the site from non-secure locations, you
might want to consider restricting users to certain workspaces and folders when they are not
accessing Vibe from inside the corporate firewall.

For example, a user accessing the Vibe system from a public kiosk increases the risk of sensitive
data being inappropriately exposed.

To restrict access for users who are outside the corporate firewall, you must create a condition that
contains one or more IP addresses (or range of IP addresses), associate this condition with an
existing role, then assign the role to users and groups in the workspaces, folders, or entries where
you want to allow access.

+ “Creating a New Role Condition” on page 38

+ “Associating the Role Condition with a New or Existing Role” on page 40

+ “Assigning the Role Condition to Users and Groups” on page 40

+ “Example” on page 41

Creating a New Role Condition

1 Log in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
The Administration page is displayed.

3 Under System, click Role Definitions.

4 Click the Define Role Conditions tab.

5 Click Add a New IP Address Condition.

38 Planning and Controlling User Access to Workspaces and Folders


https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_user/vibe4_user.pdf#big0287
https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_user/vibe4_user.pdf#bookinfo
https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_user/vibe4_user.pdf#bookinfo

™ Define Role Conditions
Define Role Conditions

Add a New IP Address Condition
Title

Description

P Addresses
* Allow

any

Add Another [P Address

Currently Defined Role Conditions

Title Description IP Addresses

6 Provide the following information for the new condition:

Title: Specify a title for the condition.

Description: Specify a description for the role condition.

IP Address: Specify the IP address that you want to associate with this condition.
You can mask your IP address by using asterisks. For example, 155.5.*.*

Allow: Select this option to allow access from the specified IP address. There must be at least
one IP Address field with Allow selected.

Deny: Select this option to deny access from the specified IP address. Select this option only if
you have multiple IP Address fields, and one of these fields has Allow selected.

If you are masking an IP address, such as 155.5.*.*, you can exclude an IP address within the
range that you are masking. For example, in the first IP Addresses field you specify 155. 5. *. *,
then select Allow. You then add a second IP Address field by clicking Add Another IP Address,
then specifying an IP address that is within the range of your masked IP address. In your second
IP Address field, you specify 155. 5. 4. *, then select Deny. This denies access to users who are
using an IP address within the range 155.5.4.*, but allows access to users using any other IP
address within the range 155.5.*.*.

(Optional) Click Add Another IP Address to associate multiple IP addresses with this condition.
You can also add multiple IP addresses if you want to deny access to a specific IP address that
is included within a range of IP addresses that you are allowing.

8 Click Add.
9 Continue with “Associating the Role Condition with a New or Existing Role” on page 40.
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Associating the Role Condition with a New or Existing Role

You must associate the role condition that you created in “Creating a New Role Condition” on
page 38 with a new or existing role.
1 Log in to the Vibe site as the Vibe administrator.
2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon "',
The Administration page is displayed.
3 Under System, click Role Definitions.
4 On the Role Definitions tab, click Add a New Role.
or
Click an existing role in the Currently Defined Roles section.

For more information about managing roles, see “Managing Roles to Refine Access Control” on
page 31.

5 In the Role Conditions drop-down list, select the role condition that you want to associate to the
role.

6 Click Apply.

7 Continue with “Assigning the Role Condition to Users and Groups” on page 40.

Assigning the Role Condition to Users and Groups

After you have completed “Creating a New Role Condition” on page 38 and “Associating the Role
Condition with a New or Existing Role” on page 40, you need to assign the role that contains the new
role condition to users and groups. You accomplish this in one of two ways, depending on whether
you associated the role condition to a new role or an existing role (as described in “Associating the
Role Condition with a New or Existing Role” on page 40):

+ “Assigning the New Role to Users and Groups” on page 40

+ “Assigning an Existing Role to Users and Groups” on page 40

Assigning the New Role to Users and Groups

To assign the role that contains the new role condition to users and groups:

1 Add the role to the Access Control table for the workspaces, folders, or entries where you want
to grant users access rights, as described in “Controlling Access to Workspaces and Folders” in
the Micro Focus Vibe 4.0.6 Advanced User Guide.

2 Assign the roles to the users and groups who you want to be granted access rights, as described
in “Controlling Access to Workspaces and Folders” in the Micro Focus Vibe 4.0.6 Advanced User
Guide.

Assigning an Existing Role to Users and Groups

If you associated the role condition with an existing role, the role is automatically applied to users and
groups in workspaces, folder, and entries where this role is already assigned.
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Example

The following example shows how to restrict access to users outside the firewall by using role
conditions:
1. Set up a proxy server (such as NetlQ Access Manager) that is external to the firewall.
2. Define a role condition that includes only a range of IP addresses that are internal to the firewall.
3. Associate this role condition to all or some existing Vibe roles.

If you associate this role condition to all roles except the Workspace and Folder Administrator
role, only users who are workspace and folder administrators are able to access workspaces
and folders from outside the firewall. Users who are not workspace and folder administrators do
not have access.

Enabling Users to Send Messages to All Users

By default, Micro Focus Vibe allows only the Vibe administrator to send email messages to the All
Users group. If you want to change this functionality to allow anyone to send messages to the All
Users group:

1 Change to the following directory:

Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel | \ Teani ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Open the ssf. properti es file in a text editor.
4 Search for the following line:

mai | . al | owSendToAl | User s=f al se

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the mai | . al | owSendToAl | User s=f al se line from the ssf. properti es file to the bottom
of the ssf-ext. properti es file.

7 Change f al se to t rue, so that the line now reads nmi | . al | owSendToAl | User s=t r ue.
8 Save and close the ssf-ext. properti es file.
9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe to enable users to send messages to the All Users group in your Vibe site.

Enabling Users to Send Messages to All Users

By default, Micro Focus Vibe allows only the Vibe administrator to send email messages to the All
Users group. If you want to change this functionality to allow anyone to send messages to the All
Users group:

1 Change to the following directory:
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Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel | \ Teani ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Open the ssf. properti es file in a text editor.
4 Search for the following line:

mai | . al | owSendToAl | User s=f al se

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the nui | . al | owSendToAl | User s=f al se line from the ssf. properti es file to the bottom
of the ssf-ext. properti es file.

7 Change f al se to t rue, so that the line now reads i | . al | owSendToAl | User s=t r ue.
8 Save and close the ssf-ext . properti es file.
9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe to enable users to send messages to the All Users group in your Vibe site.

Enabling Users to Access Entries via the Workspace
Tree When They Do Not Have Access to the Parent
Folder or Workspace

You can enable users who have access to an entry, but do not have access to the parent workspace
or folder, to navigate to the entry by using the Workspace tree, as described in “Navigating the
Workspace Tree” in the Micro Focus Vibe 4.0.6 User Guide.

Users who do not have this right must either perform a search to locate the entry, or they must have
the entry shared with them as described in “Sharing Entries, Folders, and Workspaces” in the Micro
Focus Vibe 4.0.6 User Guide.

For information about how users can grant other Vibe users access to an entry even when users
don’t have access to the parent workspace or folder, see “Exposing a Vibe Entry to a Wider Audience
Than the Folder Access Controls Allow” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

To enable users to access entries via the Workspace tree when users do not have access rights to
the parent folder or workspace:

1 Change to the following directory:
Linux: / opt/ novel | / t eani ng/ apache-t oncat/
webapps/ ssf/WEB- | NF/ cl asses/ confi g
Windows: c:\Program Fi | es\ Novel |\ Teani ng\ apache-t oncat\

webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Openthe ssf. properti es file in a text editor.
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4 Search for the following line:
accessControl . viewBi nderTi tl| e. enabl ed=f al se

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the accessControl . vi ewBi nder Ti t | e. enabl ed=f al se line from the ssf. properties
file to the bottom of the ssf - ext . properti es file.

7 Change fal se totrue.

8 Save and close the ssf-ext. properti es file.

9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe.

Enabling Folder Administrators to Apply Definition
Settings to Sub-Folders and Entries

You can enable folder owners to apply entry definition types to folders or entries that have already
been created. This enables users to apply all definition settings of a parent folder to all subfolders.
Also, this enables users to change the definition settings to make all folder entries the same. For
example, a user might begin a discussion entry in a Discussion folder, then move the entry to the
Tasks folder after it is decided that something needs to be done in order to resolve the discussion.
After the discussion entry is added to the Tasks folder, the entry can be converted to a task entry. For
more information, see “Changing the View Definitions for Existing Folders and Folder Entries” in the
Micro Focus Vibe 4.0.6 Advanced User Guide.

1 Change to the following directory:

Linux: / opt/ novel | / t eani ng/ apache-t oncat/
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel |\ Teani ng\ apache-t oncat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Openthe ssf. properti es file in a text editor.
4 Search for the following line:

ssf. al | owFol der Defi ni ti onFi xups=f al se

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the appropriate line from the ssf . properti es file to the bottom of the ssf -
ext. properti es file.

7 Change f al se to t r ue, so that the line now reads ssf . al | owFol der Def i ni ti onFi xups=t r ue.
8 Save and close the ssf - ext. properti es file.
9 Close the ssf. properti es file without saving it.

10 Stop and restart Vibe.
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3 Setting Up Initial Workspaces

Proper organization of workspaces is critical to building an effective Micro Focus Vibe site.

+ “Understanding Workspaces” on page 45

+ “Setting Up Users’ Personal Workspaces” on page 46
+ “Managing Team Workspaces” on page 57

+ “Creating Global Workspaces” on page 60

+ “Using Workspace and Folder Templates” on page 60

+ “Importing Workspaces” on page 67

See also Chapter 22, “Managing Workspaces,” on page 229.

Understanding Workspaces

Your Micro Focus Vibe site consists of seven types of workspaces:

+ Personal workspaces: When you add users to your Vibe site, as described in “Adding Users to
Your Vibe Site” in “Single-server (Basic) Installation” in the Vibe 4.0.6 Installation Guide, a
personal workspace is established for each user. Users can customize their personal
workspaces, as described in “Setting Up Your Personal Workspace” in “Getting Started” in the
Micro Focus Vibe 4.0.6 User Guide.

+ Team workspaces: Vibe users, along with you as the Vibe administrator, can create team
workspaces for groups of people who work together regularly, as described in “Setting Up Your
Personal Workspace” in “Getting Started” in the Micro Focus Vibe 4.0.6 User Guide. You, as the
Vibe administrator, need to decide how you want to organize team workspaces before you let
users start creating them.

+ Team Workspace Root workspaces: Team Workspace Root workspaces are the optimal type
of workspace if you want to create a library of team workspaces as sub-workspaces.

For more information on Team Workspace Root workspaces, see “Creating and Managing a
Team Workspace Root Workspace” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

+ Project Management Workspaces: Project Management workspaces include special
accessories that help leaders track the progress of task completion for potentially large projects.
Project Management workspaces focus on project completion.

For more information on Project Management workspaces, see “Creating and Managing a
Project Management Workspace” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

+ Discussions workspaces: The Discussions workspace can be the home page for a set of
discussion forums. You can also use the Discussions workspace to house other types of folders.
Discussions workspaces can be particularly useful for site administrators who are responsible for
creating the overall structure of the Vibe site.

For more information on how you can use Discussions workspaces, see “Creating and Managing
a Discussions Workspace” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

+ Basic workspaces: Like other types of Vibe workspaces, basic workspaces in Vibe can be used
to organize information inside of existing workspaces, creating different levels of hierarchy within
a workspace.
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For more information on basic workspaces, see “Creating and Managing a Basic Workspace” in
the Micro Focus Vibe 4.0.6 Advanced User Guide.

+ Global workspaces: Global workspaces contain information that is of interest to all Vibe users.
You, as the Vibe administrator, decide what type of information needs to be globally available on
your Vibe site.

For more information on Global workspaces, see “Creating Global Workspaces” on page 60.

Setting Up Users’ Personal Workspaces

+ “Understanding Personal Workspaces” on page 46

+ “Customizing the Default Personal Workspace View” on page 47

+ “Enabling Users to Create Landing Pages on Personal Workspaces” on page 49
¢ “Customizing the Default User Profile View” on page 50

+ “Adding LDAP Elements to the User Profile View” on page 55

+ “Customizing the Default Profile Quick View” on page 55

See also “Controlling User Access to Personal Workspaces” on page 26.

Understanding Personal Workspaces

When you create your Micro Focus Vibe site, a workspace named Personal Workspaces is
automatically created.

o

7 Home Warkspace
Global Warkspaces
[ Personal Workspaces
[» Team Workspaces

Initially, clicking the Workspace tree icon & and expanding Personal Workspaces lists only two
personal workspaces, even after you have created Vibe users, as described in “Adding Users to Your
Vibe Site” in “Single-server (Basic) Installation” in the Vibe 4.0.6 Installation Guide.

o

=7 Horne Warkspace
Global Warkspaces
= Personal Waorkspaces
[> admin (admin)
[» Guest (guest)
[ Team “Workspaces

Users’ workspaces appear in the Workspace tree after the users log in for the first time. To see a list
of all users in the Vibe system regardless of whether they have logged in, click Personal
Workspaces.

You can manually add Vibe users from this user list, as described in “Listing Vibe Users” on page 218.

You can also create new Vibe users by using the method described in “Creating a User” in “Single-
server (Basic) Installation” in the Vibe 4.0.6 Installation Guide.
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As the Vibe administrator, you can access any user’s personal workspace by clicking it in the user list.
You cannot access a user’s personal workspace until the user has logged in to the Vibe site one time.
After the user has logged in, the user’s personal workspace is ready for the user to personalize.

For information on how users can customize and populate their personal workspaces, see “Setting
Up Your Personal Workspace” in the Micro Focus Vibe 4.0.6 User Guide.

Customizing the Default Personal Workspace View

As a Vibe administrator, you have the ability to customize the default view for all personal workspaces
in your Vibe site.

+ “Customizing the Default View for Existing and Future Personal Workspaces” on page 47

+ “Customizing the Default View for Future Personal Workspaces” on page 48

Customizing the Default View for Existing and Future Personal
Workspaces

1 Click your linked name in the upper right corner of the page, then click the Administration
Console icon "',
The Administration page is displayed.

2 Under System, click Form/View Designers.

Form and View Designers

Public Form and View definitions
MNew Copy... Reset Import Export

Bl @ Form/figw Designers
[ @ Entry Definitions
External User Workspac e View
Folder Views

Profile Listings

User Workspac & \WView

Workflow Processes

H
] @
] @
|
¢ @ Profile WView
| @
] @
] @

i OO NN s OO e OO o OO o IO

Workspace view

Vibe Resource Library

3 Expand User Workspace View, then click User Workspace.

Setting Up Initial Workspaces 47


https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_user/vibe4_user.pdf#bookinfo
https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_user/vibe4_user.pdf#bj293fa
https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_user/vibe4_user.pdf#bj293fa

Form and View Designers

Designer >> User Workspace (_userWerkspace) E=3

Werkspace

4 Add the form and view elements that you want your existing and future personal workspaces to
contain by default.

For information on the kinds of elements that you can add and how to add them, see “Adding
Elements to the Workspace Add/Modify Form” in the Micro Focus Vibe 4.0.6 Advanced User
Guide.

Customizing the Default View for Future Personal Workspaces

The procedure in this section affects only future personal workspaces (workspaces that have not yet
been created). For information on how to change the default view for existing workspaces as well as
future workspaces, see “Customizing the Default View for Existing and Future Personal Workspaces”
on page 47.

1 Log in as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
The Administration page is displayed.

3 Under Management, click Workspace and Folder Templates.

Workspace and Folder Templates
New « Reset Import Export

Standard Templates

= Discussion - A Discussion folder is useful for creating a forum where users are likely to both create and reply to entries.

» Blog - A blog folder is a forum where entire entries are displayed in reverse chronological order, based on when they were created.
Blogs typically provide information on a particular topic from an individual ar small group of authors. Optionally, the blog folder can be
configured so that a larger group can make comments on the entries posted by the original author.

Calendar - A calendar folder is a place to post group events or display other types of entries by date.

Guestbook - A guestbook folder is a simple place thatindividuals can "sign,” indicating that they have visited a user's Personal
‘Workspace. Visitors may also leave comments about the entries created in that personal workspace. Comments are displayed in
reverse chronological order. A picture ofthe individual signing the guestbook is displayed with the comment. The guestbook is useful
for expanding users' social netwaorks.

4 Click User workspace.
5 Modify the settings.

For information on the types of modifications that you can make to the User Workspace
template, see “Modifying Workspace and Folder Templates” on page 257.
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Enabling Users to Create Landing Pages on Personal
Workspaces

By default, Vibe users cannot create a landing page on their personal workspaces. However, as a
Vibe administrator, you can enable landing page creation on personal workspaces.

1 Log in as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration

Console icon "',
The Administration page is displayed.
3 Under System, click Form/View Designers.
The Form and View Designers page is displayed.
4 Click New > User Workspace View.
5 Specify the following information:
Caption: Specify a name for the new user workspace landing page view.

This is the name that appears in the Vibe interface that users see when they use this view. (For
example, User Landi ng Page.)

Name: Specify the internal name for the new user workspace landing page view.

The name that you enter in this field is not visible to users who use this view. (For example,
user _| andi ng_page.)

Family: Ensure User Workspace is selected in the drop-down list.
6 Click OK.
The Designer page is displayed.

Form and View Designers

Designer >> User Landing Page (user_landing_page) [ Close ]

=2E

| User Landing Page {user_landing, ____ Ck== X |

Modify the Properties of This Definition
Copy This Definition

Delete This Definition

Export This Definition

Retire This Definition

7 Click Workspace Add/Modify Form.
8 Click Add in the Workspace Add/Modify Form window.
9 Click Layout Options > Landing Page Layout.
10 Specify the appropriate information, then click OK.
11 Click User Workspace View.
12 Click Add in the User Workspace View window.
13 Click Standard Entry Elements > Landing Page Layout.
14 Specify the appropriate information, then click OK.

Vibe users can now enable this landing page on their personal workspaces, as described in
“Creating a Landing Page On Your Personal Workspace” in the Micro Focus Vibe 4.0.6
Advanced User Guide.

For information on how to add other elements and layout options to this user workspace landing page
view, see “Creating Custom Folder Views” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

Setting Up Initial Workspaces 49


https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_useradv/vibe4_useradv.pdf#bookinfo
https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_useradv/vibe4_useradv.pdf#bookinfo
https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_useradv/vibe4_useradv.pdf#bookinfo
https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_useradv/vibe4_useradv.pdf#bn2ncx4
https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_useradv/vibe4_useradv.pdf#bkikybl

50

Customizing the Default User Profile View

The default user profile view is the view that appears in a user’s profile in the personal workspace.
When you customize the default user profile view, you modify the information that is displayed in all
user profiles.

The default user profile view was expanded in Vibe 3 to rival other professional knowledgebases such
as LinkedIn. Users can include more information to share with their colleagues, such as education,
qualifications, and competencies.

Profiia

Julio Chavez Norkzpece Follow
Edit L
Pa | 1nf [ £

|chavez
Marketing Manager AROUT ME

Utaf

84606
AN1EEST0G91 G
8015557091 Al Int=ms Er
AD15558078

L 1]

NOT VING &MY ONE

£ havez{@yourc ompany name.C am
Marketing

Choose File | Mo file chosen

If you are updating your Vibe site from a version prior to Vibe 3 to Vibe 3 or later and you modified the
user profile definition in your previous Vibe version, you do not see the new user profile when you
upgrade to Vibe 3 or later. In order to see the new user profile, you need to reset your profile user
definition. For information about how to reset your definitions, see “Resetting Your Definitions” in
“Upgrade” in the Vibe 4.0.6 Installation Guide.
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You can customize the default user profile view to include custom fields. If you want to customize the
user profile view, then you must also customize the user profile form. The view is what users see
when they view a user profile; the form is what users fill out when they edit their user profiles. You

must design both the form and view of the user profile in order for the elements to be displayed in the
user profile view.

+ “Designing the User Profile Form” on page 51
+ “Designing the User Profile View” on page 53

Designing the User Profile Form

The user profile form is what a users see when they edit their user profile in Vibe. For example:

User

User Id
jchavez

Password

Current Password

New Password

frren

Confirm New Password

First Mame Middle Name Last Name
Julio Chavez
Picture

Choose File | Mo file chosen Edit File Mote...

Current Picture
julio-chavez.png
(Select the Files to be Deleted. Deleted Files Cannot be Restored.)
Time zone
(GMT -7:00) Mountain Standard Time (Denver) v
Locale
English (United States) [English (United States)] v

Personal Information

About Me
Edit View nsert Format Table
Font Family Font Sizes Paragraph B [/ Y A A &

-—
f— =

-

-

This text editor supports the following types of markup:
[[entry fitle]] creates a link to another entry in this folder. ﬁ
==Section name== and ===3ubseclion name=== add seclions and subsections to your text.

Job Title
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To modify the information that is displayed in the user profile form that users fill out when they edit a
user profile:

1 Log in as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration icon
1

The Administration page is displayed.
3 Under System, click Form/View Designers.

Form and View Designers

Public Form and View definitions
New Copy... Reset Import Export

- @ Form/\iew Designers

- @ Entry Definitions

External User Workspace \View

Folder \iews

a
a
@ Profile Listings
a

Profile \iew

User Workspace View

.

‘Workflow Processes

Workspace view

Wibe Resource Library

4 Expand Profile View, then click User.
5 Expand Profile Form Definition, then click Form.
6 Click Modify.

Farm and View Designers

Designer >> User (_user) =

o

Profile Standard Farm .
VP etile Foem with Nosing Inciided -

7 In the Form Name field, provide a name for the form.
8 In the Type field, select Profile Form with Nothing Included.

This lets you add elements anywhere inside the view. If you do not select this option, you can
add elements only after the last element in the default view.

9 Click OK.
10 Expand Profile Form Definition, then click Form.

11 Depending on how you want to modify the profile form, continue with one of the following
sections:

+ “Adding Elements to the Form” on page 53
+ “Modifying Elements within the Form” on page 53
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Adding Elements to the Form

1 Expand Profile Form Definition, then click Form.
2 In the Form dialog box, click Add to add an element or layout option to the view.

You can add any of the elements and layout options that are described in “Workspace Form
Elements” and “Understanding Layout Options” in the Micro Focus Vibe 4.0.6 Advanced User
Guide.

3 Continue with “Designing the User Profile View” on page 53 to create the user profile view that
users will see when they view a user profile.

Modifying Elements within the Form

1 Expand Profile Form Definition, then expand Form.
2 Click the element that you want to modify.

Depending on the element that you click, you can copy, delete, modify, or move the element. You
can also add sub-elements.

3 In the dialog box on the right side of the page, click the action that you want to perform, then
follow the on-screen instructions.

4 Continue with “Designing the User Profile View” on page 53 to create the user profile view that
users will see when they view a user profile.

Designing the User Profile View

After you have designed the user profile form, as described in“Designing the User Profile Form” on
page 51, you can modify the user profile view. The user profile view is what a user sees when the
user views a user profile in Vibe. For example:

Profie

Julio Chavez worsspacs Follow

Choase File | No fila chosen
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To modify the information th