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About This Guide

The Micro Focus Vibe 4 Administration Guide provides administration information for Micro Focus
Vibe 4.

+ Part |, “Site Setup,” on page 15

+ Part Il, “Site Maintenance,” on page 201
+ Part lll, “Interoperability,” on page 311

+ Part IV, “Site Security,” on page 327

+ PartV, “Appendixes,” on page 355

Audience

This guide is intended for Micro Focus Vibe administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation.

Documentation Updates

For the most recent version of the Micro Focus Vibe 4 Administration Guide and other documentation,
visit the Micro Focus Vibe 4 Documentation website (http://www.novell.com/documentation/vibe4).

Additional Documentation

You can find more information in the Micro Focus Vibe documentation, which is accessible from the
Micro Focus Vibe 4 Documentation website (http://www.novell.com/documentation/vibe4).

To access the Micro Focus Vibe 4 User Guide from within Vibe, click the Settings icon, then click
Help.
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I Site Setup

+ Chapter 1, “Logging In as the Vibe Site Administrator,” on page 17

+ Chapter 2, “Planning and Controlling User Access to Workspaces and Folders,” on page 21
+ Chapter 3, “Setting Up Initial Workspaces,” on page 45

+ Chapter 4, “Setting Up Site-Wide Customizations,” on page 69
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Logging In as the Vibe Site
Administrator

After logging in to the Micro Focus Vibe site, you should reset the Vibe administrator’s password.
Also, you might want to create additional Vibe administrators.

¢ “Logging In” on page 17

+ “Changing the Vibe Administrator User ID or Password” on page 17

+ “Creating Additional Vibe Administrators” on page 18

Logging In

After installing and configuring Vibe, you need to log in to the Vibe site to perform additional
administrative tasks.

1 In your web browser, specify one of the following URLSs, depending on whether you are using a
secure SSL connection:

http://vi be_host nane
ht t ps: //vi be_host nanme

Replace vi be_host nane with the hostname or fully qualified domain name of the Vibe server
that you have set up in DNS. If you configured the HTTP ports correctly during installation, you
do not need to include the port number in the Vibe URL.

2 If this is the first time you have logged in to the Vibe site, log in using admni n as the login name
and admi n as the password.

The Change Password dialog box is automatically displayed when you first log in to the Vibe
site.

If this is not your first time logging in, log in using adni n as the login name and your password.

Changing the Vibe Administrator User ID or Password

When you first install Micro Focus Vibe, the Vibe administrator user name is admi n and the password
is admi n. When you first log in to the Vibe site as the administrator, you should change the
administrator password from the default password to a secure password of your own choosing.

¢ “Changing the Administrator Password” on page 17
+ “Changing the Administrator User ID and Other Profile Information” on page 18

Changing the Administrator Password

You can change your password to a new password at any time:

1 In your web browser, specify one of the following URLs, depending on whether you are using a
secure SSL connection:
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http://vi be_host nane: 8080
htt ps: //vi be_host nane: 8443

Replace vi be_host nane with the hostname or fully qualified domain name of the Vibe server
that you have set up in DNS. If you configured the HTTP ports correctly during installation, you
do not need to include the port number in the Vibe URL.

2 (Conditional) If this is your first time accessing the site, log in using adni n as the login name and
admi n as the password.

The Change Password dialog box is automatically displayed when you first log in to the Vibe
site.

3 (Conditional) If this is not your first time accessing the site, log in using the administrator user
name and password, then change your password as described in “Changing Your Password” in
the Micro Focus Vibe 4.0.6 User Guide.

Changing the Administrator User ID and Other Profile
Information

You might want to change the administrator User ID in addition to other information on the
administrator’s user profile.

+ User ID: As a security precaution, it might make sense to change the administrator’s user ID
from the default adm n. The administrator user ID is used only when logging in to the Vibe
system.

Changing the administrator user ID requires that you restart each Vibe appliance in the Vibe
system in order for the change to take effect.

+ First Name and Last Name: Providing a first and last name for the administrator changes the
name that appears in the upper-right corner of each Vibe page, as well as the name that appears
in the administration console under Administrators.

To change the Vibe administrator user ID, as well as other profile information, follow the steps in
“Modifying Your Profile” in the Micro Focus Vibe 4.0.6 User Guide.

Creating Additional Vibe Administrators

Only the original (built-in) Vibe administrator can add or remove site administrator rights for users and
groups.

Additional Vibe administrators have rights to administer the following:

+ Users
+ Groups
+ Mobile Devices

+ “Assigning Administrative Rights to a User or Group” on page 19

+ “Creating an Administration Group” on page 19
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Assigning Administrative Rights to a User or Group

1 Log in to Vibe as the Vibe administrator.
1a Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://vibe_host nane: 8080
https://vibe_host nane: 8443

Replace vi be_host nanme with the host name or fully qualified domain name of the Vibe
server that you have set up in DNS. If you configured the HTTP ports correctly during
installation, you do not need to include the port number in the Vibe URL.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'.
3 In the Management section, click Administrators.

4 Click Add, then begin typing the name of the user or group for whom you want to grant
administrator rights.

5 Click the user or group name when it appears in the drop-down list.
To remove administrator rights from a user or group:

1 Select the users or groups for whom you want to remove administrator rights.
2 Click Remove.

Creating an Administration Group

You can create an administration group and assign rights only to that group:

1 Log in to Vibe as the Vibe administrator.
1a Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

ht t p: // vi be_host nare: 8080
https://vi be_host nane: 8443

Replace vi be_host nanme with the host name or fully qualified domain name of the Vibe
server that you have set up in DNS. If you configured the HTTP ports correctly during
installation, you do not need to include the port number in the Vibe URL.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.

2 Create an administration group, described in “Creating Groups of Users” on page 97.
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3 Assign administrator rights to that group, as described in “Assigning Administrative Rights to a
User or Group” on page 19.

4 When you want to grant administrative rights to a user, add that user to the administrator group

that you created. (For information about how to add users to a group, see “Modifying Groups” on
page 227.)
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Planning and Controlling User Access to
Workspaces and Folders

As the administrator for the Micro Focus Vibe site, you are responsible for setting up and controlling
user access across the entire site. Even though workspace and folder owners are responsible for
controlling user access in their individual workspaces and folders, you as the Vibe administrator have
the ability to create new roles, modify existing roles, and change default access control settings for all
types of workspaces and for all types of functions across the Vibe site.

+ “Understanding Access Control” on page 21

+ “Controlling User Access in Workspaces” on page 26

+ “Controlling User Access throughout the Vibe Site” on page 30

+ “Managing Roles to Refine Access Control” on page 31

+ “Restricting Access Rights of Users Outside the Firewall” on page 38

+ “Enabling Users to Send Messages to All Users” on page 41

+ “Enabling Users to Send Messages to All Users” on page 41

+ “Enabling Users to Access Entries via the Workspace Tree When They Do Not Have Access to
the Parent Folder or Workspace” on page 42

+ “Enabling Folder Administrators to Apply Definition Settings to Sub-Folders and Entries” on
page 43

Understanding Access Control

Access control is how you specify which users have the right to perform which tasks in which places.
Because your Micro Focus Vibe site is a hierarchy of workspaces and folders and because access
control settings can be inherited (or not), access control settings affect a variety of Vibe features

Micro Focus Vibe uses role-based access control. By default, there are seven roles, and each role
contains specific rights. If you want a particular user to have certain rights, you can assign that user to
the appropriate role.

For example, a user who has been assigned to the Participant role in a workspace or folder can add
comments or replies, create entries, delete his or her own entries, modify his or her own entries, and
read entries in that folder or workspace.

The following sections help you better understand how access control works in Vibe.

¢ “Inheritance” on page 22

+ “Navigation” on page 22

+ “Default Access Control Behavior in Workspaces” on page 23
+ “Default User Rights” on page 23

+ “Default Roles” on page 23

+ “Default Users and Groups” on page 25
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Inheritance

Workspaces can inherit the access control settings of their parent workspaces. You should
understand the following facts about access control inheritance:

+ If you create a new workspace under an existing workspace that is inheriting its access control
settings from its parent, the new workspace continues the inheritance chain. If you change any
access control settings above the new workspace at a later time, the access control settings for
the new workspace also change. Global workspaces inherit access control settings from the
parent workspace by default.

+ If you create a new workspace under an existing workspace that is not inheriting its access
control settings, the new workspace retains the non-inherited settings of the parent workspace.

+ |If you move a workspace that is inheriting its access control settings from its original parent
workspace, it inherits the access control settings of the new parent workspace into which it is
moved. If the new parent workspace has different settings than the original parent workspace,
the access control settings for the moved workspace change accordingly.

+ Team membership is inherited separately from access control settings. If access control settings
are being inherited, this does not necessarily mean that team membership is also being
inherited. To edit team membership or to change the team membership inheritance settings for a

team workspace, click the Configure icon 9 next to the workspace title, then click Edit Team.

Navigation

As a best practice, you should not grant users access to sub-workspaces and sub-folders while
restricting access for the same users to the higher-level (parent) folders. Ignoring this best practice
can be problematic for the following reasons:

+ Users cannot navigate to the sub-workspace or sub-folder using the Workspace tree navigation,
even though they have appropriate rights to the sub-workspace or sub-folder.

If you understand this limitation and still have a need to restrict access to a parent workspace or
folder while granting access to a sub-workspace or sub-folder, users can still access the hidden
sub-workspace or sub-folder by using the Search feature or by accessing the location through
WebDAV.

+ Users can see the name of a higher-level workspace, even though they do not have appropriate
rights.

Users who use the Search feature or WebDAV to locate the sub-workspace or sub-folder that
they have been granted access to are able to see the name of the parent workspace, which they
would otherwise not be able to see. However, they can see only the workspace name, not the
contents of the workspace.
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Default Access Control Behavior in Workspaces

By default, most places inherit the access control settings of their parent. When you establish settings
for a primary space, all sub-places automatically apply the same settings, saving administration time.
However, unlike other types of workspaces, Team workspaces do not retain the access control
settings of the parent workspace by default. This is because the desired access control settings for
Team workspaces can vary greatly depending on the objectives of the team.

Also, team membership is inherited separately from access control settings. If access control settings
are being inherited, this does not necessarily mean that team membership is also being inherited. To
edit team membership or to change the team membership inheritance settings for a team workspace,
click Workspace > Edit Team.

Default User Rights

By default, all Vibe users have rights to perform the following actions:
+ Participate in any team workspaces in which they are a member (create folders and entries,
make comments, and so forth)

+ Create team workspaces (by default, only members of a team can view and participate in team
workspaces)

+ Visit all personal workspaces (read entries and comment on them)

+ Participate in all global workspaces and folders

Default Roles

Vibe includes default roles that you can assign to users and groups. The following sections describe
the function of each default role, but does not describe all of the rights associated with each role. For
a complete list of rights, click the name of the role in the table on the Configure Access Control page.

(Click the Configure icon © next to the workspace or folder title, then click Access Control.)

For information on how the administrator can assign users to various roles for the Vibe site, see
“Controlling User Access throughout the Vibe Site” on page 30. For a detailed description of each
right that can be associated with a given role, see “Understanding the Various Rights for Roles” on
page 36.

Vibe enables site administrators to create their own custom roles, as described in “Defining a New
Role” on page 31.

+ “Understanding Default Roles for Workspaces and Folders” on page 23
+ “Understanding Default Roles for Entries” on page 24
+ “Understanding Default Administrative Roles” on page 24

Understanding Default Roles for Workspaces and Folders

Role Description

Allow Sharing With Can share workspaces and folders with internal users.
Internal Users

Allow Sharing With Can share workspaces and folders with external users.
External Users
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Role

Description

Allow Forwarding of
Sharing Rights

Allow Sharing With The
Public

Allow Sharing File Links
Visitor

Participant

Guest Participant

Team Member

Workspace and Folder
Administrator

Workspace Creator

When sharing, can allow users to re-share workspaces and folders.

Can share workspaces and folders with the Public.

Can share File Links.
Has read-only and comment-only access.

Can create entries and modify those entries, can download folder content as a CSV
file, plus perform tasks associated with the Visitor role.

Can read entries, create entries, and add comments.

Has all the rights of a Participant. In addition, can generate reports and manage
global tags.

Can create, modify, or delete workspaces or folders; moderate participation (modify
or delete the entries of others); design entries and workflows; set entry-level
access controls on entries of others; and perform tasks associated with the
Participant and Team Member role.

Can create sub-workspaces. In Team Workspace Root workspaces, this role lets
users create their own team workspaces.

Understanding Default Roles for Entries

Role

Description

Owner Create Entry ACLs The owner of the entry can create entry-level access controls.

Read

Read and Reply
Write

Delete

Change Access Controls

Can read the entry.

Can read the entry and add comments or replies to the entry.

Can read the entry, add comments or replies, and modify the entry.

Can read the entry, add comments or replies, modify, and delete the entry.

Can read the entry, add comments or replies, modify, and delete the entry. Can
also modify the access control settings of the entry.

Understanding Default Administrative Roles

Role

Description

Allow Adding Guest
Access

Can make Vibe workspaces and folders available to Guest users in Vibe.

By default, Guest users can access only the Guest user personal workspace, as
well as any workspace or folder that the Vibe administrator has granted them rights
to access.

For more information, see “Enabling Individual Users to Grant Guest Access
throughout the Vibe Site” on page 107.
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Role Description

Can Only See Members = Removes a user’s ability to view other Vibe users who are not members of a group
Of Groups | Am In that he or she belongs to.

Override “Can Only See  Overrides the Can Only See Members Of Groups | Am In role. This can simplify
Members Of Groups | Am the administration of the Can Only See Members Of Groups | Am In role.

In’
For example, you might assign the Can Only See Members Of Groups | Am In

role to a group, but at the same time you want to allow certain members of the
group to retain their ability to see users that belong to groups outside of their own.
In this circumstance, you can assign the Override “Can Only See Members Of
Groups | Am In” role to the members who you want to retain their ability to see
users outside of their own groups.

Token Requester Can make web service calls on behalf of another Vibe user.

This functionality can enable administrators to perform proxy functions for
individual Vibe users without logging in as the Vibe user. This means that the web
services application does not cache individual users’ credentials in order to
perform operations.

This role should not be assigned to a Vibe user, but rather to a system-level (agent)
account that you want to be responsible for executing web service operations on
behalf of one or more regular Vibe users.

For more information about the web services operations that support the Token
Requester role, see “admin_getApplicationScopedToken” and
“admin_destroyApplicationScopedToken” in the Micro Focus Vibe 4.0.6 Developer
Guide.

Zone Administration Has all rights associated with access control.

Default Users and Groups

You can assign default or custom access control roles to users and groups for the Vibe site if you are
the Vibe administrator, or in your workspaces if you are a workspace owner. In addition to the users
and groups that the Vibe administrator creates, Vibe includes four default users and groups to which
you can assign roles.

Default User and Group  Description

Owner of a Workspace or  The person who created the workspace, or the person assigned to be the owner
Folder of the workspace.

Team Members The individuals who are designated as team members in a given place.

For information about how to add team members, see “Adding Additional Team
Members to Your Workspace” in the Micro Focus Vibe 4.0.6 User Guide.

All Users Every person registered within the Vibe site.

Site Administrator The person who has rights to perform any task in any workspace or folder.
Available only to Vibe administrators.
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Controlling User Access in Workspaces

The access control settings on each Micro Focus Vibe workspace determine who can see the
workspace and how different types of users can participate in each workspace.

+ “Controlling User Access to Personal Workspaces” on page 26
+ “Controlling User Access to Team Workspaces” on page 27

+ “Controlling User Access to Global Workspaces” on page 28

Controlling User Access to Personal Workspaces

+ “Default Access Controls” on page 26
+ “Restricting Access to Personal Workspaces throughout the Vibe Site” on page 26

Default Access Controls

By default, personal workspaces are created with the following access:

User or Group Access Role Role Description

Workspace Owner Administrator Can create, modify, or delete workspaces or folders; moderate
(user) participation (modify or delete the entries of others); design entries and
workflows; and can perform Participant tasks.

All Users group Visitor Has read-only and comment-only access.

Restricting Access to Personal Workspaces throughout the Vibe
Site

You might want to set up your Vibe site so users’ personal workspaces remain hidden and
confidential.

IMPORTANT: If you configure your Vibe site to hide users’ personal workspaces as described in this
section, the following side effects occur:

+ Users cannot follow one another

+ Users are not displayed in the Personal Workspaces workspace

+ Users are not displayed under Personal Workspaces in the Workspace tree

+ User workspaces and user profiles cannot be found when performing a search (this means that
users cannot search for and find other Vibe users.)

When you configure your Vibe site as described in this section, you should make these configuration
changes before any users are added to your Vibe system. If users are added to your Vibe system
before you make these configuration changes, you must manually adjust the access control settings
for each user workspace, as described in “Controlling Access” in the Micro Focus Vibe 4.0.6
Advanced User Guide.
1 Click your linked name in the upper right corner of the page, then click the Administration
Console icon "% .

2 Under Management, click Workspace and Folder Templates.
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Workspace and Folder Templates

New Reset || Import |[ Export

Standard Templates

= Discussion - A Discussion folder is useful for creating a forum where users are likely to both create and reply to entries.

= Blog - Ablog folder is a forum where entire entries are displayed in reverse chronological order, based on when they were created.
Blogs typically provide information on a particular topic from an individual or small group of authors. Optionally, the blog folder can be
configured so that a larger group can make comments on the entries posted by the original author.

= Calendar - A calendar folder is a place to post group events or display other types of entries by date

= Guestbook - A guestbook folder is a simple place that individuals can “sign,” indicating that they have visited a user's Personal
Workspace. Visitors may also leave comments about the entries created in that personal workspace. Comments are displayed in
reverse chronological order. A picture of the individual signing the guestbook is displayed with the comment. The guestbook is useful
for expanding users’ social networks.

= Files - Afile folder is a place to putfiles. Comments or entire discussions can be posted aboutindividual files. Additionally, the files can
be automatically locked, in-place, then unlo: reating a new version ofthe file. A file folder can emulate a WebDAV server.
This allows a user to add an i dows File Manager.

3 Click User Workspace.
4 Click Manage This Target > Access Control.
The Configure Access Control page is displayed.
5 In the access control table, in the All Users row, deselect the check box in the Visitor column.
6 Click Save Changes.
7 Verify access before you start adding users to your Vibe system:

+ Create a test user in the Vibe system, navigate to this user’s personal workspace, then click
Workspace > Access Controls. Ensure that no check boxes are selected in the All users
row.

+ Navigate to the Personal Workspaces workspace by clicking the Workspace tree icon & in

the Action toolbar, then clicking Personal Workspaces. Click the Configure icon @ nextto
the workspace title, then click Access Controls. Ensure that in the All users row the check
box is selected in the Visitor column. If this check box is not selected, users cannot search
for other users in the Vibe system.

For information on how to add users to your Vibe system, see “Adding New Users to Your Vibe Site”
on page 97.

Vibe users can adjust the access control for their personal workspaces, as described in “Controlling
Access” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

Controlling User Access to Team Workspaces

By default, new team workspaces created under the main Team Workspaces directory are visible
only to members of the team workspace. Following are the default access control settings for a team
workspace:

User or Group Access Role Role Description

Workspace Owner Administrator Can create, modify, or delete workspaces or folders; moderate
(team creator) participation (modify or delete the entries of others); design entries and
workflows; and can perform Participant tasks.

Team Members Team Member Has all the rights of a Participant. In addition, can generate reports and
manage community tags.

After you create a new team workspace, you can configure different access control settings for it.

1 Navigate to the new team workspace, then click Workspace > Access Control.
2 Select No in the Inheritance box.
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This folder does not inherit its access control settings from its parent.

Inherit role membership from the parent folder or workspace?
Yes @ ng

3 Click Apply to activate the Access Control table:

v designates the access control sefting of the parent workspace

Add User Names from Clipboard
Add a Role

Participant Team Member Workspace and Folder Administrator Workspace Creator

Owner of Workspace or Folder m v B
Team Members v ] B

Add a Group = Group Title Group Name Participant Team Member Workspace and Folder Administrator  Workspace Creator
All Users allusers v | ] [ v O

Add a User = User Title User Id Participant Team Member Workspace and Folder Administrator Workspace Creator
—No users—

Add an Application Group = Application Group Title  Application Group Name  Participant Team Member Workspace and Folder Administrator Workspace Creator

—no application groups—

Add an Application Application Title Application Name Participant Team Member Workspace and Folder Administrator Workspace Creator

—no applications—

4 Adjust the access control settings for the new team workspace as needed, as described in
“Controlling Access to Workspaces and Folders” in “Controlling Access” in the Micro Focus Vibe
4.0.6 Advanced User Guide.

5 Click Save Changes > Close.

Controlling User Access to Global Workspaces

By default, the Global Workspace directory immediately under the Home Workspace inherits the
access control settings of the Home Workspace:

User or Group Access Role Role Description

Workspace Owner Administrator Can create, modify, or delete workspaces or folders; moderate
(admin) participation (modify or delete the entries of others); design entries and
workflows; and can perform Participant tasks.

Team Members Team Member Has all the rights of a Participant. In addition, can generate reports and
manage community tags.

All Users group Participant Can create and modify entries, plus perform the Visitor tasks.

Visitor Has read-only and comment-only access.
All Applications Visitor Has read-only and comment-only access. For information about
group application groups, see “Managing Remote Applications” in the Micro

Focus Vibe 4.0.6 Advanced User Guide.
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When you create a new global workspace under the main Global Workspaces directory, the new
global workspace by default inherits the access control settings of the main Global Workspaces
directory, as listed above. After you create a new global workspace, you can configure different
access control settings for it.

1 Navigate to the new global workspace, then click Workspace > Access Control.
2 Select No in the Inheritance box.

This folder does not inherit its access control settings from its parent.

Inherit role membership from the parent folder or workspace?
) yes 9 no

3 Click Apply to activate the Access Control table:

v designates the access control sefting of the parent workspace

Add User Names from Clipboard
Add a Role =

Visitor Participant Team Member Workspace and Folder Administrator

Owner of Workspace or Folder ] ] ] v
Team Members ] a: v ]

Add a Group ¥ Group Title Group Mame. Visitor  Participant Team Member Workspace and Folder Administrator
All Users allusers v v &) o

Add a User = User Title User Id Visitor  Participant Team Member Workspace and Folder Administrator
—no users—

Add an A ion Group < ication Group Title ication Group Name  Visitor  Participant Team Member Workspace and Folder Administrator
All Applications allApplications v ] O O

Add an Application = Application Title Application Name Visitor  Participant Team Member Workspace and Folder Administrator

—no applications—

4 Adjust the access control settings for the new global workspace as needed, as described in
“Controlling Access” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

5 Click Save Changes > Close.

Controlling User Access throughout the Vibe Site

By assigning users to access control roles for the Micro Focus Vibe site, you can give users
additional rights, or restrict current rights.

+ “Controlling User Access to Administrative Functions” on page 30
+ “Controlling User Access to Workspaces, Folders, and Entries” on page 31

Controlling User Access to Administrative Functions

You can create additional Vibe administrators as described in “Creating Additional Vibe
Administrators” on page 18.

This section describes how you can make more granular access settings.

Administrative roles grant users rights to perform administrative functions throughout your Vibe site.
As the Vibe administrator, you can assign users and groups to administrative roles. For a list of
default administrative roles, see “Understanding Default Administrative Roles” on page 24.
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To assign a user to a particular role for every place on the Vibe site:

1 Log in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
The Administration page is displayed.

3 Under System, click Access Control.

Configure Access Control

Configure Access Control @

Administrative Functions

Add User Names from Clipboard

Add a Role v
Enable Enable Override
Allow r—— . E:::': Sharing Sharing E:::r‘f Enable Enable Create c‘;i"‘y "Can Only
Adda Groupw  GrouP Group Adding o D with the ANl with the All i Forwarding  Sharing Net e See e Zone
P Title Hame Guest ting External Internal of Sharing  with the Folder mbers  Requester Administration
Folders  File Links  Internal External - Of Groups
Access e Users Users e Rights Public  Servers | aTo\P*  Of Groups |
Group Group Am In”
All
Internal  allusers T ) td e e e
Users
Enable Enable Override
Allow r—— . E:::': Sharing Sharing E:::r‘f Enable Enable Create c‘;i"‘y "Can Only
Al User Userig  Adding = = wim“ with the All  with the All wim“ Forwarding  Sharing Net e See Zone
Title Guest a External Internal of Sharing  withthe  Folder Members ~ Requester Administration
olders  File Links  Internal External . Ot Groups
Access e Users Users — Rights Public  Servers | aTo\P*  Of Groups |
Group Group Am In”
—N0 users—

Assigning roles to an application or application group at the zone level actually specifies the maximum set of rights that the application is allowed to use. This allows the site administrator to preventan
application from ever having more rights than are needed to perform its task. If no roles are assigned, then the application has no rights.

admin (admin) has been designated as the default site administrator with privileges to perform any task on any workspace or folder.

A basic Vibe site consists of a single zone. Micro Focus Vibe lets you set up multiple zones in a
single Vibe site. For more information about creating multiple zones, see Chapter 18, “Setting Up
Zones (Virtual Vibe Sites),” on page 193.

4 Add the user to whom you want to grant the site-wide role to the Access Control table.

For information on how to add users to the Access Control table, see “Adding Users to the
Access Control Table” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

5 Add the role that you want to grant to the Access Control table.

For information on how to add roles to the Access Control table, see “Adding Roles to the
Access Control Table” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

6 Click Save Changes, then click Close.

Controlling User Access to Workspaces, Folders, and
Entries

Workspace and folder roles define which rights users have in specific workspaces and folders
throughout the Vibe site. Entry roles define which rights users have in specific entries.

Workspace and folder owners (or anyone with administrative rights) can assign workspace and folder
roles to specific users and groups by configuring access controls for their workspaces and folders.
For more information about how to do this, see “Managing Access Control for Users and Groups” in
“Controlling Access” in the Micro Focus Vibe 4.0.6 Advanced User Guide.
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As the Vibe administrator, you can modify each default role for workspaces, folders, or entries to suit
your organization’s needs. These roles are then made available so that workspace and folder
administrators can assign them to users and groups in their workspaces and folders. For information
about how to modify existing roles or about how to create new roles, see “Managing Roles to Refine
Access Control” on page 31.

Managing Roles to Refine Access Control

Micro Focus Vibe uses role-based access control. Each default role contains specific rights. If you
want a particular user to have certain rights, you can assign that user to the appropriate role. For a list
of all the default access roles that are included in Vibe, see “Default Roles” in the Micro Focus Vibe
4.0.6 Advanced User Guide.

If you find that the existing roles do not meet the needs of your organization, you can modify them or
create new ones. This can be particularly useful if you want to delegate the administration of sub-
workspaces and sub-folders, and if you do not want to grant all of the privileges that come with the
Workspace and Folder Administration role.

Vibe also lets you delete roles that are no longer useful to your organization.
+ “Defining a New Role” on page 31
+ “Modifying Existing Roles” on page 34
+ “Deleting Existing Roles” on page 35
+ “Understanding the Various Rights for Roles” on page 36

Defining a New Role

1 Log in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
The Administration page is displayed.

3 Under System, click Role Definitions.
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Role Definitions

Configure Roles

[ Adda New Role

Currently Defined Roles

Workspace and Folder Roles

Allow Forwarding of Sharing Rights
Allow Sharing File Links

Allow Sharing With External Users
Allow Sharing With Internal Users
Allow Sharing With The Public
Guest Participant

Participant

Team Member

View Binder Title

Visitor

Workspace and Folder Administrator

T T v W W v W W W W W

Workspace Creator

Entry Roles

[» Change Access Controls
[> Delete

[> Read and Reply

[* Read

[> Write

4 Click Add a New Role.
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Role Definitions

Rol Defiions

Configure Roles

= Add a New Role

Role Name
Role Scope Workspaces and Folders v

Role Conditions —none—

Add Comments or Replies

Add Folders

Add Workspaces

Allow Forwarding of Sharing Rights
Allow Sharing File Links

Allow Sharing with External Users
Allow Sharing with Internal Users
Allow Sharing with the Public
Change Access Control

Create Entries

Create Entry-Level Access Controls
Delete Entries

Delete Owned Entries

Design Entries

Design Workflows

Download Folder As CSV File
Generate Reporis

Manage Global Tags

Maodify Entries

Maodify Entry Fields

Modify Owned Entries

Maodify, Move, or Delete Folders and Workspaces
Owner Create Entry-Level Access Controls
Read Entries

Read Owned Entries

Rename Entries

Rename Owned Entries

N Fmiae Pl o Tkl -

In the Role Name field, specify a name for the new role, then select all of the rights that you want
members of this role to be able to perform.

In the Role Scope drop-down list, select whether you want this new role to be available for
workspaces or folders, or for entries.

(Optional) In the Role Conditions field, select the role condition that you want to associate with
this role.

Role conditions enable you to restrict what information users can access when they are outside
your corporate firewall. For more information, see “Restricting Access Rights of Users Outside
the Firewall” on page 38.

Select the rights that you want to be associated with this role.

Planning and Controlling User Access to Workspaces and Folders 33



For information about each right that you can select, see “Understanding the Various Rights for
Roles” on page 36.

9 Click Add, then click Close.

The role is added to the list of existing roles. If you added this role to control access to entries,
the role is automatically made available on the access control page. If you added this role to
control access to workspaces and folders, Vibe users can now add this role to the Access
Control table, as described in “Adding Roles to the Access Control Table” in the Micro Focus

Vibe 4.0.6 Advanced User Guide.

Modifying Existing Roles
1 Log in to the Vibe site as the Vibe administrator.
2 Click your linked name in the upper right corner of the page, then click the Administration

Console icon '+ .
The Administration page is displayed.
3 Under System, click Configure Role Definitions.

34 Planning and Controlling User Access to Workspaces and Folders


https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_useradv/vibe4_useradv.pdf#bookinfo
https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_useradv/vibe4_useradv.pdf#bookinfo
https://www.novell.com/documentation/vibe4/pdfdoc/vibe4_useradv/vibe4_useradv.pdf#bprhzah

Role Definitions

Configure Roles

[» Adda New Role

Currently Defined Roles

Workspace and Folder Roles

[> Allow Forwarding of Sharing Rights
[> Allow Sharing File Links

[> Allow Sharing With External Users
[> Allow Sharing With Internal Users
[> Allow Sharing With The Public

[> Guest Participant

[> Participant

[» Team Member

[> View Binder Title

[> wisitor

[* Workspace and Folder Administrator
[* Workspace Creator

Entry Roles

[> Change Access Controls
[ Delete

[* Read and Reply

[ Read

[> Write

4 In the Currently Defined Roles section, click the role that you want to modify.

5 Select the rights that you want members of this role to be able to perform, and deselect the rights
that you don’t want them to be able to perform.

For information about each right that you can select, see “Understanding the Various Rights for
Roles” on page 36.

6 Click Apply, then click Close.

Deleting Existing Roles

1 Log in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon "',
The Administration page is displayed.

3 Under System, click Configure Role Definitions.
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Role Definitions

Role Definitions Define Role Conditions
Configure Roles

[» Adda New Role

Currently Defined Roles

Workspace and Folder Roles

[> Allow Forwarding of Sharing Rights
[> Allow Sharing File Links

[> Allow Sharing With External Users
[> Allow Sharing With Internal Users
[> Allow Sharing With The Public

[> Guest Participant

[> Participant

[» Team Member

[> View Binder Title

[> wisitor

[* Workspace and Folder Administrator

[* Workspace Creator

Entry Roles

[> Change Access Controls
[ Delete

[* Read and Reply

[ Read

[> Write

4 In the Currently Defined Roles section, click the role that you want to delete.
5 Click Delete, then click Close.

Understanding the Various Rights for Roles

Roles are made up of various rights. Default roles have a set of default rights that are associated with
them. When you modify a default role, you remove existing rights and add other rights. When you
create a custom role, you create a new name for a role and then associate rights with the new role.

Some rights apply only to workspaces and folders, and some apply only to entries. If you associate a
right with a role, and then assign users to that role in a workspace, then by default that role applies to
all folders and entries in the workspace. For example, if you associate the Delete Entries right with a
role in a workspace and assign that role to all users, then all users can delete any entry in the
workspace.

Following is the list of rights you can choose from when modifying or creating a role. You cannot
create new rights in Vibe.
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Right

Function

Add Comments or Replies
Add Folders
Add Workspaces

Allow Forwarding of Sharing
Rights

Allow Sharing File Links

Allow Sharing with External
Users

Allow Sharing with Internal
Users

Allow Sharing with the Public

Change Access Control
Create Entries

Create Entry-Level Access
Controls

Delete Entries
Delete Owned Entries

Design Entries

Design Workflows

Generate Reports

Manage Global Tags

Modify Entries
Modify Entry Fields

Modify Owned Entries

Modify, Move, or Delete
Folders and Workspaces

Owner Create Entry-Level
Access Controls

Read Entries

Can add comments or replies to entries.
Can add folders to workspaces and folders.
Can add workspaces to existing workspaces.

Can grant users the ability to re-share items when sharing.

Can share File Links.

Can share items with users who are external to the Vibe system.

Can share items with users who are internal to the Vibe system.

Can share items to the Public. Items are publicly available if Guest access has
been enabled.

Can modify the access control settings of workspaces, folders, or entries.
Can create entries.

Can change access control settings for all entries that are contained in a
workspace or folder.

Can delete entries.
Users can delete only the entries they own in a workspace or folder.

Users can design their own custom entries by using the Form and View
Designers tool, as described in “Designing Custom Folder Entry Forms” in the
Micro Focus Vibe 4.0.6 Advanced User Guide.

Users can design their own custom workflows by using the Form and View
Designers tool, as described in “Creating and Managing Workflows” in the Micro
Focus Vibe 4.0.6 Advanced User Guide.

Users can generate reports. For more information about generating reports in

Vibe, see “Generating Activity Reports for a Workspace”, “Generating an

Activity Report on a Folder”, and “Generating Reports about a Folder Entry” in
the Micro Focus Vibe 4.0.6 User Guide.

Users can manage community tags, as described in “Using Tags” in the Micro
Focus Vibe 4.0.6 User Guide.

Can modify entries.

Users can modify only a specific field in an entry. This is useful if you have an
entry that is associated with a workflow, and you want only certain users to
modify certain fields in the entry.

Users can modify only the entries they own in a workspace or folder.

Users can modify, move, or delete a folder or workspace.

Users can change the access control settings only for the entries they own in a
workspace or folder.

Can read entries.
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Right Function

Read Owned Entries Users can read only the entries they own in a workspace or folder.
Rename Owned Entries Users can rename only the entries they own in a workspace or folder.
View Binder Title Enables users who have access to an entry, but do not have access to the

parent workspace or folder, to navigate to the entry by using the Workspace
tree, as described in “Navigating the Workspace Tree” in the Micro Focus Vibe
4.0.6 User Guide.

This right is disabled by default, and is not available to assign to any role. For
information on how to enable this right and make it available, see “Enabling
Users to Access Entries via the Workspace Tree When They Do Not Have
Access to the Parent Folder or Workspace” on page 42.

Restricting Access Rights of Users Outside the
Firewall

Vibe lets you restrict what information users can access when they are outside your corporate
firewall.

If your Vibe site contains sensitive data, and users access the site from non-secure locations, you
might want to consider restricting users to certain workspaces and folders when they are not
accessing Vibe from inside the corporate firewall.

For example, a user accessing the Vibe system from a public kiosk increases the risk of sensitive
data being inappropriately exposed.

To restrict access for users who are outside the corporate firewall, you must create a condition that
contains one or more IP addresses (or range of IP addresses), associate this condition with an
existing role, then assign the role to users and groups in the workspaces, folders, or entries where
you want to allow access.

+ “Creating a New Role Condition” on page 38

+ “Associating the Role Condition with a New or Existing Role” on page 40

+ “Assigning the Role Condition to Users and Groups” on page 40

+ “Example” on page 41

Creating a New Role Condition

1 Log in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
The Administration page is displayed.

3 Under System, click Role Definitions.

4 Click the Define Role Conditions tab.

5 Click Add a New IP Address Condition.
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™ Define Role Conditions
Define Role Conditions

Add a New IP Address Condition
Title

Description

P Addresses
* Allow

any

Add Another [P Address

Currently Defined Role Conditions

Title Description IP Addresses

6 Provide the following information for the new condition:

Title: Specify a title for the condition.

Description: Specify a description for the role condition.

IP Address: Specify the IP address that you want to associate with this condition.
You can mask your IP address by using asterisks. For example, 155.5.*.*

Allow: Select this option to allow access from the specified IP address. There must be at least
one IP Address field with Allow selected.

Deny: Select this option to deny access from the specified IP address. Select this option only if
you have multiple IP Address fields, and one of these fields has Allow selected.

If you are masking an IP address, such as 155.5.*.*, you can exclude an IP address within the
range that you are masking. For example, in the first IP Addresses field you specify 155. 5. *. *,
then select Allow. You then add a second IP Address field by clicking Add Another IP Address,
then specifying an IP address that is within the range of your masked IP address. In your second
IP Address field, you specify 155. 5. 4. *, then select Deny. This denies access to users who are
using an IP address within the range 155.5.4.*, but allows access to users using any other IP
address within the range 155.5.*.*.

(Optional) Click Add Another IP Address to associate multiple IP addresses with this condition.
You can also add multiple IP addresses if you want to deny access to a specific IP address that
is included within a range of IP addresses that you are allowing.

8 Click Add.
9 Continue with “Associating the Role Condition with a New or Existing Role” on page 40.
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Associating the Role Condition with a New or Existing Role

You must associate the role condition that you created in “Creating a New Role Condition” on
page 38 with a new or existing role.
1 Log in to the Vibe site as the Vibe administrator.
2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon "',
The Administration page is displayed.
3 Under System, click Role Definitions.
4 On the Role Definitions tab, click Add a New Role.
or
Click an existing role in the Currently Defined Roles section.

For more information about managing roles, see “Managing Roles to Refine Access Control” on
page 31.

5 In the Role Conditions drop-down list, select the role condition that you want to associate to the
role.

6 Click Apply.

7 Continue with “Assigning the Role Condition to Users and Groups” on page 40.

Assigning the Role Condition to Users and Groups

After you have completed “Creating a New Role Condition” on page 38 and “Associating the Role
Condition with a New or Existing Role” on page 40, you need to assign the role that contains the new
role condition to users and groups. You accomplish this in one of two ways, depending on whether
you associated the role condition to a new role or an existing role (as described in “Associating the
Role Condition with a New or Existing Role” on page 40):

+ “Assigning the New Role to Users and Groups” on page 40

+ “Assigning an Existing Role to Users and Groups” on page 40

Assigning the New Role to Users and Groups

To assign the role that contains the new role condition to users and groups:

1 Add the role to the Access Control table for the workspaces, folders, or entries where you want
to grant users access rights, as described in “Controlling Access to Workspaces and Folders” in
the Micro Focus Vibe 4.0.6 Advanced User Guide.

2 Assign the roles to the users and groups who you want to be granted access rights, as described
in “Controlling Access to Workspaces and Folders” in the Micro Focus Vibe 4.0.6 Advanced User
Guide.

Assigning an Existing Role to Users and Groups

If you associated the role condition with an existing role, the role is automatically applied to users and
groups in workspaces, folder, and entries where this role is already assigned.
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Example

The following example shows how to restrict access to users outside the firewall by using role
conditions:
1. Set up a proxy server (such as NetlQ Access Manager) that is external to the firewall.
2. Define a role condition that includes only a range of IP addresses that are internal to the firewall.
3. Associate this role condition to all or some existing Vibe roles.

If you associate this role condition to all roles except the Workspace and Folder Administrator
role, only users who are workspace and folder administrators are able to access workspaces
and folders from outside the firewall. Users who are not workspace and folder administrators do
not have access.

Enabling Users to Send Messages to All Users

By default, Micro Focus Vibe allows only the Vibe administrator to send email messages to the All
Users group. If you want to change this functionality to allow anyone to send messages to the All
Users group:

1 Change to the following directory:

Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel | \ Teani ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Open the ssf. properti es file in a text editor.
4 Search for the following line:

mai | . al | owSendToAl | User s=f al se

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the mai | . al | owSendToAl | User s=f al se line from the ssf. properti es file to the bottom
of the ssf-ext. properti es file.

7 Change f al se to t rue, so that the line now reads nmi | . al | owSendToAl | User s=t r ue.
8 Save and close the ssf-ext. properti es file.
9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe to enable users to send messages to the All Users group in your Vibe site.

Enabling Users to Send Messages to All Users

By default, Micro Focus Vibe allows only the Vibe administrator to send email messages to the All
Users group. If you want to change this functionality to allow anyone to send messages to the All
Users group:

1 Change to the following directory:
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Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel | \ Teani ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Open the ssf. properti es file in a text editor.
4 Search for the following line:

mai | . al | owSendToAl | User s=f al se

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the nui | . al | owSendToAl | User s=f al se line from the ssf. properti es file to the bottom
of the ssf-ext. properti es file.

7 Change f al se to t rue, so that the line now reads i | . al | owSendToAl | User s=t r ue.
8 Save and close the ssf-ext . properti es file.
9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe to enable users to send messages to the All Users group in your Vibe site.

Enabling Users to Access Entries via the Workspace
Tree When They Do Not Have Access to the Parent
Folder or Workspace

You can enable users who have access to an entry, but do not have access to the parent workspace
or folder, to navigate to the entry by using the Workspace tree, as described in “Navigating the
Workspace Tree” in the Micro Focus Vibe 4.0.6 User Guide.

Users who do not have this right must either perform a search to locate the entry, or they must have
the entry shared with them as described in “Sharing Entries, Folders, and Workspaces” in the Micro
Focus Vibe 4.0.6 User Guide.

For information about how users can grant other Vibe users access to an entry even when users
don’t have access to the parent workspace or folder, see “Exposing a Vibe Entry to a Wider Audience
Than the Folder Access Controls Allow” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

To enable users to access entries via the Workspace tree when users do not have access rights to
the parent folder or workspace:

1 Change to the following directory:
Linux: / opt/ novel | / t eani ng/ apache-t oncat/
webapps/ ssf/WEB- | NF/ cl asses/ confi g
Windows: c:\Program Fi | es\ Novel |\ Teani ng\ apache-t oncat\

webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Openthe ssf. properti es file in a text editor.
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4 Search for the following line:
accessControl . viewBi nderTi tl| e. enabl ed=f al se

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the accessControl . vi ewBi nder Ti t | e. enabl ed=f al se line from the ssf. properties
file to the bottom of the ssf - ext . properti es file.

7 Change fal se totrue.

8 Save and close the ssf-ext. properti es file.

9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe.

Enabling Folder Administrators to Apply Definition
Settings to Sub-Folders and Entries

You can enable folder owners to apply entry definition types to folders or entries that have already
been created. This enables users to apply all definition settings of a parent folder to all subfolders.
Also, this enables users to change the definition settings to make all folder entries the same. For
example, a user might begin a discussion entry in a Discussion folder, then move the entry to the
Tasks folder after it is decided that something needs to be done in order to resolve the discussion.
After the discussion entry is added to the Tasks folder, the entry can be converted to a task entry. For
more information, see “Changing the View Definitions for Existing Folders and Folder Entries” in the
Micro Focus Vibe 4.0.6 Advanced User Guide.

1 Change to the following directory:

Linux: / opt/ novel | / t eani ng/ apache-t oncat/
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel |\ Teani ng\ apache-t oncat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Openthe ssf. properti es file in a text editor.
4 Search for the following line:

ssf. al | owFol der Defi ni ti onFi xups=f al se

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the appropriate line from the ssf . properti es file to the bottom of the ssf -
ext. properti es file.

7 Change f al se to t r ue, so that the line now reads ssf . al | owFol der Def i ni ti onFi xups=t r ue.
8 Save and close the ssf - ext. properti es file.
9 Close the ssf. properti es file without saving it.

10 Stop and restart Vibe.
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3 Setting Up Initial Workspaces

Proper organization of workspaces is critical to building an effective Micro Focus Vibe site.

+ “Understanding Workspaces” on page 45

+ “Setting Up Users’ Personal Workspaces” on page 46
+ “Managing Team Workspaces” on page 57

+ “Creating Global Workspaces” on page 60

+ “Using Workspace and Folder Templates” on page 60

+ “Importing Workspaces” on page 67

See also Chapter 22, “Managing Workspaces,” on page 229.

Understanding Workspaces

Your Micro Focus Vibe site consists of seven types of workspaces:

+ Personal workspaces: When you add users to your Vibe site, as described in “Adding Users to
Your Vibe Site” in “Single-server (Basic) Installation” in the Vibe 4.0.6 Installation Guide, a
personal workspace is established for each user. Users can customize their personal
workspaces, as described in “Setting Up Your Personal Workspace” in “Getting Started” in the
Micro Focus Vibe 4.0.6 User Guide.

+ Team workspaces: Vibe users, along with you as the Vibe administrator, can create team
workspaces for groups of people who work together regularly, as described in “Setting Up Your
Personal Workspace” in “Getting Started” in the Micro Focus Vibe 4.0.6 User Guide. You, as the
Vibe administrator, need to decide how you want to organize team workspaces before you let
users start creating them.

+ Team Workspace Root workspaces: Team Workspace Root workspaces are the optimal type
of workspace if you want to create a library of team workspaces as sub-workspaces.

For more information on Team Workspace Root workspaces, see “Creating and Managing a
Team Workspace Root Workspace” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

+ Project Management Workspaces: Project Management workspaces include special
accessories that help leaders track the progress of task completion for potentially large projects.
Project Management workspaces focus on project completion.

For more information on Project Management workspaces, see “Creating and Managing a
Project Management Workspace” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

+ Discussions workspaces: The Discussions workspace can be the home page for a set of
discussion forums. You can also use the Discussions workspace to house other types of folders.
Discussions workspaces can be particularly useful for site administrators who are responsible for
creating the overall structure of the Vibe site.

For more information on how you can use Discussions workspaces, see “Creating and Managing
a Discussions Workspace” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

+ Basic workspaces: Like other types of Vibe workspaces, basic workspaces in Vibe can be used
to organize information inside of existing workspaces, creating different levels of hierarchy within
a workspace.
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For more information on basic workspaces, see “Creating and Managing a Basic Workspace” in
the Micro Focus Vibe 4.0.6 Advanced User Guide.

+ Global workspaces: Global workspaces contain information that is of interest to all Vibe users.
You, as the Vibe administrator, decide what type of information needs to be globally available on
your Vibe site.

For more information on Global workspaces, see “Creating Global Workspaces” on page 60.

Setting Up Users’ Personal Workspaces

+ “Understanding Personal Workspaces” on page 46

+ “Customizing the Default Personal Workspace View” on page 47

+ “Enabling Users to Create Landing Pages on Personal Workspaces” on page 49
¢ “Customizing the Default User Profile View” on page 50

+ “Adding LDAP Elements to the User Profile View” on page 55

+ “Customizing the Default Profile Quick View” on page 55

See also “Controlling User Access to Personal Workspaces” on page 26.

Understanding Personal Workspaces

When you create your Micro Focus Vibe site, a workspace named Personal Workspaces is
automatically created.

o

7 Home Warkspace
Global Warkspaces
[ Personal Workspaces
[» Team Workspaces

Initially, clicking the Workspace tree icon & and expanding Personal Workspaces lists only two
personal workspaces, even after you have created Vibe users, as described in “Adding Users to Your
Vibe Site” in “Single-server (Basic) Installation” in the Vibe 4.0.6 Installation Guide.

o

=7 Horne Warkspace
Global Warkspaces
= Personal Waorkspaces
[> admin (admin)
[» Guest (guest)
[ Team “Workspaces

Users’ workspaces appear in the Workspace tree after the users log in for the first time. To see a list
of all users in the Vibe system regardless of whether they have logged in, click Personal
Workspaces.

You can manually add Vibe users from this user list, as described in “Listing Vibe Users” on page 218.

You can also create new Vibe users by using the method described in “Creating a User” in “Single-
server (Basic) Installation” in the Vibe 4.0.6 Installation Guide.
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As the Vibe administrator, you can access any user’s personal workspace by clicking it in the user list.
You cannot access a user’s personal workspace until the user has logged in to the Vibe site one time.
After the user has logged in, the user’s personal workspace is ready for the user to personalize.

For information on how users can customize and populate their personal workspaces, see “Setting
Up Your Personal Workspace” in the Micro Focus Vibe 4.0.6 User Guide.

Customizing the Default Personal Workspace View

As a Vibe administrator, you have the ability to customize the default view for all personal workspaces
in your Vibe site.

+ “Customizing the Default View for Existing and Future Personal Workspaces” on page 47

+ “Customizing the Default View for Future Personal Workspaces” on page 48

Customizing the Default View for Existing and Future Personal
Workspaces

1 Click your linked name in the upper right corner of the page, then click the Administration
Console icon "',
The Administration page is displayed.

2 Under System, click Form/View Designers.

Form and View Designers

Public Form and View definitions
MNew Copy... Reset Import Export

Bl @ Form/figw Designers
[ @ Entry Definitions
External User Workspac e View
Folder Views

Profile Listings

User Workspac & \WView

Workflow Processes

H
] @
] @
|
¢ @ Profile WView
| @
] @
] @

i OO NN s OO e OO o OO o IO

Workspace view

Vibe Resource Library

3 Expand User Workspace View, then click User Workspace.
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Form and View Designers

Designer >> User Workspace (_userWerkspace) E=3

Werkspace

4 Add the form and view elements that you want your existing and future personal workspaces to
contain by default.

For information on the kinds of elements that you can add and how to add them, see “Adding
Elements to the Workspace Add/Modify Form” in the Micro Focus Vibe 4.0.6 Advanced User
Guide.

Customizing the Default View for Future Personal Workspaces

The procedure in this section affects only future personal workspaces (workspaces that have not yet
been created). For information on how to change the default view for existing workspaces as well as
future workspaces, see “Customizing the Default View for Existing and Future Personal Workspaces”
on page 47.

1 Log in as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
The Administration page is displayed.

3 Under Management, click Workspace and Folder Templates.

Workspace and Folder Templates
New « Reset Import Export

Standard Templates

= Discussion - A Discussion folder is useful for creating a forum where users are likely to both create and reply to entries.

» Blog - A blog folder is a forum where entire entries are displayed in reverse chronological order, based on when they were created.
Blogs typically provide information on a particular topic from an individual ar small group of authors. Optionally, the blog folder can be
configured so that a larger group can make comments on the entries posted by the original author.

Calendar - A calendar folder is a place to post group events or display other types of entries by date.

Guestbook - A guestbook folder is a simple place thatindividuals can "sign,” indicating that they have visited a user's Personal
‘Workspace. Visitors may also leave comments about the entries created in that personal workspace. Comments are displayed in
reverse chronological order. A picture ofthe individual signing the guestbook is displayed with the comment. The guestbook is useful
for expanding users' social netwaorks.

4 Click User workspace.
5 Modify the settings.

For information on the types of modifications that you can make to the User Workspace
template, see “Modifying Workspace and Folder Templates” on page 257.
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Enabling Users to Create Landing Pages on Personal
Workspaces

By default, Vibe users cannot create a landing page on their personal workspaces. However, as a
Vibe administrator, you can enable landing page creation on personal workspaces.

1 Log in as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration

Console icon "',
The Administration page is displayed.
3 Under System, click Form/View Designers.
The Form and View Designers page is displayed.
4 Click New > User Workspace View.
5 Specify the following information:
Caption: Specify a name for the new user workspace landing page view.

This is the name that appears in the Vibe interface that users see when they use this view. (For
example, User Landi ng Page.)

Name: Specify the internal name for the new user workspace landing page view.

The name that you enter in this field is not visible to users who use this view. (For example,
user _| andi ng_page.)

Family: Ensure User Workspace is selected in the drop-down list.
6 Click OK.
The Designer page is displayed.

Form and View Designers

Designer >> User Landing Page (user_landing_page) [ Close ]

=2E

| User Landing Page {user_landing, ____ Ck== X |

Modify the Properties of This Definition
Copy This Definition

Delete This Definition

Export This Definition

Retire This Definition

7 Click Workspace Add/Modify Form.
8 Click Add in the Workspace Add/Modify Form window.
9 Click Layout Options > Landing Page Layout.
10 Specify the appropriate information, then click OK.
11 Click User Workspace View.
12 Click Add in the User Workspace View window.
13 Click Standard Entry Elements > Landing Page Layout.
14 Specify the appropriate information, then click OK.

Vibe users can now enable this landing page on their personal workspaces, as described in
“Creating a Landing Page On Your Personal Workspace” in the Micro Focus Vibe 4.0.6
Advanced User Guide.

For information on how to add other elements and layout options to this user workspace landing page
view, see “Creating Custom Folder Views” in the Micro Focus Vibe 4.0.6 Advanced User Guide.
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Customizing the Default User Profile View

The default user profile view is the view that appears in a user’s profile in the personal workspace.
When you customize the default user profile view, you modify the information that is displayed in all
user profiles.

The default user profile view was expanded in Vibe 3 to rival other professional knowledgebases such
as LinkedIn. Users can include more information to share with their colleagues, such as education,
qualifications, and competencies.

Profiia

Julio Chavez Norkzpece Follow
Edit L
Pa | 1nf [ £

|chavez
Marketing Manager AROUT ME

Utaf

84606
AN1EEST0G91 G
8015557091 Al Int=ms Er
AD15558078

L 1]

NOT VING &MY ONE

£ havez{@yourc ompany name.C am
Marketing

Choose File | Mo file chosen

If you are updating your Vibe site from a version prior to Vibe 3 to Vibe 3 or later and you modified the
user profile definition in your previous Vibe version, you do not see the new user profile when you
upgrade to Vibe 3 or later. In order to see the new user profile, you need to reset your profile user
definition. For information about how to reset your definitions, see “Resetting Your Definitions” in
“Upgrade” in the Vibe 4.0.6 Installation Guide.
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You can customize the default user profile view to include custom fields. If you want to customize the
user profile view, then you must also customize the user profile form. The view is what users see
when they view a user profile; the form is what users fill out when they edit their user profiles. You

must design both the form and view of the user profile in order for the elements to be displayed in the
user profile view.

+ “Designing the User Profile Form” on page 51
+ “Designing the User Profile View” on page 53

Designing the User Profile Form

The user profile form is what a users see when they edit their user profile in Vibe. For example:

User

User Id
jchavez

Password

Current Password

New Password

frren

Confirm New Password

First Mame Middle Name Last Name
Julio Chavez
Picture

Choose File | Mo file chosen Edit File Mote...

Current Picture
julio-chavez.png
(Select the Files to be Deleted. Deleted Files Cannot be Restored.)
Time zone
(GMT -7:00) Mountain Standard Time (Denver) v
Locale
English (United States) [English (United States)] v

Personal Information

About Me
Edit View nsert Format Table
Font Family Font Sizes Paragraph B [/ Y A A &

-—
f— =

-

-

This text editor supports the following types of markup:
[[entry fitle]] creates a link to another entry in this folder. ﬁ
==Section name== and ===3ubseclion name=== add seclions and subsections to your text.

Job Title
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To modify the information that is displayed in the user profile form that users fill out when they edit a
user profile:

1 Log in as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration icon
1

The Administration page is displayed.
3 Under System, click Form/View Designers.

Form and View Designers

Public Form and View definitions
New Copy... Reset Import Export

- @ Form/\iew Designers

- @ Entry Definitions

External User Workspace \View

Folder \iews

a
a
@ Profile Listings
a

Profile \iew

User Workspace View

.

‘Workflow Processes

Workspace view

Wibe Resource Library

4 Expand Profile View, then click User.
5 Expand Profile Form Definition, then click Form.
6 Click Modify.

Farm and View Designers

Designer >> User (_user) =

o

Profile Standard Farm .
VP etile Foem with Nosing Inciided -

7 In the Form Name field, provide a name for the form.
8 In the Type field, select Profile Form with Nothing Included.

This lets you add elements anywhere inside the view. If you do not select this option, you can
add elements only after the last element in the default view.

9 Click OK.
10 Expand Profile Form Definition, then click Form.

11 Depending on how you want to modify the profile form, continue with one of the following
sections:

+ “Adding Elements to the Form” on page 53
+ “Modifying Elements within the Form” on page 53
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Adding Elements to the Form

1 Expand Profile Form Definition, then click Form.
2 In the Form dialog box, click Add to add an element or layout option to the view.

You can add any of the elements and layout options that are described in “Workspace Form
Elements” and “Understanding Layout Options” in the Micro Focus Vibe 4.0.6 Advanced User
Guide.

3 Continue with “Designing the User Profile View” on page 53 to create the user profile view that
users will see when they view a user profile.

Modifying Elements within the Form

1 Expand Profile Form Definition, then expand Form.
2 Click the element that you want to modify.

Depending on the element that you click, you can copy, delete, modify, or move the element. You
can also add sub-elements.

3 In the dialog box on the right side of the page, click the action that you want to perform, then
follow the on-screen instructions.

4 Continue with “Designing the User Profile View” on page 53 to create the user profile view that
users will see when they view a user profile.

Designing the User Profile View

After you have designed the user profile form, as described in“Designing the User Profile Form” on
page 51, you can modify the user profile view. The user profile view is what a user sees when the
user views a user profile in Vibe. For example:

Profie

Julio Chavez worsspacs Follow

Choase File | No fila chosen
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To modify the information that is displayed in the user profile view that users see when they view a
user profile:
1 Log in as the Vibe administrator.
2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
The Administration page is displayed.
3 Under System, click Form/View Designers.

Form and View Designers

Public Form and View definitions

New - Copy Reset Imiport Export

(- @ Form/\iew Designers

+].- @ Entry Definitions

External User Workspace View

User Workspace View

Vorkflow Processes

Workspace view

“ibe Resource Library

4 Expand Profile View, then click User.
The User Designer page is displayed.

Form and View Desgners

Designer == User [_user) =3

5 Expand Profile Standard View to view a list of all the elements and layout options that currently
exist in the view.

6 Depending on how you want to modify the profile view, continue with one of the following
sections:

+ “Adding Elements to the View” on page 54

+ “Modifying Elements within the View” on page 55

Adding Elements to the View

1 Click Profile Standard View.
2 In the Profile Standard View dialog box, click Add to add an element or layout option to the view.

You can add any of the elements and layout options that are described in “Workspace View
Elements” and “Understanding Layout Options” in the Micro Focus Vibe 4.0.6 Advanced User

Guide.
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Modifying Elements within the View

1 Click the element that you want to modify.
You can copy, delete, modify, or move the element. You can also add sub-elements.

2 In the dialog box on the right side of the page, click the action that you want to perform, then
follow the on-screen instructions.

Adding LDAP Elements to the User Profile View

If there is information in your LDAP source that does not have a corresponding element in Vibe, and
you want that information to be displayed in the Vibe user profile view, you can create an element in
the profile view as described in “Customizing the Default User Profile View” on page 50. After you
have created the element, you can synchronize it with the corresponding information from LDAP, as
described in “Synchronizing Additional LDAP Attributes” on page 214.

Customizing the Default Profile Quick View

The Profile Quick View is displayed when you click a user’'s Presence icon & in Vibe.

%
User Properiies

Julio_Chavez

| am a dedicated marketing professional.

Profil... Marketing Manager
jchavez@yourcompanyname com
8015557091
Greenwich Mean Time
English (United States)

jchavez

Mar 19, 2015 12:03:56 AM GMT
F 8

Locally Provisioned

Quotas... 100 MB (system defaulf)

Sharing... Internal+External+Public+File Link/Re-Share

Presence is displayed in the following locations in Vibe:

+ In a folder entry next to a user’'s name
+ In a user’s profile
+ In the home page of a user’s personal workspace
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To modify the information that is displayed in the Profile Quick View:

1 Log in as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration

Console icon * .

The Administration page is displayed.

3 Under System, click Form/View Designers.

Form and View Designers

Public Form and View definitions

New - Copy Reset Imiport Export

- @ Form/\View Designers

; Entry Definitions

External User Workspace View
Folder “iews

Profile Listings

Profile "fiew

User Workspace View
Workflow Processes

‘Workspace view

“ibe Resource Library

4 Expand Profile View, then click User.

The User Designer page is displayed.

Form and View Designers

Designer >> User (_user)

ED User {_user)

: [] Profile Form Definition

[[] Profile \iew Definition

D Business Card (Deprecated)
[[] Mini Business Card

[[] Profile Standard \iew

B[] Profile Quick View

User (_user)

Madify the Properties of This Definition
Copy This Definition

Delete This Definition

Export This Definition

Retire This Definition

X

5 Expand Profile Quick View, expand Conditional by License, then click Quick View Elements.

6 In the Quick View Elements window, click Modify.
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Form and View Designers

Designer == User (_user)

B[] User (_user)

D Profile Form Definition
[] Profile View Definition
D Business Card (Deprecated)
[[] Mini Business Card
D Profile Standard View
ED Profile Quick Wiew
E|D Conditional by License

D Profile Quick “iew Elements
D Conditional by License

Profile Quick View Elements

Profile Elements to be Shown
(select multiple)

User Id -
User Title

Crganization

Phone

‘Work phane

Mahbile phone

Home Phone

Email

Mabile Email

Text Messaging Email
Instant Message 1D
Skype Name

Twitter Name -

7 Press and hold the Ctrl key to select and deselect elements that you want to include in the Profile

8 Click OK.

Managing Team Workspaces

“Understanding Team Workspaces” on page 57

*

“Creating a Team Workspace” on page 58
“Managing Share Rights for Team Workspaces” on page 58

Quick View or exclude from the Profile Quick View.

If the element you want to add is not available in the list, click Quick View Elements, then in the
Quick View Elements window, click Add. Select the element from the list, then click OK.

“Creating a Team Workspace Root Workspace” on page 58

“Deleting Top-Level Team Workspaces” on page 58

See also Chapter 22, “Managing Workspaces,” on page 229.

Understanding Team Workspaces

“Viewing Team Membership of Top-Level Team Workspaces” on page 59

When you create your Micro Focus Vibe site, a workspace named Team Workspaces is automatically
created.

o

= Home Workspace

Global Warkspaces
[ Personal Workspaces
[» Team Warkspaces
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As the Vibe administrator, you are responsible to determine how team workspaces should be
organized. Without guidance, Vibe users will inevitably create chaos under the Team Workspaces
directory.

You might want to organize team workspaces to parallel your business organization. If appropriate,
you might have a level for geographical areas. You would typically want a level for departmental
areas, and perhaps even for projects within departments. In addition, you must decide which Vibe
users need what kind of access to which teams. Creating groups, as described in “Creating Groups of
Users” on page 97, facilitates creating teams because you do not need to individually add users to
teams.

In the Team Workspaces directory that is automatically created when you install Vibe, you can create
other Team Workspace Root workspaces. A Team Workspace Root workspace is designed to contain
multiple team workspaces, so use this type of workspace if you want to create additional team
workspaces as sub-workspaces to this workspace.

Creating a Team Workspace Root Workspace

After you have planned the hierarchical organization of the team workspaces for your Vibe site, you
can start to implement it by creating Team Workspace Root workspaces, as described in “Creating

and Managing a Team Workspace Root Workspace” in the Micro Focus Vibe 4.0.6 Advanced User

Guide.

Creating a Team Workspace

In the Team Workspaces directory, or in the Team Workspace Root workspaces that you have
created:

1 Create each team workspace, as described in “Creating a Team Workspace” in “Getting Started”
in the Micro Focus Vibe 4.0.6 User Guide.

2 Set the access controls on the team workspace, as described in “Controlling User Access to
Team Workspaces” on page 27.

Managing Share Rights for Team Workspaces

For information about how to manage share rights for team workspaces, see “Enabling Sharing for
Top-Level Team Workspaces” on page 133.

Deleting Top-Level Team Workspaces

You can easily delete top-level team workspaces:

1 Log in to the Vibe site as the Vibe administrator.
1a Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Vi be_host nane: 8080
https://Vi be_host nane: 8443
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Replace Vi be_host nane with the hostname or fully qualified domain name of the Vibe
server that you have set up in DNS. If you configured the HTTP ports correctly during
installation, you do not need to include the port number in the Vibe URL.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.

2 Click the Browse icon % in the Action toolbar, then expand Home Workspace in the Workspace
tree.

o

Home Warkspace
Global Workspaces
Personal Workspaces
Team Warkspaces

The Home Workspace directory is the highest-level folder in the workspace tree, and might be
named something specific to your organization.

3 Click Team Workspaces.
The Teams page is displayed.

4 Select the top-level teams that you want to delete by selecting the checkbox next to the team
name.

5 Click Delete.
6 (Conditional) To move the workspace to the trash, select Move to trash, then click OK.

Selecting this option removes the workspace from its current location without permanently
deleting it from the Vibe system. You can undelete the workspace as described in “Recovering a
Workspace from the Trash” in the Micro Focus Vibe 4.0.6 User Guide.

7 (Conditional) To permanently delete the workspace, select Delete.

IMPORTANT: Deleted items cannot be recovered.

8 Click OK.

Viewing Team Membership of Top-Level Team Workspaces

You can easily view the team membership of top-level team workspaces:

1 Log in to the Vibe site as the Vibe administrator.
1a Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

ht t p: // Vi be_host nare: 8080
ht t ps: // Vi be_host nane: 8443

Replace Vi be_host name with the hostname or fully qualified domain name of the Vibe
server that you have set up in DNS. If you configured the HTTP ports correctly during
installation, you do not need to include the port number in the Vibe URL.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.
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2 Click the Browse icon % in the Action toolbar, then expand Home Workspace in the Workspace
tree.

o

Horme Workspace
Global Workspaces
Personal Workspaces
Team Warkspaces

The Home Workspace directory is the highest-level folder in the workspace tree, and might be
named something specific to your organization.

3 Click Team Workspaces.
The Teams page is displayed.
Team members are listed in the Team Members column.

Creating Global Workspaces

A Global workspace is intended to present very high-level information that would be of interest to all
Micro Focus Vibe users. It might include a Frequently Asked Questions (FAQ) workspace to help new
Vibe users find their way around in the organization of team workspaces that you have set up. It might
provide a place to post company-wide news. All Global workspaces must be created under Home
Workspace > Global Workspaces on the Vibe site.

You might want to use geography to organize your company’s global information, and then use
departmental categories (Engineering, Human Resources, Marketing) to further organize the
information. Or, depending on your organization, you might want to reverse the order (function
followed by geography), or use some other organizational scheme.

We strongly recommend that you limit the creation of Global workspaces. First, organic team creation
is the more effective use model for this product. Second, we have worked with a significant number of
customers who duplicated complex organizational charts in the structure of Global workspaces, and
users found them to be confusing and unusable. Instead, populate the global area with a minimal
amount of information, and let users guide you in developing a useful structure and content in this
area.

Using Workspace and Folder Templates

Templates in Micro Focus Vibe are a powerful way to create consistent custom folders and
workspaces. If you are not satisfied with the way default workspaces and folders behave, you can
either modify the current templates, or create new templates.

+ “Understanding Templates” on page 61

¢ “Understanding Default Workspace and Folder Templates” on page 62

+ “Creating Workspace and Folder Templates” on page 64
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Understanding Templates

Workspace and Folder templates are a powerful and efficient way to manage your Vibe site. They
enable you to customize the default features, default layout, and default access control settings of the
workspaces and folders throughout your Vibe site.

For example, the Team Workspaces template is used when any team workspace is created. By
default, the access control settings for the Team Workspaces template specify that only team
members are able to view the team workspace. However, if you want to run a more relaxed Vibe site
and allow all Vibe users to view any team workspace, you can simply modify the access control
settings for the Team Workspaces template.

For information about the specific access control roles that you can assign to various users in Vibe,
see “Understanding Access Control” in the Micro Focus Vibe 4.0.6 Advanced User Guide.

+ “Creating Templates or Modifying Existing Templates” on page 61
+ “Templates vs. Form and View Designers” on page 61

Creating Templates or Modifying Existing Templates

You can modify existing templates, like the Team Workspaces template, or you can create your own
custom templates. When you create a new template, all Vibe users have access to that template
when they create new workspaces or folders. When you modify existing templates, users who create
new workspaces and folders see only the modified template.

For more information on the default templates that are included in Vibe, see “Understanding Default
Workspace and Folder Templates” on page 62.

Templates vs. Form and View Designers

Vibe provides two methods of customizing the default features and default layout of workspaces and
folders in your Vibe site.

+ Templates: If users have not yet started using your Vibe site, use templates to create and
modify custom folder and workspace views. Typically, templates are easier to work with than the
Form and View Designers tool; however, changes that you make to templates affect only those
workspaces and folders that are created after the template was modified.

+ Form and View Designers Tool: If users have already started using your Vibe site, you might
want to use the Form and View Designers tool to create and modify folder and workspace views.
When you modify folder and workspace views by using the Form and View Designers tool, all
modifications are displayed in existing workspaces and folders.

For information on using the Form and View Designers tool to create new workspace and folder
views, see “Creating Custom Workspace Views” and “Creating Custom Folder Views” in the
Micro Focus Vibe 4.0.6 Advanced User Guide.
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Understanding Default Workspace and Folder Templates

By default, Vibe provides basic default templates for various types of workspaces and folders. If the
default workspace and folder templates are not sufficient for your needs, you can either modify these
templates, as described in “Modifying Workspace and Folder Templates” on page 257, or create new
templates, as described in “Creating Workspace and Folder Templates” on page 64.

The following sections outline the default workspace and folder templates that are provided in Vibe:

+ “Default Workspace Templates” on page 62
+ “Default Folder Templates” on page 63

Default Workspace Templates

+ Discussions Workspace

*

Project Management Workspace

*

Team Workspace

*

Workspace (Basic)

*

Landing Page
+ User Workspace

Following are some examples of default workspace templates:

+ “Team Workspace” on page 62
+ “User Workspace” on page 63

Team Workspace

(:)) (A) Bz My Workspace Whats New Wy Favorites My Teams Recent Places View Q Q

H|‘ Workspace b Team Workspaces view Whats New [
331 Marketing @

Accessory Panel v =7

000D~

2. Marketing
Team Members

Julio Chavez B jchavez@vyourcompanyname.com

admin

Permalinks
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User Workspace

@ @ B MyWorkspace WhatsNew My Favorites~ WMyTeams~ RecentPlaces~ View -

Anita Olivos  Profile

T 3 T A

Tasks

Task Name Pricrity

Guestbook

Anita Olivos (aolives) #f Guestbook

Blog

Anita Olivos (aolivos) /f Blog

Photo Album

Anita Olivos (aolivos) # Photo Album

Due Date

Default Folder Templates

+ Discussion
+ Blog

+ Calendar

+ Guestbook
+ Files

+ Milestones
+ Micro-Blog
+ Mirrored Files
+ Photo Album
+ Surveys

+ Tasks

* Wiki

Status

Permalinks

Assigned to

Following are some examples of default folder templates:

+ “Discussion Folder” on page 64

+ “Calendar Folder” on page 64

Accessory Panel ~ <

000D~

% Done Location

000Q ~

Sign the guestbook

0000~
Mo results

0008~
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Discussion Folder

3 @ T MyWorkspace WhatsNew WMy Favorites~ WMy Teams~ RecentPlaces = Vieww Q, Search G
Home Workspace Team Workspaces Paperless Initiative Article Market Targets View What's New E],
L Discussion @
¥ New = Add Files .. - @) Fitter List e @
¥ < No. Title (] State Author Date Rating

No items in this folder.

Calendar Folder

3 @ T MyWorkspace WhatsNew WMy Favorites~ My Teams - RecentPlaces » View - Q, Search G

Home Workspace Team Workspaces Paperless Initiative Article Market Targets View What's New .l—j]

D Calendar ®
New + Add Files... ~ || Show~ ® Fiter List o0

warkcay- | @@ March, 2015 B DEEEDE e

1 2 3 4 5 3 7

i} 9 10 1" 12 13 14

15 16 17 18 19 20 21

22 23 24 25 26 27 28

29 30 K| 1 2 3 4

iCal, Permalinks, Email Addresses, RSS Links, and WebDAV URL

Creating Workspace and Folder Templates

Micro Focus lets you create templates based on existing workspaces and folders; or, you can create
new templates. You can also modify existing templates.

+ “Creating Templates Based on Existing Workspaces and Folders” on page 64
+ “Creating New Templates” on page 66
+ “Modifying Existing Templates” on page 67

Creating Templates Based on Existing Workspaces and Folders

You can create templates based on existing workspaces and folders only if the workspaces and
folders do not contain local definitions. For example, if a workspace contains a custom form that is
being used for the Discussion folder, you cannot create a template based on this workspace.

To find out if a workspace or folder contains local definitions, navigate to the workspace or folder, then
click Workspace > Form/View Designers (or Folder > Form/View Designers if you are in a folder).
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To create a template based on an existing workspace or folder:

1 Click your linked name in the upper right corner of the page, then click the Administration
Console icon "',
The Administration page is displayed.

2 Under Management, click Workspace and Folder Templates.

Workspace and Folder Templates
New ~ |[ Reset | Import |[ Export

Standard Templates

= Discussion - A Discussion folder is useful for creating a forum where users are likely to both create and reply to entries.

= Blog - Ablog folder is a forum where entire entries are displayed in reverse chronological order, based on when they were created
Blogs typically provide information on a particular topic fram an individual or small group of authors. Optionally, the blog folder can be
configured so thata larger group can make comments on the entries posted by the original author.

= Calendar - A calendar folder is a place o post group events or display other types of entries by date

= Guestbook - A guestbook folder is a simple place that individuals can “sign,” indicating that they have visited a user's Personal
Workspace. Visitors may also leave comments about the entries created in that personal workspace. Comments are displayed in
reverse chronological order. A picture of the individual signing the guestbook is displayed with the comment. The guestbook is useful
for expanding Users' social Netwarks.

3 Click New > Create a New Template from an Existing Workspace or Folder.
Add Templates

Choose a Folder
Eﬁi Home Workspace
| # Global Workspaces

tﬂ Personal Workspaces

9 Team Workspaces

4 Use the Workspace tree to navigate to and select the folder or workspace whose template you

want to modify.
5 Click Add.

Workspace and Folder Templates
‘Warkspace Template:Guest (guest)
Manage This Template - Manage This Target +

Guest (guest)

Guest (guest)

Accessories

Accessory Panel » <

Guestbook o ° @ 0 v

Blog 00OQ~
Photo Album o ° @ e -
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6 Modify the template as desired.

For information on how to modify a template after you have created it, see “Modifying Workspace
and Folder Templates” on page 257.

Creating New Templates

Vibe lets you design completely new custom workspace or folder templates.

1 Click your linked name in the upper right corner of the page, then click the Administration
Console icon %',
The Administration page is displayed.

2 Under Management, click Workspace and Folder Templates.

Workspace and Folder Templates
New ~ |[ Reset | Import |[ Export

Standard Templates

= Discussion - A Discussion folder is useful for creating a forum where users are likely to both create and reply to entries

= Blog - Ablog folder is a forum where entire entries are displayed in reverse chronological order, based on when they were created
Blogs typically provide information on a particular topic fram an individual or small group of authors. Optionally, the blog folder can be
configured so that a larger group can make comments on the entries posted by the original author.

= Calendar - A calendar folder is 2 place to post aroup events or display other types of entries by date

= Guestbook - A guestbook folder is a simple place that individuals can “sign,” indicating that they have visited a user's Personal
Workspace. Visitors may also leave comments about the entries created in that personal workspace. Comments are displayed in
reverse chronological order. A picture of the individual signing the guestbook is displayed with the comment. The guestbook is useful
for expanding USers' social netwarks

3 Click New > Folder or Workspace, depending on which type of template you want to create.

Add Templates
| Add ]

Add Templates

Name:

Template Title:

Description:

Edit -~ View~ Insert~ Format~ Table

Font Family Font Sizes Paragraph B /7 Y A " &
E E =EE £ = 2 E L

Copy Content into New Folders from this Folder:
Select a Content Source Folder

[ Add ] Cancel

4 Fill in the following fields:
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Name: Internal name of the template
For example, cust om t enpl at e.
Template Title: Visible name of the template.
For example, Cust om Tenpl at e.
Description: Description of the template.

5 Click Add > OK.
The template is created.

6 Set up the template as desired.

For information on how to set up a template after you have created it, see “Modifying Workspace
and Folder Templates” on page 257.

Modifying Existing Templates
Vibe lets you modify default templates or custom templates that you have created.

For information on how to modify existing templates, see “Modifying Workspace and Folder
Templates” on page 257.

Importing Workspaces

Micro Focus Vibe data can be transferred from one Vibe site to another by exporting it and then
importing it. If you have data to import into your Vibe site, see “Exporting/Importing Workspaces,
Folders, and Entries” on page 229.
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4 Setting Up Site-Wide Customizations

+ “Creating High-Level Landing Pages” on page 69

+ “Creating a Site-Wide Brand” on page 69

+ “Setting a Default Home Page” on page 71

+ “Re-Branding the Login Dialog Box” on page 75

+ “Enabling User ID Auto-Completion for the Login Dialog Box” on page 75

¢ “Customizing Vibe Styles” on page 76

¢ “Customizing Icons on Your Vibe Site” on page 77

+ “Configuring How Items Are Displayed in the What's New Page” on page 79

+ “Sorting Names throughout the Vibe Site by Last Name” on page 82

+ “Managing How Group Names Are Displayed during Name Completion” on page 83
+ “Changing the Number of Recent Places That Are Displayed” on page 84

+ “Configuring File Associations for Edit in Place Applications” on page 84

+ “Understanding and Configuring Search Functionality” on page 86

+ “Understanding and Configuring Document Conversions with Micro Focus KeyView” on page 93
¢ “Customizing the Simple URL Prefix” on page 94

Creating High-Level Landing Pages

Landing pages are a good way to put a custom face on your Micro Focus Vibe site while at the same
time providing easier access to your site’s most important information.

You might want to create landing pages at high-level workspaces, such as the Home Workspace
workspace, which is the default name of the top-level workspace.

For information on how to create a landing page, see “Creating and Managing Landing Pages” in the
Micro Focus Vibe 4.0.6 Advanced User Guide

Creating a Site-Wide Brand

You can brand your Micro Focus Vibe site to match your corporate brand. When you add a site-wide
brand to your Vibe site, the brand is displayed on every Vibe page for authenticated users.

If you have configured Guest access to the Vibe site, the site branding is not displayed for the Guest
user. For more information about enabling Guest access to the Vibe site, see “Setting Up Guest
Access for the Vibe Site” on page 105.
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By default, users can create their own brands for their individual workspaces, team workspaces, and
folders. When you create a site-wide brand, you can disable this functionality. For more information,
see Branding Rules in Step 4.

1 Sign in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration

Console icon '+ .

The Administration page is displayed.

In the System section, click Site Branding.

The Site Branding dialog box is displayed.

Specify the following information to create your desired brand:

Use Branding Image: Select this option if you want to use the drop-down list to select an

existing image, or click the Browse icon E to browse to an image on your computer’s file
system.

Use Advanced Branding: Select this option, then click Edit Advanced if you want to create a
brand that includes advanced features in your brand, such as a YouTube video.

Background Image: Use the drop-down list to select an existing image, or click the Browse icon
E2 to browse to an image on your computer’s file system.

The background image is displayed behind your regular branding.

Stretch Image: Stretches the image to occupy the entire branding area.

If you stretch your background image, the image overrides any background color that you have
set.

Background Color: Adds a background color that occupies the entire branding area. To change
the background color, click the color name to the right of this field, select the new color, then click
OK.

If you added a background image and stretched the image, the background color is not
displayed.

Text Color: Changes the text color of the workspace name in the upper right corner of the
branding area. To change the text color, click the color name to the right of this field, select the
new color, then click OK.

Branding Rules: Select from the following:

+ Display site branding only: Displays only the site-wide branding on all Vibe pages. Vibe
users cannot create their own brands for workspaces and folders.

+ Display both site and workspace branding: Enables Vibe users to create their own
brands for workspaces and folders. Both the site-wide brand and the workspace or folder
brand are displayed.

+ Workspace branding overrides site branding: Enables Vibe users to create their own
brands for workspaces and folders. Workspace and folder brands override the site-wide
brand.

Sign In Dialog Image: This option lets you change the image that is displayed on the sign-in
dialog. For more information, see “Re-Branding the Login Dialog Box” on page 75.

Clear branding: Click this option to clear all your current branding selections.
Click OK.
The Vibe site now displays the brand that you created.
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For more information about creating brands in Vibe, see “Branding a Folder or Workspace” in the
Micro Focus Vibe 4.0.6 Advanced User Guide.

Setting a Default Home Page

By default, all users who log in to the Micro Focus Vibe site are first taken to the What's New page.
However, you can change this default behavior to have all users taken to a different home page of
your choosing. This might be a corporate landing page that provides links to important places on the
Vibe site.

You can also configure Vibe so that users are taken to their personal workspaces when they first log
in to the Vibe site. For information on how to configure Vibe in this way, see “Restricting the What's
New Page from Being Displayed When Users First Log In” on page 81.

+ “Setting a Default Home Page for All Licensed Vibe Users” on page 71

+ “Setting a Default Home Page for Guest Users” on page 72

+ “Removing the Default Home Page” on page 74

Setting a Default Home Page for All Licensed Vibe Users

1 Log in to the Vibe site as the Vibe administrator.

2 Create a landing page on the workspace that you want to set as the new default home page for
all registered users.

For example, you might navigate to the Global Workspaces directory and create a landing page
on this workspace.

For information on how to create a landing page, see “Creating and Managing Landing Pages” in
the Micro Focus Vibe 4.0.6 Advanced User Guide.

3 Set the access control for the workspace to allow all users to be visitors to the workspace, if it is
not set already:
3a Click the Configure icon © next to the workspace title, then click Access Control.
3b In the Inherit role membership section, select no, then click Apply.
3c In the All Users row, ensure that the box is selected in the Visitor column.
3d Click Save Changes > Close.
4 Click your linked name in the upper right corner of the page, then click the Administration
Console icon "',

5 Under System, click Default Landing Pages.
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Default Landing Pages

Default Home Page

Select the Folder or Workspace to be the Default Home Page for this Zone

The current home page is: Victory Regional Medical Center
Delete

Default Guest Home Page

Select the Folder or Workspace to be the Default Home Page for Guest Users

The current guest home page is: Victory Regional Medical Center
Delete

Ok ] Ciose ]

6 In the Select the Folder or Workspace to be the Default Home Page for this Zone field, begin
typing the name of the folder or workspace that you want to set as the default home page for all
licensed users, then click it when it appears in the drop-down list.

7 Click OK.

If you want users to be automatically taken to this page before they log in, and if you want people who
do not have a user account to have access to the page, see “Making the Guest User Default Home
Page the Same as the Home Page for Licensed Users” on page 72.

Setting a Default Home Page for Guest Users

When you allow people who do not have a user account to access the Vibe site as a guest user, as
described in “Allowing Guest Access to Your Vibe Site” on page 104, then by default they are taken to
the Guest User workspace when they access Vibe. If you want guest users to be taken to a
workspace other than the Guest User workspace, you can set a default home page for guest users
that is different from the Guest User workspace. The default home page can be the same default
home page that you have set up for your licensed Vibe users, or it can be a different page.

+ “Making the Guest User Default Home Page the Same as the Home Page for Licensed Users”
on page 72
+ “Setting Up a Default Home Page Specifically for Guest Users” on page 73

Making the Guest User Default Home Page the Same as the Home
Page for Licensed Users
If you have already set up a default home page for your licensed Vibe users, as described in “Setting
a Default Home Page for All Licensed Vibe Users” on page 71, you can configure Vibe to allow guest
users who access the Vibe site to be taken to the same home page. If you configure Vibe in this way,
everyone who accesses the Vibe site is taken directly to the default home page without logging in.

1 Follow the steps in “Setting a Default Home Page for All Licensed Vibe Users” on page 71.

2 Navigate to the workspace that you want to set as the default home page for guest users, which
is the workspace that you already set as the default home page for licensed Vibe users in
“Setting a Default Home Page for All Licensed Vibe Users” on page 71.

3 Click the Configure icon @ next to the workspace title, then click Access Control.
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The Configure Access Control page is displayed.

4 Click Add User, start typing Guest in the Add a User field, then click Guest when it appears in the
drop-down list.

This adds Guest as a new row in the Access Control table.

v* designates the access control setting of the parent workspace

Add User Names from Clipboard
Add a Role =

Visitor  Participant Team Member Workspace and Folder Administrator

Owner of Workspace or Folder v
Team Members ]

Add a Group ¥ Group Title Group Name Visitor  Participant Team Member Workspace and Folder Administrator
Al Users ! allusers ! v ] B ]

Add a User ¥ User Title User 1d Visitor  Participant Team Member Workspace and Folder Administrator
Guest guest ] sl B ]

Add an Application Group = Application Group Title  Application Group Name  Visitor  Participant Team Member Workspace and Folder Administrator

—no application groups—

Add an Application = Application Title Application Hame Visitor  Participant Team Member Workspace and Folder Administrator

—no applications—

5 In the Guest row, ensure that the box is selected in the Visitor column.
6 Click Save Changes > Close.

Setting Up a Default Home Page Specifically for Guest Users

You might want guest users who access the Vibe site to be taken to a workspace that is designated
specifically for guest users.
1 Log in to the Vibe site as the Vibe administrator.

2 Create a landing page on the workspace that you want to set as the new default home page for
guest users.

For information on how to create a landing page, see “Creating and Managing Landing Pages” in
the Micro Focus Vibe 4.0.6 Advanced User Guide.

3 Set the access control for the workspace to allow guest users to be visitors to the workspace.

3a Click the Configure icon '@' next to the workspace title, then click Access Control.
3b In the Inherit role membership section, select no, then click Apply.

3c Click Add User, start typing Guest in the Add a User field, then click Guest when it appears
in the drop-down list.

This adds Guest as a new row in the Access Control table.
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v designates the access control sefting of the parent workspace

Add User Names from Clipboard

Add a Role =

Visitor pant Team Member and Folder

Owner of Warkspace or Folder v
Team Wembers sl
Add a Group ¥ Group Title Group Hame. Visitor  Participant Team Member Workspace and Folder Administrator
All Users 1 allusers ! v O ] sl
Add a User ¥ User Title User Id Visitor  Participant Team Member Workspace and Folder Administrator
Guest guest = ] ] sl
Add an Application Group = p Title: pName  Visitor pant Team Member and Folder
—no application groups—
Add an Application = Application Title Application Name Visitor pant Team Member and Folder

—no applications—

3d In the Guest row, ensure that the box is selected in the Visitor column.
3e Click Save Changes > Close.
4 Click your linked name in the upper right corner of the page, then click the Administration

Console icon "',
5 Under System, click Default Landing Pages.

Default Landing Pages

Default Home Page

Select the Folder or Workspace to be the Default Home Page for this Zone

The current home page is: Victory Regional Medical Center
Delete

Default Guest Home Page

Select the Folder or Workspace to be the Default Home Page for Guest Users

The current guest home page is: Victory Regional Medical Center
Delete

Ok ] Ciose ]

6 In the Select the Folder or Workspace to be the Default Home Page for Guest Users field, begin
typing the name of the folder or workspace that you want to set as the default home page for
guest users, then click it when it appears in the drop-down list.

7 Click OK.

Removing the Default Home Page

If you remove the default home page, users are taken to their individual workspaces when they first
access the Vibe site.

1 Click your linked name in the upper right corner of the page, then click the Administration

Console icon * .

2 Under System, click Default Landing Pages.
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3 Beneath The current home page is, select Delete.
Default Landing Pages

Default Home Page

Select the Folder or Workspace to be the Default Home Page for this Zone
The current home page is: Victory Regional Medical Center
#| Delete
Default Guest Home Page

Select the Folder or Workspace to be the Default Home Page for Guest Users

The current guest home page is: Victory Regional Medical Center
Delete

4 Click OK.

Re-Branding the Login Dialog Box

You can change the image that is used in the login dialog box that users see before they log in to the
Micro Focus Vibe site.

To re-brand the login dialog box to contain a custom image:

1 Sign in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
The Administration page is displayed.

3 In the System section, click Site Branding.
The Site Branding dialog box is displayed.

4 In the Sign In Dialog Image section, use the drop-down list to select an existing image, or click
the Browse icon E to browse to an image on your computer’s file system.

5 Click OK.

Enabling User ID Auto-Completion for the Login
Dialog Box

You can enable auto-completion for the User ID field in the login dialog box for your Micro Focus Vibe
site. When you enable auto-completion, each user in your Vibe site can start typing his or her user ID
and then select it from a drop-down list when it appears.

To enable auto-completion for your Vibe site:

1 Change to the following directory:
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Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel | \ Teani ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Open the ssf-ext. properti es file in a text editor.
3 Scroll to the bottom of the ssf - ext . properti es file, then add the following line:

enabl e. | ogi n. aut oconpl et e=t r ue

4 Save and close the ssf-ext. properti es file.
5 Stop and restart Vibe.

Customizing Vibe Styles

You can customize colors, background images, and fonts throughout the Vibe interface. You might
want to do this if you want to change the default Vibe styles to better match your corporate theme.

You must have knowledge of CSS styling to successfully customize styles in your Vibe site. When
customizing styles, you need to either add a style, change an existing style, or delete a style.

For information about how to customize icons throughout the Vibe site, see “TID 7007607: Modifying
the Default Vibe Icons” in the Novell Support Knowledgebase (http://www.novell.com/support).

IMPORTANT: As you customize styles on the Vibe server, back up the changes you are making and
record where you are making them. This is because when you upgrade your Vibe system to a new
version, any style changes that you have made could be overwritten. You might need your backups
and detailed notes in order to re-create your customized Vibe styles after an upgrade.

Most style customizations in Vibe are accomplished through the modification of CSS style sheets.
Some style settings in the Vibe interface are contained within JSP files.

The type of files that you need to modify in order to affect Vibe styles depends on the area of the Vibe
interface that you want to customize, as shown in the following table.

Table 4-1 CSS Style Locations

Area of Vibe Type of File to Modify Location on the Vibe Server
Interface
Masthead CSS style sheet apache-t onctat / webapps/ ssf/static/version/js/

gwt / gwt t eami ng/ G Teami ng. css

Navigation Panel CSS style sheet apache-t onctat / webapps/ ssf/static/version/js/
gwt / gwt t eami ng/ G Teami ng. css

Action Toolbar CSS Style Sheet apache-toncat / webapps/ ssf/static/version/js/
gwt / gwt t eami ng/ G Teami ng. css

User Profile Page CSS Style Sheet apache-t ontat / webapps/ ssf/static/version/js/
gwt / gwt t eami ng/ Gum Profil e. css

Content Area JSP file apache-t ontat / webapps/ ssf/WEB- | NF/ j sp/ cormon
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To customize styles for your Vibe system:
1 Find the CSS selector name for the area of the interface for which you want to customize the
style setting.

For example, suppose you want to modify the color or font of the Action toolbar for your Vibe
site. You use Firebug on Firefox to find the selector name for the Action toolbar, which is
mai nMenuCont rol .

2 On the Vibe server, navigate to the directory where the style that you want to modify is located.
See Table 4-1 for the file location on the Vibe server.

For example, Table 4-1 shows that the mai nMenuCont r ol selector for the Action toolbar is
located in the apache-t ontat / webapps/ ssf/static/version/js/gw/gwtean ng directory,
in the Gat Team ng. css file.

3 Open the appropriate file in an editor, then search for the selector name.

For example, to customize the color of the Action toolbar, open the Gat Teamni ng. css file, then
search for mai nMenuContr ol .

If the appropriate file is a JSP file, you first need to locate the appropriate JSP file.
4 Make your desired style modifications in one of the following ways:

+ In the CSS style sheet, modify the value of the CSS definition that you want to customize,
add a new CSS definition, or delete an existing CSS definition.

+ Modify any images that are referenced in the CSS style sheet by navigating to the directory
where the images reside and making changes there.

If you modify an image that is not referenced in the CSS style sheet, your modifications are
not reflected in the Vibe interface.

5 Save your changes on the Vibe server, then clear the browser cache and refresh the browser to
see the changes.

Following are examples of color and font changes to the Action toolbar:

The Action toolbar has been changed to red, and the font has been changed.

Customizing Icons on Your Vibe Site

+ “Replacing Existing Icons” on page 77
+ “Adding New Icons” on page 78

Replacing Existing Icons

You can customize your Micro Focus Vibe site by replacing standard icons with icons of your own
choosing.

1 Change to the following directory:

Linux: / opt/novel | / t eani ng/ apache-t oncat /

webapps/ ssf/WEB- | NF/ cl asses/ confi g
Windows: c:\Program Fi | es\ Novel | \ Teanmi ng\ apache-t ontat\

webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Open the ssf. properti es file in a text editor.
3 Search fori cons in order to move to the section that defines the Vibe icons.
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Four types of icons are listed:

i cons. wor kspace=

i cons. fol der=

i cons. profileList=
i cons.entry=

These icons are stored in the following directory:

Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/i mages/icons

Windows: c¢:\Program Fi | es\ Novel | \ Teani ng\ apache-t ontat\
webapps\ ssf\i mages\i cons

4 Replace standard image files with your own image files with the same filenames.

This replaces the standard Vibe icons with your own customized icons. The next time you
access the Vibe site, your customized icons display instead of the standard Vibe icons.

Adding New Icons

You can add icons to your Vibe site for use in areas of the Vibe site that you are customizing on a
significant scale.

1 Change to the following directory:

Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c¢:\Program Fi | es\ Novel | \ Teami ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Open the ssf. properti es file in a text editor.
3 Search fori cons in order to move to the section that defines the Vibe icons.
Four types of Vibe icons are listed:

i cons. wor kspace=

i cons. fol der=

i cons. profileList=
i cons.entry=

These Vibe icons are stored in the following directory:

Linux: / opt/ novel | / t eani ng/ apache-t oncat/
webapps/ ssf/i mages/ i cons

Windows: c:\Program Fi | es\ Novel |\ Teani ng\ apache-t oncat\
webapps\ ssf\i mages\i cons

4 Make a backup copy of the ssf - ext . properti es file, located in the same directory with the
ssf. properti es file.

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the | cons section from the ssf . properti es file to the bottom of the ssf - ext . properti es
file.

7 List additional image files for each icon type as needed.

78 Setting Up Site-Wide Customizations



8 Add the new image files to the appropriate subdirectory under the i cons directory where the
existing Vibe icons are stored.

9 Save and close the ssf-ext. properti es file.
10 Close the ssf. properti es file without saving it.
11 Stop and restart Vibe to make the new icons available on your Vibe site.

Configuring How Items Are Displayed in the What’s
New Page

Micro Focus Vibe users can view what’s new in Vibe by using the What's New page. Users can
quickly see what's new in their teams, favorite places, and more.

As the Vibe administrator, you can control various aspects of the What's New page by modifying Vibe
configuration settings.

+ “Understanding the Configuration Settings You Can Customize for the What's New Page” on
page 79
+ “Changing the Configuration Settings for the What's New Page” on page 81

Understanding the Configuration Settings You Can
Customize for the What’s New Page

The tables in the following sections describe configuration settings for the What's New page that the
Vibe administrator can customize, the system default for the setting, and the line in the ssf -
ext . properti es file that controls the setting:

¢ “Customizing the Number of Comments That Can Be Displayed for Each Entry on the What's
New Page” on page 79

¢ “Customizing the Number of Words That Are Displayed for Each Iltem on the What's New Page”
on page 80

+ “Customizing How Often the What's New Page Is Updated” on page 80

¢ “Customizing the Number of Items That Are Returned When the What's New Page Is Updated”
on page 80

+ “Restricting the What's New Page from Being Displayed When Users First Log In” on page 81

Customizing the Number of Comments That Can Be Displayed for
Each Entry on the What’s New Page

Configuration Setting System Line in the ssf-ext.properties File
Default
The maximum number of 2 comments activity.stream active. conments

comments that are displayed for
any given entry.
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Customizing the Number of Words That Are Displayed for Each Item
on the What’s New Page

Configuration Setting System Line in the ssf-ext.properties File
Default
The maximum number of words -1 (The first activity.streamdi spl ay. words
that are displayed for each item on several lines of
the What's New page. an item are
displayed)

Customizing How Often the What’s New Page Is Updated

Configuration Setting System Line in the ssf-ext.properties File
Default

How often the What's New page is 60 seconds activity.streaminterval .refresh.client
updated to display the most recent
posts.

NOTE: Adjusting this setting to update the What's New page more frequently than the system default
(60 seconds) can result in inadequate system performance. However, depending on how many users
access your Vibe system and your current configuration, a more frequent or less frequent update
cycle might be appropriate.

Customizing the Number of Items That Are Returned When the
What’'s New Page Is Updated

Configuration Setting System Line in the ssf-ext.properties File
Default
The maximum number of new or 1000 items activity.stream maxhits

modified items that are returned by
the search (includes entries and
comments).
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Restricting the What’s New Page from Being Displayed When Users
First Log In

Configuration Setting System Line in the ssf-ext.properties File
Default
Defines whether the What's New true (The activity.streamon.login

page is displayed when users first  What's New
log in to the Vibe site. If the value of page is
this line is t r ue, the What's New displayed when

page is displayed. If the value is users first log
f al se, users see their personal in)
workspaces when they first log in to

the Vibe site.

IMPORTANT: If you have specified a default home page for you Vibe site, as described in “Setting a
Default Home Page” on page 71, users are taken to that home page when they first log in to the Vibe
site, regardless of this setting.

Changing the Configuration Settings for the What’s New
Page

To change the configuration settings of the What's New page:

1 Change to the following directory:

Linux: / opt/ novel | / t eami ng/ apache-t oncat/
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel |\ Teani ng\ apache-t oncat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Openthe ssf. properti es file in a text editor.

4 Search for the appropriate line that represents the configuration setting that you want to
customize for the What's New page.

See the table in “Understanding the Configuration Settings You Can Customize for the What's
New Page” on page 79 to find the line in the ssf - ext . properti es file that controls the setting
that you want to customize.

For example, if you want to change the number of words that are displayed for each item on the
What's New page, search for the line acti vi ty. st ream di spl ay. wor ds=- 1, then change the
value to the number of words that you want to be displayed. For example,

activity.streamdi spl ay. wor ds=25.

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the appropriate line from the ssf. properti es file to the bottom of the ssf -
ext . properti es file.

7 Change the default value of the line to the value that you want.
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8 Save and close the ssf-ext. properti es file.
9 Stop and restart Vibe.

Sorting Names throughout the Vibe Site by Last Name

By default, where lists of users are displayed in Vibe, names are sorted by first name (for example,
Anne Marie Hall), rather than by last name (for example, Hall, Anne Marie).

A list of users in your Vibe system are displayed in the following locations:

+ Navigation Panel in the Personal Workspaces workspace.

You access the Personal Workspaces workspace by clicking the Workspace tree icon &,
expanding Home Workspace, then clicking Personal Workspaces.

+ Workspace tree in the Action toolbar.

You access the Workspace tree by clicking the Workspace tree icon & in the Action toolbar.
+ Workspace tree in other areas throughout the Vibe site.
The workspace tree appears in other locations throughout Vibe, such as in the Search Index.

The following figure shows names in the Navigation panel sorted by first name.

((:} ({\) Fa My Workspace Whats New My Favorites My Teams Recent Places Wiew

Personal Workspaces ©

¢ 45 People @

ES & FOLDERS

VORKSPAC
t‘;d;_ admin {admin)

S . P = FullN Email
Erd Anita Olivos (aclivos) ui Hame e
) i . admin
zpl Basic Forsgren (bforsgren)
Anita Olivos

j:_ J Doug Newman {dnewman)

. \ Basic Forsgren
zpl Flavian Haughey (fhaughey) g

E‘;J Guest {guest)

Erd Janet Descto (jdesoto)

Doug Newman
Flavian Haughey

zpl Julio Chavez (jchavez) Janet Desoto

To configure the Vibe site to sort names by last name:

1 Change to the following directory:

Linux: / opt/ novel | / t eami ng/ apache-t oncat/
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel |\ Teani ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Openthe ssf. properti es file in a text editor.
4 Search for the following line:
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wsTree. titl eFormat=0

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the appropriate line from the ssf. properti es file to the bottom of the ssf -
ext . properti es file.

7 Change 0 to 1, so that the line now reads wsTree. tit| eFor mat =1.
8 Save and close the ssf-ext . properti es file.
9 Close the ssf. properti es file without saving it.

10 Stop and restart Vibe.

Managing How Group Names Are Displayed during
Name Completion

Certain fields throughout the Vibe site employ name completion (or Type-to-Find) functionality. For
example, when you share an item in Vibe and you begin typing the name of a user or group in the
Share with field, names of users or groups that match what you have typed so far appear in a drop-
down list.

In the Type-to-Find drop-down list, Vibe includes the group name or group title, as well as secondary
information about the group (either the group description or the Fully Qualified DN). This secondary
information helps distinguish between multiple groups that have the same name.

Vibe allows you to determine the way group names are displayed in this Type-to-Find drop-down list.

1 Log in to the Vibe site as the Vibe administrator.

1a Launch a web browser.

1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:
http://Vi be_host nane: 8080
ht t ps: // Vi be_host name: 8443
Replace Vibe_hostname with the host name or fully qualified domain name of the Vibe
server that you have set up in DNS.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon.

3 Under System, click Name Completion Settings.
The following options are available:

Primary display text: Select Name or Title. Name represents the name of the group as it
appears in Vibe. Title represents the title as it appears in the LDAP directory.

Secondary display text: Select Description or Fully Qualified DN. Description represents the
description of the group as it appears in Vibe. Fully Qualified DN represents the Fully Qualified
Domain Name as it appears in the LDAP directory.

4 Click OK.
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Changing the Number of Recent Places That Are
Displayed

You can modify how many recent places are displayed in the Recent Places menu in the Action
toolbar. By default, a user's 20 most recently visited places are displayed. (For more information, see
“Viewing and Revisiting Recent Places”in the Micro Focus Vibe 4.0.6 User Guide.)

To change the number of recently visited places that are displayed for each user:

1 Change to the following directory:

Linux: / opt/ novel | / t eami ng/ apache-toncat/
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel | \ Teani ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Open the ssf. properti es file in a text editor.

4 Search for the following line:
recent - pl aces- dept h=20

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the recent - pl aces- dept h=20 line from the ssf . properti es file to the bottom of the ssf -
ext . properti es file.

7 Change 20 to the number that represents how many recent entries you want to be displayed for
each user. For example, if you want only 10 recently visited entries to be displayed, the line
would now read r ecent - pl aces- dept h=10.

8 Save and close the ssf - ext . properti es file.
9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe.

Configuring File Associations for Edit in Place
Applications

When using Edit in Place functionality in Micro Focus Vibe, you can configure Vibe to open specific
types of files with non-default applications. You can also configure Vibe to support file extensions that
are not supported by default.

For more information about Edit in Place functionality, see “Editing Files Accessed through a Web
Browser” in the Micro Focus Vibe 4.0.6 User Guide.

+ “Changing Global File Associations for Edit in Place Applications” on page 85
+ “Configuring Vibe to Support Additional File Types for Edit in Place Applications” on page 85
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Changing Global File Associations for Edit in Place
Applications

When calling applications with the Edit in Place feature, Micro Focus Vibe uses the file associations
defined in the ssf. properti es file, unless there is no association, in which case it defaults to the
application defined on each user’s system.

To reconfigure Vibe to use the preferred file association for all users on the Vibe site:

1

Change to the following directory:
Linux: / opt/ novel | / t eani ng/ apache-t oncat/

webapps/ ssf/WEB- | NF/ cl asses/ confi g
Windows: c:\Program Fi | es\ Novel | \ Teani ng\ apache-t oncat\

webapps\ ssf\ VEB- | NF\ cl asses\ confi g

Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Openthe ssf. properti es file in a text editor.

4 Search for Edit in place to move to the block of lines that control the Edit in Place feature.

(3,}

© 00 N O

10

1"

12
13
14

Review the subsequent comment lines to become more familiar with how the Edit in Place
feature works.

Scroll down to locate the lines for the file associations that you want to change.

Copy the lines to the clipboard of your text editor.

Open the ssf-ext. properti es file.

Scroll to the end of the ssf - ext . properti es file, then paste the line you copied in Step 7.
Edit the file association as needed.

Use double backslashes for Mac or Linux systems when you need to include a space in the path,
as shown in the above example.

(Optional) Copy additional lines from the ssf . properti es file to the ssf - ext. properti es file
as needed.

Save and close the ssf - ext . properti es file.
Close the ssf. properti es file without saving it.

Stop and restart Vibe to put the modified file associations into affect for your Vibe site.

Configuring Vibe to Support Additional File Types for Edit in
Place Applications

You can configure Vibe to support other document editors to the list of documents that Vibe can edit
using Edit in Place.

1

Change to the following directory:

Linux: / opt/ novel | / t eami ng/ apache-t oncat/
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel |\ Teani ng\ apache-t oncat\
webapps\ ssf\ WEB- | NF\ cl asses\ confi g
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2 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

3 Openthe ssf. properti es file in a text editor.
4 Search for Edit in place to move to the block of lines that control the Edit in Place feature.

5 Review the subsequent comment lines to become more familiar with how the Edit in Place
feature works.

6 Copy the following line to the clipboard of your text editor:
edit.in.place.file.applet.extensions=

7 Open the ssf-ext. properti es file.
8 Scroll to the end of the ssf - ext . properti es file, then paste the line you copied in Step 6.
9 Add the file extension to the comma-delimited list of file extensions.

10 (Optional) Copy additional lines from the ssf . properti es file to the ssf - ext . properti es file
as needed.

11 Save and close the ssf - ext . properti es file.
12 Close the ssf. properti es file without saving it.
13 Stop and restart Vibe.

Understanding and Configuring Search Functionality

Micro Focus Vibe contains various features that control how items are indexed and how searches are
executed on the Vibe site. As the Vibe administrator, you can configure the settings for these
features. The default configurations are optimal for most Vibe sites.

These features are supported only with Vibe folder entries that contain English or other Western
European languages. (For a list of supported languages, see “Supported Languages for Indexing and
Searching for the Root Form of Words” on page 92.)

+ “Removing Frequently Used Words That Have No Inherent Meaning” on page 86

¢ “Searching for Various Forms of the Same Word” on page 87

+ “Searching for Words That Contain Accents” on page 87

+ ‘“Increasing the Number of Words That Are Indexed for Each Document” on page 87

+ “Modifying Configuration Settings” on page 87

+ “Supported Languages for Indexing and Searching for the Root Form of Words” on page 92

Removing Frequently Used Words That Have No Inherent
Meaning

Vibe removes frequently used words that have no inherent meaning when items are indexed and
when users perform a search. Examples of such words are a, an, t he, i n, on, t he, and so forth.

This includes when users perform a search with quotation marks. For example, "sel | the
pr oduct s" would return all of the following: sel | their products,sell with products,sell the
product s, and so forth. However, it would not return sel | products.

You can customize the words that Vibe considers to have no inherent meaning. For more information,
see “lucene.indexing.stopwords.file.path” on page 89.
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This functionality is enabled by default. For information on how to modify the default settings, see
“Modifying Configuration Settings” on page 87.

Searching for Various Forms of the Same Word

When Vibe indexes a word, it indexes the root form of the word. Likewise, when users perform a
search for a word, Vibe searches for the root form of the word and returns all matches. For example,
performing a search on the word r esear ch returns all forms of the word, including r esear chi ng,
resear ched, and r esear ches. Likewise, searching for the word r esear chi ng returns results for
resear ch, resear ches, and so forth.

This functionality is enabled by default. For information on how to modify the default settings, see
“Modifying Configuration Settings” on page 87.

Searching for Words That Contain Accents

When Vibe indexes a word, it indexes the word without accents, regardless of whether the word
originally contains accents. Likewise, when users perform a search for a word, Vibe searches for the
word without accents, regardless of whether the user uses accents during the search. This means
that when a user performs a search on the word cl i ché, Vibe returns results for the word cl i ché and
cli che. Vibe also returns both forms of the word if the user performs a search on the word cl i che.

This functionality is enabled by default. For information on how to modify the default settings, see
“Modifying Configuration Settings” on page 87.

Increasing the Number of Words That Are Indexed for Each
Document

Vibe indexes all the words (and their variations) in documents that are uploaded to the Vibe site. In
most cases, the default settings are sufficient to index documents that contain tens of pages.

If you have very large documents (hundreds or thousands of pages per document) that are stored on
your Vibe site, you might encounter problems with parts of the document not being returned in search
results. This can be due to the fact that the document is not being indexed in its entirety, because the
document is too large. In this case, you might want to increase the number of words that are indexed
for each document. Be aware that increasing the number of words that are indexed uses more
system resources (RAM and disk space).

You can increase the number of words that are indexed for each document that is added to the Vibe
site. For information on how to do this, see “Modifying Configuration Settings” on page 87.

Modifying Configuration Settings

The location of the configuration file on the Vibe server depends on whether you have a single
Lucene Index Server that is located on the same server as Vibe, or if your Lucene Index Server is
located on a remote server or you have multiple Lucene Index Servers.

For more information about the various ways that you can set up the Lucene Index Server, see
“Changing Your Lucene Index Server Configuration” in the Vibe 4.0.6 Installation Guide.

To modify configuration settings for the Search feature:

1 Change to the following directory:
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Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel | \ Teani ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Open the ssf. properti es file in a text editor if you have a single Lucene Index Server that is
located on the same server as Vibe.

or

Open the | ucene- server. properti es file in a text editor if your Lucene Index Server is located
on a remote server or you have multiple Lucene Index Servers.

3 Scroll down to locate the line for the search functionality that you want to change.

For information on each configuration setting that you can modify for searching on the Vibe site,
see “Configuration Settings for Search Features” on page 88.

4 Copy that line to the clipboard of your text editor.

5 Depending on which file you are modifying (as described in Step 2), make a backup copy of the
corresponding ssf - ext . properti es file or | ucene- server - ext . properti es file, which are
located in the same directory as the ssf. properti es file and the | ucene- server. properties
file.

6 Open either the ssf - ext . properti es file or the | ucene-server-ext. properti es file.

7 Scroll to the end of the ssf - ext . properti es file or the | ucene-server-ext. properti es file,
then paste the line you copied.

8 Edit the setting for the appropriate search functionality as needed.

9 Save and close the ssf-ext. properti es file or the | ucene- server - ext . properti es file.
10 Close the ssf. properti es file or the | ucene- server. properti es without saving.
11 Stop and restart Vibe to put the modified search customizations into affect for your Vibe site.
12 Re-index the Vibe site, as described in “Rebuilding the Lucene Index” on page 279.

Configuration Settings for Search Features

The following tables show the configuration settings that you can modify for the various search
features. Each configuration setting has a | ucene. i ndexi ng setting and a corresponding
| ucene. sear chi ng setting. Both setting must be configured in order to produce the desired
functionality.

+ Table 4-2, “Removing Frequently Used Words,” on page 89

+ Table 4-3, “Searching for Various Forms of the Same Word,” on page 90

+ Table 4-4, “Searching for Words That Contain Accents,” on page 91

+ Table 4-5, “Increasing the Number of Words That Are Indexed for Each Document,” on page 91
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Table 4-2 Removing Frequently Used Words

Setting

Function

| ucene. i ndexi ng. st opwor ds. enabl e

| ucene. i ndexi ng. stopwords. file.charset

| ucene. i ndexi ng. stopwords. file.path

| ucene. sear chi ng. st opwor ds. enabl e

| ucene. sear chi ng. stopwords. fil e. charset

Enables or disables the functionality that removes
frequently used words that have no inherent
meaning when items are added to the index. For
more information, see “Removing Frequently Used

Words That Have No Inherent Meaning” on page 86.

By default, the value is t r ue (enabled).

If you have provided your own file that contains
frequently used words that you want to be ignored
(as described in
“lucene.indexing.stopwords.file.path” on page 89),
you can change the default character encoding of
the file that contains the new words.

By default, the value is UTF- 8.

Lets you point to a file that you create that contains
your own list of words that you want Vibe to ignore
when items are added to the index. This file should
be in a directory where it does not get overwritten or
removed during an upgrade. If you are running Vibe
in a clustered environment, this should be a directory
that is accessible to and shared by all Vibe nodes.

You must specify the full path to the file.
Each line of the file should contain only one word.
All words in the file must be in lowercase.

By default, there is no file path specified, and Vibe
defaults to a list of common words that are not
normally useful when performing a search, such as
a, in, this, and so forth.

Enables or disables the functionality that removes
frequently used words that have no inherent
meaning when users perform a search. For more
information, see “Removing Frequently Used Words
That Have No Inherent Meaning” on page 86.

By default, the value is t r ue (enabled).

If you have provided your own file that contains
frequently used words that you want to be ignored
(as described in
“‘lucene.indexing.stopwords.file.path” on page 89),
you can change the default character encoding of
the file that contains the new words.

By default, the value is UTF- 8.
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Setting

Function

| ucene. sear chi ng. stopwords. fil e. path

Lets you point to a file that you create that contains
your own list of words that you want Vibe to ignore
when performing a search. This file should be in a
directory where it does not get overwritten or
removed during an upgrade. If you are running Vibe
in a clustered environment, this should be a directory
that is accessible to and shared by all Vibe nodes.

You must specify the full path to the file.
Each line of the file should contain only one word.
All words in the file must be in lowercase.

By default, there is no file path specified, and Vibe
defaults to a list of common words that are not
normally useful when performing a search, such as
a, in, this, and so forth.

If you leave all three search features enabled
(removing frequently used words, searching for
various forms of the same word, and searching for
words that contain accents), and you want to specify
words to ignore that contain accents, you must
specify both forms of the word (with and without the
accents).

Table 4-3 Searching for Various Forms of the Same Word

Setting

Function

| ucene. i ndexi ng. st emm ng. enabl e

| ucene. i ndexi ng. st enmi ng. st enmer . names

| ucene. sear chi ng. st enmi ng. enabl e

Enables or disables the functionality that indexes
various forms of the same word. For more
information, see “Searching for Various Forms of the
Same Word” on page 87.

By default, the value is t r ue (enabled).

Lets you specify the language that you want Vibe to
use when indexing the root form of words. For more
information, see “Searching for Various Forms of the
Same Word” on page 87.

By default, the language is Engl i sh.

For information about which languages are
available, see “Supported Languages for Indexing
and Searching for the Root Form of Words” on
page 92.

Enables or disables the functionality that lets users
search for various forms of the same word. For more
information, see “Searching for Various Forms of the
Same Word” on page 87.

By default, the value is t r ue (enabled).
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Setting

Function

| ucene. sear chi ng. st enmi ng. st emmer . nanes

Lets you specify the language that you want Vibe to
use when searching for the root form of words. For
more information, see “Searching for Various Forms
of the Same Word” on page 87.

By default, the language is Engl i sh.

For information about which languages are
available, see “Supported Languages for Indexing
and Searching for the Root Form of Words” on
page 92.

Table 4-4 Searching for Words That Contain Accents

Setting

Function

| ucene. i ndexi ng. asci i fol di ng. enabl e

| ucene. searching. ascii fol di ng. enabl e

Enables or disables the functionality that indexes
words with accents as well as the same word without
the accents. For more information, see “Searching
for Words That Contain Accents” on page 87.

By default, the value is t r ue (enabled).

Enables or disables the functionality that lets users
search for words with accents as well as the same
word without the accents. For more information, see
“Searching for Words That Contain Accents” on
page 87.

By default, the value is t r ue (enabled).

Table 4-5 Increasing the Number of Words That Are Indexed for Each Document

Setting

Function

| ucene. max. fiel dl ength

Designates the maximum number of terms that are
indexed for each document that is uploaded to Vibe.
Be aware that the number of terms per document
can be much higher than the number of words in the
document (because stemming and ascii folding
capabilities enable various forms of each word in the
document to be indexed). Only terms that are
indexed appear in search results. For more
information, see “Increasing the Number of Words
That Are Indexed for Each Document” on page 87.

By default, the value is 100000.
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Setting Function

doc. conversi on. si ze. t hreshol d Depending on your specific environment and need,
you might need to modify this setting in addition to
the | ucene. max. fi el dl engt h setting.

Designates the size of the document that can be
indexed in the Vibe site. For more information, see
“Increasing the Number of Words That Are Indexed
for Each Document” on page 87.

By default, the value is 31457280.

doc. max. text. extraction. size.threshol d Depending on your specific environment and need,
you might need to modify this setting in addition to
the | ucene. max. fi el dl engt h setting.

Designates the maximum size of a document that
can be indexed in the Vibe site after the document
has undergone file conversion. For more
information, see “Increasing the Number of Words
That Are Indexed for Each Document” on page 87.

By default, the value is 1048576 (about 1MB).

Supported Languages for Indexing and Searching for the
Root Form of Words

By default, when Vibe indexes a word, it indexes the root form of the word. Likewise, when users
perform a search for a word, Vibe searches for the root form of the word and returns all matches. (For
more information, see “Searching for Various Forms of the Same Word” on page 87.)

The default language of the Vibe site is irrelevant in regards to indexing and searching for the root
form of words; Vibe detects the language for each individual entry when it performs the indexing and
search.

You can configure Vibe to use any of the following languages when indexing and searching for the
root form of words (the default is English):

+ Danish

¢ Dutch

+ English

+ Finnish

+ French

+ German

+ German2 (This is a modified version of German that handles umlaut characters differently.
Appends an e after vowels that would otherwise have an umlaut. For example, & becomes ae, é
becomes oe, and Ui becomes ue.)

+ Hungarian
¢ ltalian
+ Norwegian

+ Porter (This is for the English language; this option simply indexes and searches in a different
way.)
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+ Portuguese
+ Romanian
+ Russian

¢ Spanish

+ Swedish

+ Turkish

Understanding and Configuring Document
Conversions with Micro Focus KeyView

Micro Focus Vibe uses the Micro Focus KeyView converter to perform document conversions.
Documents undergo two types of conversions:

+ Word conversion when they are first added to the Vibe site
+ HTML conversion when they are viewed as HTML from the Vibe site

If the Micro Focus KeyView converter is crashing with certain file types during the word conversion
process, you can exclude the problematic file types from being indexed to the Vibe site.

+ “Configuring Which File Formats Can Be Viewed as HTML” on page 93
+ “Excluding File Types from Being Indexed” on page 93

Configuring Which File Formats Can Be Viewed as HTML

Many file formats in Micro Focus Vibe can be viewed as HTML by default, as described in “Viewing
the File in HTML Format” in the Micro Focus Vibe 4.0.6 User Guide. File formats that can be viewed
as HTML by default are: . 123, . bnp, . doc, . docx, . dot m . drw, . dxf,. htm.htni, .l wp,. odp,. ods,
.odt,.ppt,.pptx,.prz,.rtf,.shw, .sxw, .tif,.txt,.vsd,.wdd,.xls,.xlsx,.sxi

Some file formats, such as . pdf files, cannot be viewed as HTML by default. This is because the
quality of these files is lessened when viewed as HTML. However, if you choose, you can enable non-
default file formats, such as . pdf files, to be viewed as HTML.

Not all file formats can be enabled to be viewed as HTML in Vibe, but many can be. If you are unsure
whether Vibe supports a particular file format to be viewed as HTML, try it and see.

You can enable additional file formats to be viewed as HTML during the Vibe installation, as
described in “Installing and Setting Up a Basic Vibe Site” in the Vibe 4.0.6 Installation Guide.

Excluding File Types from Being Indexed

If the Micro Focus KeyView converter is crashing with certain file types during indexing, you can
restrict the problematic file types from being indexed.

+ “Excluding File Types from Being Indexed to the Vibe Site” on page 94
+ “Excluding File Types from Being Displayed in HTML” on page 94
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Excluding File Types from Being Indexed to the Vibe Site

IMPORTANT: Performing the following procedure causes the file types that you specify to be
excluded from searches performed in Vibe.

1 Change to the following directory:

Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel | \ Teami ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Open the ssf. properti es file in a text editor.
3 Search for the following line:

excl ude. from keyvi ew. i ndexi ng. ext ensi ons=
exclude.from i breoffice.indexing.extensions=

4 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.
5 Open the ssf-ext. properti es file in a text editor.

6 Copy the excl ude. from keyvi ew. i ndexi ng. ext ensi ons= line from the ssf. properti es file
to the bottom of the ssf - ext. properti es file.

7 Add the file types that are causing LibreOffice to crash to be the value of this property. For
example, excl ude. from keyvi ew. i ndexi ng. ext ensi ons=. ppt x, . odf

8 Save and close the ssf-ext. properti es file.
9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe.

Excluding File Types from Being Displayed in HTML

You can display files in HTML view as described in “Viewing the File in HTML Format” in “Working
with Folder Entries” in the Micro Focus Vibe 4.0.6 Advanced User Guide. If LibreOffice crashes during
this HTML conversion process with certain files, you can exclude the problematic file types from
being converted. These file types can then no longer be viewed in HTML. For information on how to
exclude file types from displaying in HTML, see “Configuring Which File Formats Can Be Viewed as
HTML” on page 93.

Customizing the Simple URL Prefix

When users create user-friendly URLs that point to their workspaces or folders, by default, the name
they specify is preceeded by the text string / novl / . For more information, see “Defining a User-
Friendly URL for a Workspace or Folder” in the Micro Focus Vibe 4.0.6 User Guide

Some Vibe 3.x administrators configured their systems to not use a prefix, but “empty prefixes” are no
longer supported in Vibe 4.x because that would preclude WebDAYV support.

Other Vibe 3.x administrators customized the prefix by including a simpleurl.ctx parameter in the ssf-
ext.properties file.
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Starting with Vibe 4.x, this action alone is no longer sufficient.

To configure Vibe to prepend a different text string, you must do the following:

1

Change to the following directory:
Linux: / opt/ novel | / t eami ng/ apache-toncat/
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel |\t eani ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Make a copy of the ssf - ext . properti es file then open the file in a text editor.

3 Insert the following line at the bottom of the ssf - ext . properti es file.

si npl eurl . ct x=/ new prefix

where new-prefix is the text string that you want prepended.

4 Save and close the ssf - ext. properti es file.

5 Change to the following directory:

Linux: / opt/ novel | / t eami ng/ apache-tontat/ conf

Windows: c:\Program Fi | es\ Novel |\t eani ng\ apache-tontat\ conf

6 Make a copy of the server. xni file then open the file in a text editor.

7 Search for the string / vi be.

8 Insert a new line before the line containing / vi be as follows:

10

<Cont ext pat h="/new prefix" rel oadabl e="fal se" docBase="novl "
crossCont ext ="true"/>

where new-prefix is the text string you that you also specified in Step 3.
Save the server. xni file.
Stop and restart Vibe to enable the simple URL configuration change.
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5 Setting Up User Access to the Vibe Site

+ “Adding New Users to Your Vibe Site” on page 97

+ “Creating Groups of Users” on page 97

+ “Restricting Groups of Users from Seeing One Another” on page 103

+ “Allowing Guest Access to Your Vibe Site” on page 104

+ “Allowing Users Limited External Access to Your Vibe Site” on page 108
+ “Allowing Web Crawler Access to Your Vibe Site” on page 108

+ “Disabling User Access to the Vibe Site on the Web” on page 109

+ “Managing Mobile Device Access to Your Vibe Site” on page 111

Adding New Users to Your Vibe Site

You can add new users to your Vibe site in any of the following ways:
+ Synchronizing from an LDAP directory, as described in “Synchronizing Users and Groups from
an LDAP Directory” on page 203.
+ Manually adding local users, as described in “Creating a New Local User” on page 218.

+ Importing profile files for local users, as described in “Managing Local Users and Groups by
Importing Profile Files” on page 224.

Creating Groups of Users

This section describes how to create groups within Vibe. You can also synchronize groups of users
from your LDAP directory to your Micro Focus Vibe site, as described in “Synchronizing Users and
Groups from an LDAP Directory” on page 203.

You can use existing groups or create additional groups within Vibe to facilitate access control on
your Vibe site. For background information on access control, see “Controlling Access” in the Micro
Focus Vibe 4.0.6 Advanced User Guide.

In addition to creating groups to assist with access control, you might want to create groups for any of
the following reasons:

+ To facilitate team creation, as described in “Creating a Team Workspace” in “Getting Started” in
the Micro Focus Vibe 4.0.6 User Guide.
+ To facilitate managing data quotas, as described in “Managing User Data Quotas” on page 242.

+ To facilitate user visibility restrictions, as described in “Restricting Groups of Users from Seeing
One Another” on page 103.

+ To create multiple Vibe administrators, as described in “Creating Additional Vibe Administrators”
on page 18.

Users are responsible for access control in their personal workspaces and any team workspaces that
they create. As the Vibe site administrator, you are responsible for access control in public locations
such as global workspaces. By creating groups of users who have attributes in common, you and
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other Vibe users can set access controls and create teams without listing users individually. Groups
can be nested within groups, so create small groups first, then build larger groups from your smaller
groups.

You can create either static or dynamic groups.

+ “Creating Static Groups” on page 98

+ “Creating Dynamic Groups” on page 99

Creating Static Groups

Static groups are groups whose membership does not change based on LDAP queries.

This section describes how to create static groups directly from Vibe. You can synchronize static
groups to Vibe from your LDAP directory as described in “Synchronizing Users and Groups from an
LDAP Directory” on page 203.

To create static groups in Vibe:

1 Log in to the Vibe site as the Vibe administrator.
2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon '+,

3 Under Management, click Groups, then click New.

Add Group 7]

Mame: |

Title:

Description:

*' Group membership is static
P P Edit group membership

Group membership iz dynamic

4 Fill in the following fields:

Name: Specify the unique name under which the group is stored in the Vibe database. You can
use alphanumeric characters (a-z, A-Z, 0-9), hyphens (-), and underscores ().

Title: Specify the group name that displays to users on the Vibe site. This string can include any
characters that you can type.

Description: Describe what the members of this group have in common.
5 Select Group membership is static.

This means that group membership does not change based on LDAP queries.
6 Click Edit group membership.
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Static membership for group:

Users Groups

User:

Remove

MName

, ¢« 4 00ofD »

7 Click the Users or Groups tab, depending on whether you want to add users or groups to the
group that you are creating.

8 In the User or Group field, specify the name of the user or group that you want to add to the
group that you are creating, then click the name of the user or group when it appears in the drop-
down list.

9 Repeat Step 7 and Step 8 to add multiple users and groups to the group that you are creating,
then click OK when you have finished adding users and groups.

10 Click OK to create the group.

After you have created one or more small groups, you can use the Groups field to create larger
groups from smaller groups.

Creating Dynamic Groups

Groups based on LDAP queries are dynamic in that they can be configured to have their membership
updated when the information in the LDAP directory changes.

Creating groups based on LDAP queries is a quick way to create Vibe groups that consist of users
who match specific criteria. You can create dynamic groups as described in the following sections:

+ “Creating Dynamic Groups within LDAP” on page 100
¢ “Creating Dynamic Groups within Vibe” on page 100
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Creating Dynamic Groups within LDAP

Depending on the LDAP directory that you are using, you might be able to create dynamic groups
within your LDAP directory. For example, you can create dynamic group objects in eDirectory with
iManager (for more information, see the iManager Documentation (http://www.novell.com/
documentation/imanager27/index.html)).

Dynamic groups created within LDAP are stored in your LDAP directory and can then be
synchronized to Vibe, as described in “Synchronizing Users and Groups from an LDAP Directory” on
page 203

Creating Dynamic Groups within Vibe

You can create dynamic groups in Vibe by querying the LDAP directory.

+ “Prerequisites” on page 100

+ “Advantages” on page 100

+ “Considerations with Multiple LDAP Sources” on page 101
+ “Creating the Group” on page 101

Prerequisites

+ Users must already have existing Vibe user accounts in order for them to be added to a Vibe
group as described in this section. If your LDAP query includes users who are not already Vibe
users, the users are not added to the Vibe group

+ When configuring your LDAP connection, you must specify the GUID name (LDAP attribute that
uniquely identifies the user), because the value of this attribute never changes. For eDirectory,
this value is GUI D. For Active Directory, this value is obj ect GUI D. For GoupWise, this value is
ent r yUUl D. For more information about this attribute, see “Server Information” on page 205.

The Vibe process that creates a dynamic group uses the LDAP configuration settings in Vibe to
authenticate to the LDAP directory server. The credentials that are used are the LDAP server
URL, user DN, and password. For more information on how to configure these and other LDAP
configuration settings in Vibe, see “Synchronizing Users and Groups from an LDAP Directory” on
page 203.

Advantages
Advantages to creating dynamic groups within Vibe rather than within your LDAP directory include:
+ Allows the Vibe administrator to control group membership without having direct access to the
group object in the LDAP user store.
+ Your LDAP directory might not support dynamic groups.

+ You do not want dynamic groups to sync to applications other than Vibe that are leveraging your
LDAP directory.
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Considerations with Multiple LDAP Sources
Consider the following if your Vibe site is configured with multiple LDAP sources:

+ You should not create dynamic groups in Vibe if the base dn that you define for the dynamic
group does not exist in each LDAP source. This is because the membership of the dynamic
group might not get updated correctly.

+ If your Vibe site is configured with multiple LDAP sources and the base dn that you define for the
dynamic group exists in each LDAP source, the membership of the dynamic group contains
users from each LDAP source that match the dynamic group’s filter.

Creating the Group
To create the dynamic group within Vibe:

1 Log in to the Vibe site as the Vibe administrator.
2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .

3 Under Management, click Groups, then click Add.

Add Group (7]

Mame: |

Title:

Description:

* Group membership is static
P P Edit group membership

Group membership is dynamic

4 Fill in the following fields:

Name: Specify the uniqgue name under which the group is stored in the Vibe database. You can
use alphanumeric characters (a-z, A-Z, 0-9), hyphens (-), and underscores (_).

Title: Specify the group name that displays to users on the Vibe site. This string can include any
characters that you can type.

Description: Describe what the members of this group have in common.
5 Select Group membership is dynamic.

This means that group membership is based on an LDAP query that you will define in this
procedure.

6 Click Edit group membership.
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Edit Dynamic Membership

Base DN: E
LDAP Filter:

Search subtree

Update group membership during scheduled |dap synchronization

Test Idap query

7 Specify the following options:

Base DN: Specify the base DN where you want to start your search.

If you have multiple LDAP sources, see “Considerations with Multiple LDAP Sources” on
page 101 before proceeding.

LDAP Filter: Specify the filter criteria.
For example, to search for all users located in Utah, specify (st =Ut ah) .

Search subtree: Select this option if you want to also search for matches in subtrees of the
base dn you are currently searching.

Update group membership during scheduled Idap synchronization: Select this option to
update the membership of this group during each scheduled LDAP synchronization. Group
membership is updated based on changes that might have occurred in the LDAP directory.

For information on how to set the LDAP synchronization schedule, see “Configuring the
Synchronization Schedule” on page 213.

(Optional) Click Test Idap query to test the results of your LDAP query.

This process can take several minutes, depending on the size of your LDAP directory.

9 Click OK > OK to create the group.
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Restricting Groups of Users from Seeing One Another

If your Micro Focus Vibe site has multiple sets of users who need to remain hidden from each other,
you can use access controls to restrict users who belong to a specific group from seeing users who
do not belong to the group. For example, you might want to do this if your Vibe site contains users
from more than one company and you want users to see only the users who belong to the same
company.

You accomplish this by setting zone-level access controls on individual users or groups of users,
limiting them to seeing only those users with whom they share a common group.

When you restrict groups of users from seeing one another in your Vibe site, you see the following
behaviors:

+ When users search for people in the Vibe site, they do not see the users they are restricted from
seeing.

+ By default, users cannot see the personal workspaces of users they are restricted from seeing.
However, individual users can modify the access control settings of their personal workspaces to
grant access to users who are restricted from seeing them. Users can do this by granting access
to other groups.

+ The Vibe site might contain folders and entries that are open to a wider audience, such as in a
global workspace. If a restricted user has access to one of these folders, and an entry is posted
by someone the user is not allowed to see, the name of the entry creator is hidden. The name is
also hidden from the restricted user wherever else it might appear, such as in the Left Navigation
pane or on the Search Results page.

For example, User B is restricted from seeing User A. when User A posts an entry in a global
workspace, User B can see the entry but cannot see User B’s name on the entry.
To restrict groups of users from seeing one another:
1 Create a group for each set of users that you want to keep separate. For example, create groups
called Company A, Company B, and Company C.
For information about how to create a group, see “Creating Groups of Users” on page 97.
2 Populate each group with the appropriate users.

For information about how to populate groups with users, see “Creating Groups of Users” on
page 97.

3 Navigate to the Administration page and add the groups to the Can Only See Members of
Groups | Am In role or use the Limit User Visibility option as explained in “Limiting User
Visibility” on page 223.

If you want to allow certain members of a group to retain their ability to see users that belong to
groups outside of their own, you can add these specific users to the Override “Can Only See
Members of Groups | Am In” role.

For more information about these roles as well as other roles, see “Controlling User Access to
Administrative Functions” on page 30.

For information about how to add users and groups to a specific role, see “Controlling User
Access to Administrative Functions” on page 30.

IMPORTANT: Do not create a group that contains users who you want to hide from each other. For
example, if your Vibe site has users from Company A and Company B, you should not create a single
group that contains users from both Company A and Company B. Users who belong to a common
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group are able to see each other, regardless of any access controls that are set on other groups. If
you must create a single group of users from multiple companies, first create a sub-group for each
company so you can keep users’ hames separate from each other.

Allowing Guest Access to Your Vibe Site

When a person arrives at the Micro Focus Vibe site URL, the person is considered to be a Guest user
on the site, as indicated by the user name displayed in the upper right corner of the page:

G;

This page is also the main Vibe login page. Users with Vibe user names can log in to their personal
workspaces, and from there they can access any other locations where they have been granted
access.

+ “Guest Access Limitations” on page 104

+ “Understanding the Guest User” on page 105

+ “Setting Up Guest Access for the Vibe Site” on page 105

+ “Configuring Any Workspace to Be the Default Home Page for Guest Users” on page 107

+ “Enabling Individual Users to Grant Guest Access throughout the Vibe Site” on page 107

+ “Monitoring Guest User Access” on page 108

Guest Access Limitations

Guest access to the Vibe site is not possible in the following situations:
+ If you are using NetlQ Access Manager to provide single sign-on functionality.

For more information about NetlQ Access Manager, see “Configuring Single Sign-On with Novell
Access Manager” in “Advanced Installation and Reconfiguration” in the Vibe 4.0.6 Installation
Guide.

+ |f users are accessing the Vibe mobile interface. For guest users to access the Vibe site, they
must access the full user interface from a browser.

For more information about accessing the Vibe mobile interface, see the Micro Focus Vibe
Mobile Quick Start (https://www.novell.com/documentation/vibe4/vibe4_qs_mobile/data/
vibe4_gs_mobile.html).
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Understanding the Guest User

As the administrator, you can choose whether you want people who do not have Vibe user names to
be able to access information on the Vibe site as the Guest user.

For example, a government organization such as a city might give Vibe user accounts only to key city
knowledge workers. However, it is critical that other city workers and regular citizens also access the
site to see a listing of upcoming events, read city news, report complaints, and so forth. As a Vibe
administrator, you can use the Guest User workspace as a place to present information to non-
registered Vibe users.

When people visit your Vibe site as the Guest user, they can have some or all of the following
experiences, depending on the access controls that you set for the Guest user:

*

*

Any user who knows the Vibe site URL can access the Guest workspace.

The Relevance Dashboard in the Guest workspace displays only the information that the Guest
user has been specifically granted access to see.

A Guest user can find out what is accessible on the Vibe site by clicking the Search Options icon
G | selecting Places, then pressing the Spacebar.

If a Guest user uses the Search feature, the only information returned is information that the
Guest user has been granted access to see.

When a Guest user adds a folder entry, the entry form requests the user's name and email
address. This information is displayed like a signature when the folder entry is viewed. Providing
the name and email address is optional.

If you grant Participant rights to the Guest user, people who access the Vibe site as the Guest
user can modify and delete entries and comments posted by other people who have accessed
the Vibe site as the Guest user.

Setting Up Guest Access for the Vibe Site

1

Log in to the Vibe site as the Vibe administrator.

2 Click your linked name in the upper right corner of the page, then click the Administration

Console icon '+ .

3 Under System, click Web Application.

Configure Web Applic ation

Allow Guest access
Guest access is read only

Disable web access

4 Under System, click Configure Guest Access and Self Registration.

5 Make sure that Allow Guest Access is selected, then click Close.
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Even though this option is selected by default, the Guest workspace is initially inaccessible
because the default user access control settings do not allow access.

6 (Optional) Select Guest access is read only if you do not want the Guest user to be allowed to
add files or make comments on files.

7 Click Close again to close the Administration page.
8 Click the Workspace tree icon [ , expand Home Workspaces, then click Personal Workspaces.
9 Begin typing Quest in the Entry field, then click it in the drop-down list.

The Guest user’s personal workspace is displayed.

10 Click the Configure icon @ next to the workspace title, then click Access Control.

11 Ensure that no is selected in the Inherit role membership section. If it is not, select no then click
Apply.

Configure Access Control 0

Current Workspace: Guest {guest)
Workspace Owner: admin (admin) [=dit]

F-Home Workspace Jf [F-Personal Workspaces /' [E-Guest (guest)
This folder does not inherit its access control settings from its parent.

Inherit role membership from the parent folder or workspace?

£ yes @ no

12 Add the roles that you want the Guest user to be able to perform in the Guest workspace:

12a Click Add a User, start typing Quest in the Add a User field, then click Guest when it
appears in the drop-down list.

This adds Guest as a new row in the Access Control table.

v designates the access control sefting of the parent workspace

Add User Names from Clipboard
Add a Role ¥

Visitor pant Team Member and Folder

Owner of Warkspace or Folder v
Team Members ]
Add a Group ¥ Group Title Group Name Visitor  Participant Team Member Workspace and Folder Administrator
All Users 1 allusers ! v O ] sl
AddaUser = User Title User Id Visitor pant Team Member and Folder
Guest guest ) B ] sl
Add an Application Group = p Title: pName  Visitor pant Team Member and Folder
—no application groups—
Add an Application ¥ Application Title Application Name. Visitor  Participant Team Member Workspace and Folder Administrator

—no applications—

12b Select one or more roles that you want the Guest user to be able to perform on the Guest
User workspace. For example:

Visitor: The Guest user can read entries and add comments or replies in folders in the
Guest user workspace.
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Participant: In addition to Visitor activities, the Guest user can also create new entries, and
modify or delete his or her own entries.

For more information about the additional access control options, see “Controlling Access”
in the Micro Focus Vibe 4.0.6 Advanced User Guide.

12c¢ Click Save Changes, then click Close.

Now, when people access the Vibe site who do not have user names, they are admitted as
a Guest user and see the What’'s New page (only items that the Guest user has access to
see are visible).

13 (Conditional) If you want the Guest user to be able to access content throughout the Vibe site,
add the Guest user to the Configure Access Control page for those workspaces or folders.

You can also enable specific Vibe users in addition to the Vibe administrator to grant Guest
access to locations in your Vibe site, as described in “Enabling Individual Users to Grant Guest
Access throughout the Vibe Site” on page 107.

14 Notify people who might be interested in accessing your Vibe site about your Vibe site URL.

15 (Conditional) If you want information on your Vibe site to be searchable on the Internet, see
“Allowing Web Crawler Access to Your Vibe Site” on page 108.

Configuring Any Workspace to Be the Default Home Page
for Guest Users

If you're not satisfied with the What's New page being the default home page for guest users, you can
configure the Guest User workspace or a different workspace to be the default home page, giving you
complete control over what guest users see when they first access the Vibe site.

For information on how to change the default home page for guest users, see “Setting a Default
Home Page for Guest Users” on page 72.

Enabling Individual Users to Grant Guest Access
throughout the Vibe Site

If you want users in addition to the Vibe administrator to be able to grant Guest access to locations in
your Vibe site:

1 Log in to the Vibe site as the Vibe administrator.
2 Click your linked name in the upper right corner of the page, then click the Administration

Console icon '+ .

3 Under System, click Access Control.
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A basic Vibe site consists of a single zone. Micro Focus Vibe lets you set up multiple zones in a
single Vibe site. For more information about zones, see Chapter 18, “Setting Up Zones (Virtual
Vibe Sites),” on page 193.

4 Click Add a User, start typing the user's name, then select the user from the drop-down list to
add the user to the Access Control table.

5 Select the check box in the Allow Adding Guest Access column.

6 Repeat Step 4 and Step 5 for each user who you want to be able to grant Guest access to
locations on your Vibe site.

7 Click Save Changes, then click Close.

8 Notify the users who are allowed to grant Guest access.

Monitoring Guest User Access

As the Vibe site administrator, you can create a report of all locations on the Vibe site that the Guest
user can access. For instructions, see “User Access Report” on page 296.

éllowing Users Limited External Access to Your Vibe
ite

Vibe lets you restrict what information users can access when they are outside your corporate
firewall. For more information, see “Restricting Access Rights of Users Outside the Firewall” on
page 38.

Allowing Web Crawler Access to Your Vibe Site

If you allow Guest access to your Micro Focus Vibe site, as described in “Setting Up Guest Access for
the Vibe Site” on page 105, you can provide Internet search engines (such as Google) with the Vibe
permalinks for workspaces and folders that you want to make publicly available on the Internet. A
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Vibe permalink is the complete URL that someone outside of your Vibe site and outside of your
organization, such as a web crawler (http://en.wikipedia.org/wiki/\Web_crawler), could use to access a
specific location on your Vibe site.

1 To determine the permalink of a workspace or folder, click Permalinks at the bottom of a
workspace or folder page.

Disabling User Access to the Vibe Site on the Web

If you want users to have access to the Vibe system only through the Vibe desktop application, you
can disable users’ ability to access the Vibe site via a web browser.

You can restrict access to the Vibe site on the web for all users, or for specific users and groups.
Alternatively, you can disable access to the site for all users and then enable access for specific users

and groups.
+ “Disabling Access for All Users” on page 109
+ “Disabling or Enabling Access for Individual Users” on page 110
+ “Disabling or Enabling Access for Individual Groups” on page 111

Disabling Access for All Users

Disabling access as described in this section disables access to Vibe on the web for all users in the
Vibe system, except for the Vibe administrator.
1 Log in to the Vibe site as the Vibe administrator.
1a Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Vi be_host nane: 8080
ht t ps: // Vi be_host nane: 8443

Replace Vi be_host nanme with the hostname or fully qualified domain name of the Vibe
server that you have set up in DNS. If you configured the HTTP ports correctly during
installation, you do not need to include the port number in the Vibe URL.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon ‘%,

3 Under System, click Web Application.
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Configure Web Application

Allow Guest access
Guest access is read only

Disable web access

4 Select Disable web access.
5 Click OK.

Disabling or Enabling Access for Individual Users

1 Log in to the Vibe site as the Vibe administrator.

1a Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

ht t p: // Vi be_host nare: 8080
ht t ps: // Vi be_host nane: 8443

Replace Vi be_host nanme with the hostname or fully qualified domain name of the Vibe
server that you have set up in DNS. If you configured the HTTP ports correctly during
installation, you do not need to include the port number in the Vibe URL.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.

Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'.

Under Management, click Users.

The Manage Users page is displayed.

(Conditional) If you have not disabled access for all users (as described in “Disabling Access for
All Users” on page 109), you can disable access for an individual user by clicking the drop-down
arrow next to the user’'s name and then clicking Disable Web Access for this User.

or

To disable access for multiple users, select the users whose access you want to disable, then
click More > Disable Web Access.

(Conditional) If you have disabled access for all users, you can enable access for an individual
user by clicking the drop-down arrow next to the user’'s name and then clicking Enable Web
Access for this User.

or

To enable access for multiple users, select the users whose access you want to enable, then
click More > Enable Web Access.
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Disabling or Enabling Access for Individual Groups

1 Log in to the Vibe site as the Vibe administrator.
1a Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Vi be_host nane: 8080
https://Vi be_host nane: 8443

Replace Vi be_host nane with the hostname or fully qualified domain name of the Vibe
server that you have set up in DNS. If you configured the HTTP ports correctly during
installation, you do not need to include the port number in the Vibe URL.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *.

3 Under Management, click Groups.
The Manage Groups page is displayed.

4 (Conditional) If you have not disabled access for all users (as described in “Disabling Access for
All Users” on page 109), you can disable access for users who belong to an individual group by
clicking the drop-down arrow next to the group name and then clicking Disable Web Access for
Users in this Group.

or

To disable access for multiple users, select the users whose access you want to disable, then
click More > Disable Web Access.

5 (Conditional) If you have disabled access for all users, you can enable access for users who
belong to an individual group by clicking the drop-down arrow next to the group name and then
clicking Enable Web Access for Users in this Group.

or

To enable access for multiple users, select the users whose access you want to enable, then
click More > Enable Web Access.

Managing Mobile Device Access to Your Vibe Site

By default, your Micro Focus Vibe site allows mobile device access at one of the following URLs,
depending on whether or not you are using a secure SSL connection:

http://vibe_host nane/ nobi | e
https://vi be_host nane/ nobi | e

In these URLSs, vi be_host nane is the hostname or fully qualified domain name of the Vibe server that
you have set up in DNS.

For a list of supported mobile devices, see “Mobile App Requirements” in the Micro Focus Vibe
Mobile Quick Start (https://www.novell.com/documentation/vibe4/vibe4 _qs_mobile/data/
vibe4_qs_mobile.html).
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For instructions on using the mobile device interface to the Vibe site, see the Micro Focus Vibe Mobile
Quick Start (https://www.novell.com/documentation/vibe4/vibe4 gs_mobile/data/
vibed4_qgs_mobile.html).

+ “Restricting Mobile Device Access to Your Vibe Site” on page 112
¢ “Changing the Default View for Tablets” on page 112
+ “Configuring Mobile Device Access with NetlQ Access Manager” on page 114

Restricting Mobile Device Access to Your Vibe Site

As the Vibe administrator, you can prevent mobile device access to your Vibe site if necessary.
1 Log in to the Vibe site as the Vibe administrator.
2 Click your linked name in the upper right corner of the page, then click the Administration
Console icon '+ .
3 Under System, click Mobile Access.
4 Deselect Enable Mobile Access.
5 Click Apply, then click Close.

Changing the Default View for Tablets

When users access the Vibe site through a browser (not through the mobile app), some tablets (such
as the iPad and Kindle Fire) display the full Ul by default (the same Ul that is displayed when you
access Vibe from your workstation). Other tablets (such as Android-based tablets) display the mobile
Ul by default.

For a better user experience, users should use the Vibe mobile app. For more information about
accessing Vibe by using the mobile app, see the Micro Focus Vibe Mobile Quick Start (https://
www.novell.com/documentation/vibe4/vibe4_qs_mobile/data/vibe4_gs_mobile.html).

+ “Changing the Default View for the iPad” on page 112
+ “Changing the Default View for Android Tablets” on page 113
+ “Changing the Default View for All Other Tablets” on page 114

Changing the Default View for the iPad

To change the default view for the iPad to display the mobile Ul rather than the full Ul:

1 Change to the following directory:

Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel | \ Teanmi ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Open the ssf. properti es file in a text editor.
3 Search for the following line:

t abl et . user Agent Regexp=(?:i pad)

exclude.from i breoffice.indexing.extensions=
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4 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

5 Open the ssf-ext. properti es file in a text editor.

6 Copythetabl et. user Agent Regexp=(?: i pad) line from the ssf. properti es file to the bottom
of the ssf-ext. properti es file.

7 If you want the iPad to display the mobile Ul, delete the value of this property (( ?: i pad) ), so that
it now reads as follows:

t abl et . user Agent Regexp=
exclude.from i breoffice.indexing.extensions=

8 Save and close the ssf-ext. properti es file.
9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe.

Changing the Default View for Android Tablets

To change the default view for all tablets that are running the Android operating system to display
Vibe in the Full Ul rather than the mobile Ul:

1 Change to the following directory:
Linux: / opt/novel | / t eani ng/ apache-t oncat /
webapps/ ssf/WEB- | NF/ cl asses/ confi g
Windows: c:\Program Fi | es\ Novel | \ Teani ng\ apache-t ontat\

webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Open the ssf. properti es file in a text editor.
3 Search for the following line:

tabl et . useDef aul t Test For Andr oi dTabl et s=f al se
exclude.from i breoffice.indexing.extensions=

4 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.

5 Open the ssf-ext. properti es file in a text editor.

6 Copy the t abl et . useDef aul t Test For Andr oi dTabl et s=f al se line from the ssf. properties
file to the bottom of the ssf - ext . properti es file.

7 Change the value of this property from f al se to t r ue, so that it now reads as follows:
t abl et . useDef aul t Test For Andr oi dTabl et s=true
exclude.from i breoffice.indexing. extensions=

8 Save and close the ssf-ext . properti es file.
9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe.
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Changing the Default View for All Other Tablets

To change the default view for all tablets that are not the iPad or Android-based (Kindle, Xoom,
Playbook, etc.) to display Vibe in the mobile Ul rather than the full Ul:

1 Change to the following directory:

Linux: / opt/ novel | / t eami ng/ apache-t oncat/
webapps/ ssf/WEB- | NF/ cl asses/ confi g

Windows: c:\Program Fi | es\ Novel |\ Teani ng\ apache-t ontat\
webapps\ ssf\ VEB- | NF\ cl asses\ confi g

2 Open the ssf. properti es file in a text editor.

3 Search for the following line:
t abl et . user Agent Regexp=(?:i pad)
exclude.from i breoffice.indexing.extensions=

4 Make a backup copy of the ssf - ext . properti es file, which is located in the same directory as
the ssf. properti es file.
5 Open the ssf-ext. properti es file in a text editor.

6 Copy thetabl et. user Agent Regexp=(?: i pad) line from the ssf. properti es file to the bottom
of the ssf-ext. properti es file.

7 If you want to change the default view of a specific kind of tablet to display the full Ul rather than
the mobile Ul, add the name of the tablets to the value, as follows:

t abl et . user Agent Regexp=(?: i pad| xoon] pl aybook| t abl et | ki ndl e| schi 800)

8 Save and close the ssf - ext . properti es file.
9 Close the ssf. properti es file without saving it.
10 Stop and restart Vibe.

Configuring Mobile Device Access with NetlQ Access
Manager

To allow mobile device access to Vibe through NetlQ Access Manager, you need to modify your
protected resource in NetlQ Access Manager to allow a non-redirected login and to redirect the
identity server when no authentication header is provided.

Follow the steps in “Configuring an Authentication Procedure for Non-Redirected Login” in “Protecting
Web Resources Through Access Gateway” in the NetlQ Access Manager Administration Guide.

When specifying the method for obtaining credentials, ensure that Non-Redirected Login and
Redirect to Identity Server When No Authentication Header Is Provided are selected.
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Configuring Single Sign-On to the Vibe
Site

+ “Configuring Single Sign-On with NetlQ Access Manager” on page 115
+ “Configuring Single Sign-On with KeyShield” on page 115

Configuring Single Sign-On with NetlQ Access
Manager

For more information about configuring single sign-on with NetlQ Access Manager, see “Configuring
Single Sign-On with Novell Access Manager” in “Advanced Installation and Reconfiguration” in the
Vibe 4.0.6 Installation Guide.

Configuring Single Sign-On with KeyShield

Use the information and instructions in the following sections to configure Vibe to work with an
existing KeyShield installation.

+ “Prerequisites” on page 115

*

“(Conditional) Allowing the Authorization Connectors to Access the API Key” on page 116
+ “Configuring Vibe for KeyShield SSO Support” on page 116

+ “KeyShield Attribute Alias Support” on page 119

+ “Configuring Two-Factor Authentication” on page 120

+ “Downloading and Installing the KeyShield SSO SSL Certificate” on page 121

+ “Testing the KeyShield SSO Configuration” on page 123

Prerequisites

For Vibe to work with an existing KeyShield installation, you must have the following already in place.
+ AKeyShield SSO server that is registered with DNS and provides single sign-on services to your
network users.
+ An API Key that is displayed in a defined API Authorization configuration.

+ One or more Authentication Connectors (defined on the KeyShield server) that are allowed to be
used with the API Key.

+ Administrative Access to the KeyShield server for obtaining the following:

+ The API Authorization Key associated with the KeyShield Connectors you are leveraging for
Vibe

¢ The SSL certificate, downloadable as a . CER file for importing into the Vibe keystore.
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(Conditional) Allowing the Authorization Connectors to
Access the APl Key

Continuing in the General tab (accessed in the previous section), if access to the KeyShield SSO
APIs is restricted to users on specific connectors, ensure that the connectors that your Vibe users will
be connecting through are listed, by doing the following:

1 If the connectors your users will use are not listed, click the bar below the already-allowed
connectors.

Connectors = All-eDir

I * |

=]

2 Select the connectors for your users, then click OK.

Select Connector(s)

Q

B Connector ID

AILAD
OES-eDir
Win-file-AD

= :

Configuring Vibe for KeyShield SSO Support

1 Open a new tab or a new browser session to access Vibe on port 8443:
https:// Vi be-i p-address-or-dns-nane: 8443
For example ht t ps: 192. 168. 30. 150: 8443

Having a new session will let you easily switch between the KeyShield administration console
and the Vibe Administration console.

2 In the new browser session, log in to Vibe as an administrator.

3 Click the admin link in the upper-right corner of the page, then click the Administration Console

icon
4 In the left frame, click KeyShield SSO.
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Database Logs
Search Index

License

System

Share Settings
Web Application
Desktop Application
Mobile Applications
Password Policy
Email

KeyShield S50

LDAP

Name Completion Settings
Reports
Site Branding

m

1

5 In the KeyShield SSO Configuration dialog, click Enable KeyShield SSO.

KeyShield SSO Configuration

[Z]enabie Keyshield ssO

6 In the KeyShield Server URL field, type the access URL for the KeyShield server:

https://ks-server-dns-nane_or _i p- address: ks-server-https-port/

For example,

KeyShield SSO Configuration

Enable KeyShield S50

KeyShield Server
URL:

|hitps://keyshield-srv.oes-lab.local:8436/ |

7 Switch to the KeyShield browser-based console, toggle open the API Key, then select and copy

the key to your clipboard.

* webacc

£ edit @ remove

[zl API Key:

oV8dGf1C SDrmxyjQkwHqlusSArFINuwE

apiKey 0\"8de'1 CSDrmecyjQlowHglus 5AFINuws I

Access Key for KeyShield SSO APIs (SSO json/xml/certificate, SAML, etc.). This Key mu

8 Switch to the Vibe Administration panel and paste the API Key into the API Authorization field.
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KeyShield SSO Configuration

Enable KeyShield S0

KeyShield Server

URL. https://keyshield-srv.oes-lab.local:3486/

‘:5;_3“”1””23“0” [GricSDmxyjakwHglusEAFINWWS |

9 The HTTP Connection Timeout controls how long the Vibe Appliance will wait for a response
from the KeyShield server before prompting users for their login credentials.

Micro Focus doesn’t recommend changing this value unless the connection between the Vibe
Appliance and the KeyShield SSO server doesn’t facilitate a quick response. For example the
appliance and server are connected over a WAN.

KeyShield SSO Configuration

Enable KeyShield SSO

E;{_Shmld EELE hitps://keyshield-srv.oes-lab.local:8486/

?E;_E“‘hm'zam” GFICSDrmxyjQkwHglusSATFINUWS
HTTP connection 550

. i milliseconds
timeout:

10 In the Connector Names field, type the names of each KeyShield SSO connector that Vibe users
will connect through.

KeyShield SSO Configuration

Enable KeyShield SS0

KeyShield Server

URL- https://keyshield-srv.oes-lab.local:8486/

'EE}{'{_E“W””ZE“D” GF1CSDrmxyjQkwHglus5AFINUWS

HTTP connection

. i 260 milliseconds
timeout:

Enter the names of every authentication connector separated by a comma.

Connector names: |OES-eDir.Win-ﬁIe-AD|

Test connection

11 Continue with the next section, “KeyShield Attribute Alias Support.”
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KeyShield Attribute Alias Support

Vibe lets administrators provision users from different LDAP sources, such as eDirectory and Active
Directory. It also allows for flexibility in specifying which LDAP attribute will be imported as the Vibe
username.

In addition to Vibe, organizations have email applications, RADIUS clients, and so on, that use
different LDAP attributes for their usernames.

KeyShield 6 includes support for Attribute Aliases. These let KeyShield match username validation
requests from each application with the LDAP attribute that the application uses for its usernames.

A Vibe Example

1. Jane Smith logs in through KeyShield’s SSO service using jsmith (her UID in LDAP) as her
Username.

2. Jane then launches Vibe.

Unfortunately, the Vibe administrator who configured the LDAP import, specified CN as the
LDAP username attribute and JaneSmith was imported as Jane’s Vibe username.

3. When Vibe tries to authenticate Jane Smith, KeyShield doesn’t find her as an authenticated user
and the attempt fails.

Jane is then prompted to log in to Vibe.

4. To fix the mismatch of LDAP attributes, Jane’s KeyShield administrator adds x- Vi be = cn as an
Attribute Alias in Keyshield.

5. Jane’s Vibe administrator adds x- Vi be as the Username Attribute Alias in Vibe.

6. The next time Jane launches Vibe after signing in through KeyShield’ SSO service, KeyShield
verifies to Vibe that JaneSmith is authenticated and no additional login is required.

Configuring Attribute Alias Support

1 In Keyshield, specify the appropriate Attribute Alias for each Authentication Connector.

For example, if your Vibe deployment uses the CN attribute as the username for an eDirectory
server that is defined as an Authentication Connector in KeyShield, then in the Attribute Alias
field in the connector configuration, you would specify

x-Vibe = cn

This means that for this Authentication Connector, when authentication verification requests
arrive with the Attribute Alias x- Vi be, KeyShield needs to request a match in the CN attributes in
the targeted eDirectory Authentication Connector.

2 By default, the Vibe 2.0 KeyShield SSO Configuration dialog, the Username Attribute Alias is set
to x- Vi be.

We strongly recommend that you not change this value. However, if you do, be sure that the
name is changed in each KeyShield Authentication Connector configuration as well.
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KeyShield SSO Configuration Q

[¥] Enable KeyShield S50

KeyShield Server URL (use http or https): https://keyshield-srv.oes-lab.local: 8486/
API authorization key: GfLCSDrmxyjQkwHglusSArFINuwS
HTTP connection timeout: 250 milliseconds
Enter the names of every authentication connector separated by a comma.
Connector names: OES-eDir, Win-file-AD

This is a system supplied default.

Username attribute alias: x-vibe

3 Continue with “Configuring Two-Factor Authentication.”

Configuring Two-Factor Authentication

KeyShield 6.1 adds the ability to require a hardware token in addition to usernames and passwords
for LDAP users seeking access through a web browser or WebDAV.

NOTE: Two-factor authentication doesn’t apply to desktop or mobile device applications.

Vibe 2.0 and later supports KeyShield's two-factor authentication capability through two new options
in the KeyShield SSO Configuration dialog:

+ Require Hardware Token: Requires a physical token, such as an access card, for access to
Vibe.

You can also specify the error messages that you want displayed when the required token is
either not presented or not recognized by KeyShield for web browser or WebDAV access.
+ Allow Username/Password based Fallback Authentication (non-SSO) for LDAP Users:

Allows authentication by entering a username and password as an alternative to the hardware
token.

Use this option if you want users to be able to effectively bypass the hardware token requirement
by typing in their username and password.

1 If you want to configure two-factor authentication for your KeyShield 6.1 SSO service, select the
options and specify the text accordingly.

2 Click Test Connection.

Because the Vibe appliance doesn’t yet have the KeyShield SSO SSL certificate in its keystore,
the test fails.
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KeyShield SSO Configuration

[¥] Enable KeyShield S50

KeyShield Server URL (use http or https): https://keyshield-srv.oes-lab.local: 8486/
API authorization key: GF1CSDrmyjQlkwHglusSArFINuwWS
HTTP connection timeout: 250 milliseconds

Enter the names of every authentication connector separated by a comma.
Connector names: 0QES-eDir, Win-file-AD
This is a system supplied default.

Username attribute alias: x-filr

Two Factor Authentication
[¥] Require hardware token
Missing token error message for Web interface: | Access card required for Web interface access

Missing token error message for WebDAY

L : Access card required for WebDAV interface access
interface:

[¥] Allow username/password based fallback authentication (non-SS80) for LDAP users

Test connection

3 Continue with “Downloading and Installing the KeyShield SSO SSL Certificate” on page 121

Downloading and Installing the KeyShield SSO SSL
Certificate

1 Open a third browser session and access the Vibe appliance on port 9443:
https:// Vi be-i p-addr ess-or - dns- name: 9443
For example htt ps: 192. 168. 30. 150: 9443
Log in as vaadmi n.
3 Switch to the KeyShield browser-based console and under General/Web Interface, click Edit.

General/Web interface

I-ﬁ-edi:l

4 Click the Download button for the HTTPS Keystore.
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¥ General KeyShield SS0O server configuration and Web interface/API configuration B

-

* Web address |192.168.30.110
* Web port | 8485
HTTP mode | enabled E'
* HTTPS port | 8486
HTTPS keystore |kevshield.pfx Browse...

HTTPS keystore password eseses L0 4

m

11 Eoon Areim

5 Save the Keyshi el d. cer file on the workstation running the browser.

6 Switch to the browser session opened in Step 1 on page 121 and click the Appliance
Configuration icon.

7 Click the Digital Certificates icon.

R

Digital Certificates

8 Click File > Import > Trusted Certificate.

File 'I Edit = Reload

Mew Certificate (Key Pair) ‘ Type
b Trusted Certificate rt
ti
Key Pair 1
Certification Regquest 3 | oSt
AT OIS TCOTIET Ot Trusted Certi

9 Click Browse, then browse to the location where you saved the Keyshi el d. cer file and click
Open.
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@ File Upload (=]

@vv| & » Administrater » Downloads v|¥7| Search Downloads ,Ol
Organize Mew folder = - 0 @
47 Favorites Name Date modified Type

PR Desktop _EJ keyshield 31172015 2:24 PM Security C

4 Downloads

:
=1 Recent Places

4 Libraries
> 3 Documents 3
> J”- Music
» =] Pictures

> B videos

> 1M Computer

>£‘§ MNetwork || L1 3

File name: - [ Al Files -

[ Open [v]|| cance |

10 Click OK to import the certificate file.

Import Trusted Certificate *
Certificate File: keyshield.cer Browse...
Alias: keyshield

CK Cancel

11 Acknowledge the message about restarting the appliance by clicking OK.
12 Click the back arrow in the browser, then select Reboot.

I’ Reboot ]I
[ Shutdown ]

13 After the system restarts, continue with the next section, Testing the KeyShield SSO
Configuration.

Testing the KeyShield SSO Configuration

1 Switch back to the Vibe administration console (port 8443).
2 Click Test Connection.
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KeyShield S50 Configuration

Enable KeyShield SS0

KeyShield Server

URL. hitps://keyshield-srv.oes-lab.local:8486/

?E;_E“‘hm'zam” GFICSDrmxyjQkwHglusSATFINUWS

HTTP connection

. i 250 milliseconds
timeout:

Enter the names of every authentication connector separated by a comma.

Connector names: OES-eDir, Win-file-AD

Test connection

The test should succeed.
3 Click OK to finalize the configuration and complete the Keyshield SSO integration.
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Setting Up Sharing

As the Vibe administrator, you need to enable sharing privileges for users on your Vibe site before
users are able to share files and folders from their personal workspace. You then need to enable
sharing for the top-level Global and Team workspaces in order for users to be able to share content
from those workspaces. You or workspace owners can then enable sharing on lower-level
workspaces on an individual basis.

There are various sharing privileges that you can grant.

¢ “Understanding Sharing” on page 125

+ “Enabling Users to Share” on page 126

+ “Enabling Sharing on Workspaces” on page 131
+ “Managing Shares” on page 135

Understanding Sharing

Sharing in Vibe enables users to grant access to entries, folders, and workspaces to other users,
either internal or external to the organization.

If multiple users share the same item with a single user, the user who receives the share is granted
the highest level of access that was shared with the user. For example, User B shares a file with User
A and grants User A Read rights to the file. Then User C shares the same file with User A and grants
Read and Write rights to the file. As a result, User A has Read and Write rights to the file.

+ “Understanding External Users” on page 125
+ “Users Can’t Grant Share Roles That They Don’t Have” on page 125

Understanding External Users

Users external to your organization can access your Vibe site at no additional cost. External users in
Micro Focus Vibe do not count as a licensed Vibe user, but they have their own individual user
account (unlike the Guest user) and can participate in Vibe workspaces like any other user.

An example of an external user might be a contractor who interacts with the corporation for only a
couple months a year, who needs access to the system as a defined user but does not need
consistent access to the system.

External users are added to the Vibe system when a workspace, folder, or entry is shared with them.
You as the Vibe administrator, determine whether users can share externally. For information about
how to enable this functionality, see “Enabling Users to Share” on page 126.

Users Can’t Grant Share Roles That They Don’t Have

Users with Contributor rights on folders or workspaces can grant Viewer, Editor, and Contributor
rights to other users as Vibe system share settings allow.

On the other hand, Users with Viewer rights on folders or workspaces can grant only Viewer rights to
other users with whom they are allowed to share.
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Enabling Users to Share

IMPORTANT: You must enable the sharing feature before any sharing can take place on the Vibe
system.

After you enable the sharing feature, the default behavior for whether users can share files from their
personal workspace differs depending on whether the user is new to the Vibe system after Vibe 4, or
if the user existed in the Vibe system prior to Vibe 4:

+ New users: Users who are new to the Vibe system after Vibe 4 are able to share items from
their personal workspace by default.

+ Existing users: Users who existed in the Vibe system prior to Vibe 4 do not automatically have
rights to share items from their personal workspace.

For users to be able to share files that are located outside of their personal workspace (such as their
team workspaces, etc.), sharing must be enabled on the individual workspace. For information about
how to enable sharing for the top-level Global and Team workspaces, see “Enabling Sharing on
Workspaces” on page 131.

When you enable users to share, it is best to keep the share rights fairly unrestricted (for example,
give the All Internal Users group the ability to share whatever they want). You can then restrict
sharing of files in the personal workspace on a per-user basis.

When you set up sharing for your Vibe site, complete the necessary steps in the following order:

1. Set up sharing for the entire Vibe site (as described in “Enabling Sharing for All Users” on
page 127).

2. Configure sharing for individual users (as described in “Modifying Share Rights on a User Basis”
on page 130).
After you have enabled sharing for the entire Vibe system, you can fine-tune share rights
throughout the site on the user level.

You might need to do this for the following reasons:

+ |f you want only certain users to be allowed to share files from their personal workspace.
After you have enabled sharing for the entire site (as described in “Enabling Sharing for All
Users” on page 127), then you can restrict sharing privileges at the user level.

For example, if you want only a few groups of users to be allowed to share with external
users, you first need to enable sharing to external users at the site level. After you have
enabled it at the site level, you can then remove this ability from the users who you do not
want to have this ability.

+ |f there are users who existed in your Vibe system prior to Vibe 4, and you want these users
to be able to share items from their personal workspace, you must modify the workspace
share rights for these users at the user level.

+ “Enabling Sharing for All Users” on page 127

+ “Modifying Share Rights on a User Basis” on page 130
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Enabling Sharing for All Users

1 Log in to the Vibe site as the Vibe administrator.
1a Launch a web browser.
1b Specify one of the following URLs, depending on whether you are using a secure SSL
connection:

http://Vi be_host nane: 8080
https://Vi be_host nane: 8443

Replace Vi be_host nane with the hostname or fully qualified domain name of the Vibe
server that you have set up in DNS. If you configured the HTTP ports correctly during
installation, you do not need to include the port number in the Vibe URL.

Depending on how you have configured your Vibe system, you might not be required to
enter the port number in the URL. If you are using NetlQ Access Manager, the Vibe login
screen is not used.

2 Click the admin link in the upper-right corner of the page, then click the Administration Console
icon *'.

3 Under System, click Share Settings.
The Share Settings page is displayed.

Rights Whitelist / Blacklist External Users Licensing Terms

# Allow all users to share with internal groups that have been imported from LDAP

Select a user or group to add to the list and then grant share rights.

User or Group:
Name Rights Type

No one has been selected.

4 Select Allow all users to share with groups that have been imported from LDAP to enable
users to share with LDAP groups.

If you select this option, groups that were imported from the LDAP directory are displayed in the
Share with field when users are sharing an item (as described in “Sharing Entries, Folders, and
Workspaces” in the Micro Focus Vibe 4.0.6 User Guide). All users in the LDAP group then have
access to the item that was shared.

5 To enable sharing for all internal users on the Vibe site, go to the User or Group field, begin
typing All Internal Users, then select it when it appears in the drop-down list.

or

To enable sharing on a per-user or per-group basis, go to the Select user/group field, begin
typing the name of the user or group for whom you want to grant share rights, then select the
name when it appears in the drop-down list.

The Edit Share Rights dialog box is displayed. Select from the following options:
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Re-share items: When users share a file or folder, they can give the users they are sharing with
the ability to re-share the file or folder. The user receiving the share can share the file only if that
user has been given administrative rights to share the file or folder.

IMPORTANT: When selecting this option, be aware that if one user's access rights to an item
are removed, it does not remove the access rights of the user with whom the item was re-shared.

For example, suppose User A shares an item with User B and grants re-share rights. User B
then shares the item with User C. If User A revokes User B's access rights to the item, User C
continues to have access to the shared item.

Share with Internal users: lets users share items with internal users.

Share with “All Internal Users” group: lets users perform a mass share to all internal users by
sharing with the Al | I nternal Users group.

Share with External users: lets users share items with users external to the organization.

Users external to the organization receive an email notification with a link to the shared item, and
they can then log in to the Vibe site. For more information, see “Sharing with People Outside
Your Organization” in the Micro Focus Vibe 4.0.6 User Guide.

Share with Public: lets users make items publicly available. This means that anyone with the
correct URL to the shared item can access the shared item without logging in to the Vibe site.

In addition to selecting this option, you also need to enable Guest access to the Vibe site if you
want to allow users to share items with the public. For information about how to enable Guest
access to the Vibe site, see “Setting Up Guest Access for the Vibe Site” on page 105.

Share using File Link: lets users share a link to a file in Vibe. Any user with the link can then
access the file. However, the file is not displayed in the Public area, so users must have direct
access to the link in order to access the file.

For more information about File Links, see “Distributing a Link to a File” in the Micro Focus Vibe
4.0.6 User Guide.

(Optional) Click the Whitelist / Blacklist tab to configure which email addresses and domains
users can share with when sharing externally.
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Rights Whitelist / Blacklist External Users Licensing Terms

Specify email addresses and domains that may (whitelist) or
may not (blacklist) be shared with as external shares.

Mode
® No restrictions - Lists are ignored
Whitelist - Email addresses and domains that may be shared with
Blacklist - Email addresses and domains that may not be shared with

Email addresses
Add...

Delete

Domains
Add...

Delete

Delete shares that don't meet the criteria

The following options are available when configuring a whitelist or blacklist for sharing:

No restrictions: Select this option to disregard any email addresses or domains that might
already exist in the Email addresses and Domains fields. Selecting this option means that users
can share with any email address.

Whitelist: Select this option to allow sharing only with email addresses and domains that have
been specified in the Email addresses and Domains fields.

Blacklist: Select this option to disallow sharing with any email addresses and domains that have
been specified in the Email addresses and Domains fields.

Email addresses: Click Add, specify the email address that you want to add to the whitelist or
blacklist, then click OK.

Repeat this process to add multiple email address.

Domains: Click Add, specify the domain that you want to add to the whitelist or blacklist (for
example, yahoo. com), then click OK.

Repeat this process to add multiple domains.

Delete shares that don’t meet the criteria: Select this option to delete all existing shares in the
Vibe system that do not match the criteria you set.

For example, if you selected Blacklist and then specified yahoo.com in the Domains field,
selecting this option would delete all Vibe shares made to Yahoo email addresses.

7 Click OK.

8 Modify individual user share rights as described in “Modifying Share Rights on a User Basis” on
page 130.
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Modifying Share Rights on a User Basis

After you have enabled sharing of files for the entire Vibe system (as described in “Enabling Sharing
for All Users” on page 127), you can modify share rights throughout the site on the user level.

You might need to do this for the following reasons:

+ If you want only certain users to be allowed to share files from their personal workspace. After
you have enabled sharing for the entire site (as described in “Enabling Sharing for All Users” on
page 127), then you can restrict sharing privileges at the user level.

For example, if you want only a few groups of users to be allowed to share with external users,
you first need to enable sharing to external users at the site level. After you have enabled it at
the site level, you can then remove this ability from the users who you do not want to have this
ability.

+ |f there are users who existed in your Vibe system prior to Vibe 4, and you want these users to
be able to share items from their personal workspace, you must modify the workspace share
rights for these users at the user level.

You cannot grant individual users more rights than are currently defined for the site-wide setting.
To modify share rights for specific users:

1 Log in to the Vibe site as the Vibe