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Preface

This ZENworks® Patch Management Server Installation Guide is a resource written for all users of
ZENworks® Patch Management. This guide defines the concepts and procedures for installing and
implementing a successful installation of ZENworks Patch Management.

About This Guide

This guide contains the following chapters and appendices:
e  Chapter 1, “Planning your Installation”

e  Chapter 2, “Installing Your ZENworks Patch Management Server”
e  Chapter A, “Installation Checklist”

Tip: This document is updated on a regular basis. To acquire the latest version of this
document please refer to the Novell Support Web site (www.novell.com/support)



www.novell.com/support

Preface

Document Conventions

The following conventions are used throughout this document to help you identify various
information types:

Table 0.1 Document Conventions

Convention Usage

bold Command names, database names, options, wizard names, window and
screen objects (i.e. Click the OK button)

italics New terms, variables, and window and page names

UPPERCASE SQL commands and keyboard keys

monospace File names, path names, programs, executables, command syntax, and

property names

The icons used throughout this document identify the following types of information:

Table 0.2 Icons Used

Icon Alert Label |Description

Identifies paragraphs that contain notes or

AN recommendations.
Note:

Identifies paragraphs that contain tips, shortcuts, or other

. helpful product information.

Identifies paragraphs that contain vital instructions,
cautions or critical information.

Warning:

[T -vi-
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1 Planning your Installation

To assist in gathering the information required for a smooth installation, it is recommended that you
use the installation checklist found on page 3 and in Appendix A, “Installation Checklist”.

System Requirements

Minimum Hardware Requirements

The hardware requirements for Novell ZENworks Patch Management Server 6.4 vary
depending upon the number of devices you manage. As the device count increases, so do the
requirements. The following, minimum hardware requirements, will support up to 250 devices:

m A single 1.4 GHz Pentium or equivalent processor
= 512 MB RAM
m 36 GB of available disk space

m A single 100 Mbps network connection (with access to the Internet)

B Note: For optimal performance please refer to the settings defined under “Recommended
Configuration”.

Supported Operating Systems

Novell ZENworks Patch Management Server 6.4 is supported on the following Operating Systems:
m  Microsoft Windows Server™ 2003, Web Edition with SP1 or later
m  Windows Server 2003, Standard Edition with SP1 or later
m  Windows Server 2003, Enterprise Edition with SP1or later
m  Windows Server 2003 R2, Standard Edition (SP2 optional but recommended)
m  Windows Server 2003 R2, Enterprise Edition (SP2 optional but recommended)

Warning: Novell ZENworks Patch Management must be installed on an Operating
System that is not a domain controller and uses any English locale (en-US, en-UK, en-
CA, etc.) in its default configuration.

Other Software Requirements

Novell ZENworks Patch Management Server 6.4 requires the following software:

m  Microsoft® Internet Information Services (IIS) 6.0

EE EE
1 N
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Planning your Installation

m  Microsoft® NET Framework version 1.1 SP1 and 2.0 (both versions are required)

m  Microsoft Internet Explorer 6.x or higher

Recommended Configuration

=l

The following table summarizes the recommended platform configuration based on the amount of
nodes you will be actively using.Novell ZENworks Patch Management Server 6.4 recommends the

Table 1.1 Novell ZENworks Patch Management Recommended Configuration

Number of
< 1000 <2,500 <5,000 <10,000 > 10,000
Nodes
Operating Windows Server | Windows Server | Windows Server | Windows Server | Contact
System 2003, Web 2003, Web 2003, Web 2003, Standard | Novell
Edition with SP2 | Edition with SP2 | Edition with SP2 | Edition with SP2 | Professional
Services
Database Server | SQL 2005 SQL 2005 SQL 2005 SQL 2005
Express Express Express Express
Processor 1-2.4 GHz 1 - Pentium 4 1 - Dual Core, 2 - Dual Core
Non-Xeon Xeon
RAM 1GB 2 GB 2 GB 4 GB
Storage 1 - 36 GB Hard 1-72GBHard |2-144 GB Hard |4 - 144 GB Hard
Drive Drive Drives Drives

following hardware:

Note: Refer to the Novell Support Web site (www.novell.com/support) for additional
configuration recommendations.
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Server Installation Checklist

For your convenience this checklist is also available as an appendix (see Appendix A, “Installation
Checklist™)

Prior to installing your ZENworks Patch Management Server, you must gather and confirm the
following information:

[0 Your target computer meets or exceeds the requirements defined in “System Requirements” on
page |
[0 Your server has a clean operating system installation

Your server is NOT a Domain Controller

O

[0 Internet Information Server (IIS) is installed and running (if necessary refer to
http://support.microsoft.com/kb/324742 for details regarding the install of IIS)

O

All required service packs have been installed (refer to “Supported Operating Systems” on
page | for details)

If your server is a member of a domain, only the default security policies are in effect

Your computer DNS host name is:

The local SMTP mail host name is:

Your ZENworks Patch Management serial number is: -

Your target system is connected to the Internet

O 0Ooo0oooaod

If you are using SSL, a valid SSL Web certificate has been obtained

If you are using SSL you need to obtain a valid Web certificate, from a trust provider such as
Verisign Inc. (www.verisign.com) or Entrust (www.entrust.com), prior to installing your
ZENworks Patch Management Server.

[0 If a proxy server will be used, you know the proxy server’s Name, IP address, port, User Name,
and Password

[0 Name:
O IP address:
0 Port:

J User name:

O Password:

EE EE
3. N
EE EE
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2 Installing Your ZENworks Patch
Management Server

Complete the following steps to install and configure Novell ZENworks Patch Management Server.

Installing ZENworks Patch Management

To Install Novell ZENworks Patch Management Server

1. From the location you specified for your download, select the Novell ZENworks Patch
Management Server installer.

2. The Novell ZENworks Patch Management Server Installation Wizard opens.

Novell ZENworks Patch Management Server b.4 ll

‘Welcome to the InstallShield Wizard for
ZENworks Patch Management Server

The InstallS hield Wizard will install ZEMworks Patch
Management Server on your computer. To continue, click
Mext.

< Back

Cancel I

Figure 2.1 Patch Management Server Installation Wizard
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3. Click Next.
The License Agreement page of the Installation Wizard opens.

Novell ZENworks Patch Management Server 6.4

License Agreement
Pleaze read the following license agreement carefully,

PaichLink Corporation ("PatchLink") Omnibus End User License i’

Agreement (License)
Version 7.66 (revised April 13, 2007)

LICENSE AND WARRANTY  AGREEMENT, IMPORTANT-READ

CAREFULLY:

Note: If you have signed a license or Order for Producis
that makes reference to different ficanse tarms, the following Licanse will not
apply to Pour Use of the Products. =

¢ accept the teims of the license agresment: Frint |

£~ | do not accept the terms of the license agreement

IrstallShicld

< Back Hest» I Cancel |

Figure 2.2 License Agreement page

4. Review the License Agreement, and select I accept the terms of the license agreement.

5. Click Next.
The System Requirements page of the Installation Wizard opens.
The System Requirements page details the current system requirements, and will check to
ensure that your system meets these requirements.

B Note: If you have any questions and/or require additional assistance please contact Novell
Support at 800.858.4000
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System Requirements il

Information

Please read the following text

The following is a result of the application requirements verification;

Success: Operating System is Windows 2003 SP1 ;I
Success: IS is installed

Success: ASP.NET is installed

Success: SOL Server is Not installzd

o o

Irstal|Shield

< Back I Mext » I Cancel |

Figure 2.3 System Requirements page

6. Click Next.
The Choose Destination Location page of the Installation Wizard opens.

Movell ZENworks Patch Management Server 6.4 x|

Choose Destination Location

Select folder where setup will install files.

Setup will inztall ZEM works Patch Management Server in the Following falder.

Tainstall to this folder, click Mext. Ta install to a different folder, click Browse and select
another folder.

A AMovelhZENworks Patch Management Server Browse...

rstalShigld

" Destination Folder

< Back Cancel I

Figure 2.4 Choose Destination Location

]
-7- EE EE
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7. To change the location of the Server:

a. Click Browse...
The Choose Folder window opens.

Movell ZENworks Patch Management Server b. 5[
Choose Dest [Wfnesg o e x|
Select folder
Flease select the installation folder.
Path:
Setup willing  —
rogr: tch 1z
Toinstall ot X elect
anather folde  Lirectories:
=
{5 ComPlus Applications
{3 Internet Explorer J
1) MetMesting
@ ZEMworks Patch Managemen
Destinatior i - Online Services d
4| | »
Coh . Mot [rouze. ..
Install5hield —— re— | —
— — T Cancel I

Figure 2.5 Choose Folder

b. Select your desired installation location.

components, your system drive must be the C: drive, and Microsoft SQL Server (and
your ZENworks Patch Management Server databases) will be installed to the system
(C:) drive.

Note: Although you can change where to install ZENworks Patch Management Server

c. Click OK.
The Choose Folder window closes and the Choose Destination Location window reflects
the new location.
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8. Click Next.
The Customer Information page of the Installation Wizard opens.

Novell ZENworks Patch Management Server 6.4 x|
Customer Information
Pleaze enter your account infoimation and senal number,
First Marne: Last Wame:
ITechni:aI IF’ub\icaliDns

LCompany Name:

ITechFubs

Serial Mumber:

ISSESSBSS-BSSSESSB{
Mote: Your serial number is bwo gioups of eight alphanumeric characters located on pour

product packaging. IF you do nat have pour product packaging, you will need to obtain your
serial humber by contacting Navell Sales at 800.858.4000.

Iristal|SHield

< Back I Mest > I Cancel

Figure 2.6 Customer Information

9. Complete the registration information.

B Note: Your serial number is two groups of eight alphanumeric characters. If you cannot
locate your serial number, you will need to obtain your serial number by contacting the
Novell Sales at 800.858.4000

Tip: Make a note of your serial number and keep it in a safe place. It will be required for

your agent installations and if you need to reinstall your ZENworks Patch Management
Server in the future.
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10. Click Next.
The E-mail Configuration page opens.

Novell ZENworks Patch Management Server 6.4

E-Mail Configuration

Configure e-mail zettings to receive notification of new patches and system updates.

E-Mail Address:
IITechnicaI Publications@T echPubs.com

The e-mail addess specified above should be walid and will be used for both
communications from Movell and all new patch natifications from the server,

SMTP Host:

|maiI.TechPubs.com

Enter an SMTP mail host address or name. Thig field iz optional, and may be
configured later: however pou will not receive automated e-mail notification
until you login and configure this infarmation in Optiong-> E-Mail within the:

admin interface.
Send Test E-Mail |
< Back I Hest» I Cancel

ImstallS bield

Figure 2.7 E-mail Configuration page

e  Type the primary recipient’s e-mail address in the E-mail Address: ficld. The e-mail
notification from ZENworks Patch Management Server sends e-mail notifications as
pre-configured conditions occur.

e Type the name of your SMTP server in the SMTP Host: field. The ZENworks Patch
Management Server uses your corporate Internet (SMTP) mail server.

11. Click Next.
The Agent Configuration page opens.

Novell ZENworks Patch Management Server b.4

Administrative User

Create password for application administrative user.

User:

IF'atchL\nk

Password:

Confirm Password:

< Back Cancel

Figure 2.8

| ]
]| -10 -
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12. Create a Password in the Password field.

13. Retype the new password in the Confirm Password field.

deleted or modified within Windows. If needed, more users with administrator rights can be
created in the User section of ZENworks Patch Management Server.

Note: If you have password policy restrictions, failure to meet those restrictions here will
cause the creation of the Novell user to fail. Be sure to make a note of the password as it is
required to log in following installation.

Note: The installation creates a default administrator user Patchlink. This user should not be

14. Click Next.
The Proxy Configuration page opens.

MNovell ZENworks Patch Management Server 6.4

Proxy Configuration
It your netwaork Lses a prowy server, specify the information below. [f
you're unsure, please contact your network security administratar.

Server Address:

[~ Praxy Server Required Part Number:

User Name:

Password:

Confirm Password

Installshield

BSAFE’ <Back

I~ Authentizated

Cancel

Figure 2.9 Proxy Configuration page

Select Proxy server required if your network uses a proxy server to access the Internet.

Enter the appropriate proxy server address and port number in the Server Address
(including the http:// prefix) and Port Number fields.

Select Authenticated if your Proxy server is an Authenticated Proxy.

d. Enter the appropriate User name and Password values in the User Name, Password, and
Confirm Password fields.

Warning: If an incorrect proxy, port, user name, or password is entered, your ZENworks
Patch Management Server will be unable to connect to the Global Subscription Server.

15. Click Next.
The SSL Security page opens. The SSL Security page allows you to define whether to use a

=
-11- EE EE
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secure connection (SSL) between your ZENworks Patch Management Server and ZENworks
Patch Management Agents.

Novell ZENworks Patch Management Server 6.4

S5L Configuration

If you have a valid and tiusted certificate installed on this computer, you
can choose to distribute your patches using SSL encryption.

[~ Use S5L secuiity for all agent communication (requires valid tusted cerlificate]

For internal LAN use, 551 communication iz optional. 55L is recommended when
patches are to be distibuted across the intemet. I pou select this option, make
sure you have already obtained and installed a valid trusted certificate

Public tusted certificates can be obtained from Entrust, Thawte Inc, Wersign or
any other trusted root Cerlificate Authority

Mote:

All communication obtained from Mowvell are digitally signed. encivpted, CRC
checked, compiessed and then downloaded over a 128-bit secure 551
connection fram our server.

Refer to the Agent Installer Guide for more information on determining your selection.

IrstallShicld

<Back |f Hent: I Cancel

Figure 2.10 SSL Security page

Warning: Not using SSL encryption will result in the ZENworks Patch Management
Agent login and password information to be unencrypted.

Warning: If you intend to use SSL, it is recommended that you select to do so here, and
enter your certificate prior to rebooting your computer. Otherwise, you must manually
configure the Patch Management Server and each Novell Agent to use SSL.

16. Click Next.
The Installation Summary page opens. The Installation Summary page allows you to verify all

| ]
]| -12 -
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of the selected settings prior to installation. If any of the settings are incorrect, you must select
the Back button at this time and correct them.

MNovell ZENworks Patch Management Server 6.4

Installation Summary

Please take a mament to review the summarny below. [ you wish to make any conections. click
Back. Click Mext to start instaling Novel ZEMworks Patch Management Server,

Current Settings:

Y'ou are about ta install the Novel ZENworks Patch Management Server onta this compub

Techrical Publications
TechPubs
Technical Publications{®T echPubs. com

L ocation:
C:\Program Files\Movel\ZENworks Patch Management Server

Serial number:
Ll

Installshield

Figure 2.11 Installation Summary Page

17. Click Next to perform the installation.

The system installs the files and dependencies required for the ZENworks Patch Management
Server to communicate with the Global Subscription Server.

18. Click Finish to complete the installation.

1
-13- EE EE
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Starting Your Novell ZENworks Patch Management Server

Having successfully installed your ZENworks Patch Management Server, you can now log in and
begin configuring Novell ZENworks Patch Management to meet your organizational needs.

To Start ZENworks Patch Management

1. Click Start > Programs > Novell > ZENworks Patch Management Server to log on to your
ZENworks Patch Management Server.

T
gk

localhost:

User name: I € User j

Password: | LTI

|

Figure 2.12 ZENworks Patch Management Server Logon screen

2. Type Your User Name in the User name field.
3. Type the Password you specified in the installation in the Password field.

| L[|
1 -14 -
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4. Click OK.

The Novell ZENworks Patch Management Home Page opens.

Novell, ZENworks:

Home Vulnerabilities Deployments Devices Groups Users Repotts

Options  Help

Server Date and Time: 5/3/2007 10:47:06 AM (UTC-07:00)
About  Log Out

GlEs *

Microsoft Security Bulletin MS07-019
171400 0AM w2y

Microsoft Security Bulletin MS07-020

1/1/0001 12:00 AM )

Microsoft Security Bulletin MS07-022

1/10001 12:00 AM )

Documentation

Online Documentation

Select this link to view or download the
|atest documentation,

Support Forum
Select this link to access the Support
Forums.

Help Info
Select this link to open context sensitive
help,

New Users Start Here

Select this link for informatian helpful to
new users,

|@ Servar Information

|Cnmpany . TechPubs

Latest News Dashboard
Microsoft Security Bulletin M507-021 S GIF gentstsns
1/1/000 M ey

This chart displays the percentage of un-remediated applicable
Inerabilities vs. spplicsble vulnerabilities groupe b

51F

This chatt displays the percantage of agents grouped by status,
it

sevarity.

Optional

;
i
:
;

critical

@ available

@ Working

@ Unavailable

. Administrator

el

Figure 2.13 ZENworks Patch Management Home Page

-15 -
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Configuring Your ZENworks Patch Management Server to use

SSL

ver

If you selected the Use SSL security for all agent communication option during installation, you
now must add the SSL Web Certificate to IIS, prior to rebooting. To add the SSL Web Certificate to

IIS:

To Configure ZENworks Patch Management to Use SSL

1. Open the Internet Information Services manage

T.

The Internet Information Services manager opens.

2. Expand the tree view and select the PLUS Web

The directory displays the ZENworks Patch Management Server Web site main folder.

site.

3. Right-click the PLUS Web site, and select Properties.

The Properties dialog box opens.

?'E Internet Information Services ;IEIEI

| oo || ¢+ |B[@ X FRB[ 28] 80| |

[ path -

Tree I Marne

s} o Default Web Site (Stoppe = | B Updatestorage

[ Administration Weh Site @Update

B é ?‘M (2 admin
H-F Explore @Agent(enter
f e & aspnet_clisnt
- b
f Stark [i] Components
=g Stop [i5] Computers
=L Pause (Cdagent
G (L1 Download
E = 4 D ErrorMessages
E Al Tasks 5 B cravii
R
C Wiew 3 [ Groups
=-§ Delete = -HEID
=L (Zig_commen
c Refresh (EQimages
m-E = (includes
& Dlnvantnry
- Help ~| |EaPackages

1] _>lJ 1

C:\Program Files\PatchlinkiUpdate Server!Storage
C:\Program Files\PatchlinkiUpdate Server|Wwebrootiupdate

‘ |Opens property sheet For the current selection,

Figure 2.14 IIS Right-Mouse Menu

— -16 -
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4. Select the Directory Security tab.

T B

‘Web Site I Operators I Performance | |SAPI Filters | Haome Directorny | Docurments |
Directory Security I HTTP Headers I Custom Errors I Server Extensions

—&Anonhymaous access and authentication control

I Enable anonymous aceess and edit the

authentication methads for this resource.

[~ IP address and domain name: restriction:

@ Grant or deny access to this resource using

IP addresses or internet domain names.
Edit. |

- Secure communication
Require secure communications and 5 Cetif
enable client certificates when this Erver Cerificate. .
Iesource is accessed.
Yiew Certificate, |
Edit. |

0K | Cancel I Apply I Help I

Figure 2.15 Directory Security tab

5. Click Server Certificate...
The Web Server Certificate Wizard opens.

Welcome to the Web Server Ce ate Wizard. x|

Welcome to the Web Server
Certificate Wizard

This wizard helps you create and administer server
certificates used in secure “web communications
between your server and a client.

Status of your ‘Web server,

‘rour'web Server dossn't have a certificate installed
and pou don't have any pending requests.
Certificate Wizard will help you to create a new
centificate for this Web Server or attach to an
ewizting certificate.

To continue, click Next.

< Back I Next > I Cancel

Figure 2.16 Web Server Certificate Wizard

6. Click Next, to begin the wizard.

]
-17 - EE EE
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7. Within the Server Certificate Wizard, select the Assign an existing certificate option and click
Next.

115 Certificate Wizard x|

Server Cerlificate
These are the methads for assigning a certificate to a‘web site.

Select the method you want ta use for this web site:

¢ Create a new certificate

@ ihssign an evisting certificate

™ Impart a certificate from a key Manager backup file.
 Import a certificate from a pfx file

" Copy or Move a certificate from a remote server site to this site.

< Back I Mext > I Cancel

Figure 2.17 Assign an existing certificate

= Note: Be sure to select Assign an existing certificate, since requesting a new certificate
can take several days.

8. Continue following the Server Certificate Wizard, which will guide you through the remaining
steps.

9. Reboot your computer when completed.

10. Log on to your computer immediately after it restarts.

starts the web server, installs the ZENworks Patch Management Agent, and initiates your

Note: You must log on to your computer to start the registration process. This action
patch subscription.

11. Click Start > Programs > Novell > ZENworks Patch Management Server, to log on to your
ZENworks Patch Management Server Web console.

| ]
]| -18 -
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A Installation Checklist

Prior to installing your ZENworks Patch Management Server, you must gather and confirm the
following information:

[0 Your target computer meets or exceeds the requirements defined in “System Requirements” on
page |
[0 Your server has a clean operating system installation

Your server is NOT a Domain Controller

O

[0 Internet Information Server (IIS) is installed and running (if necessary refer to
http://support.microsoft.com/kb/324742 for details regarding the install of IIS)

O

All required service packs have been installed (refer to “Supported Operating Systems” on
page | for details)

If your server is a member of a domain, only the default security policies are in effect

Your computer DNS host name is:

The local SMTP mail host name is:

Your ZENworks Patch Management serial number is: -

Your target system is connected to the Internet

O o0Ooo0oooad

If you are using SSL, a valid SSL Web certificate has been obtained

If you are using SSL you need to obtain a valid Web certificate, from a trust provider such as
Verisign Inc. (www.verisign.com) or Entrust (www.entrust.com), prior to installing your
ZENworks Patch Management Server.

[0 If a proxy server will be used, you know the proxy server’s Name, IP address, port, User Name,
and Password

0 Name:

O IP address:
] Port:

[0 User name:

0 Password:

=
-19 - EE EE
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B Index

C
Checklist
see installation checklist
D
DN S e 3,19
I
IIS e 1, 3,16, 19
directory security...........ooouiel. 17
server certificate.......coovvvvvennnn. 17
installation checklist..................... 19
installing
ZENworks Patch Management
1Y =] =] 5
Internet Information Services
see IIS
M
Microsoft Internet Explorer.............. 2
Microsoft Internet Information Services
1
Microsoft Windows Server 2003....... 1
S
SMT P i s 3,19
SSL web certificate
configuring .....coovviiiniiiennnn. 16
Z
ZENworks Patch Management Server
installing .....coooviiiiiiii 5
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