ZENworks

Patch Management

User Guide

Agent Management Center v6.3

Novell.


http://www.novell.com

02_013N_6.3c

Novell, Inc.

1800 South Novell Place
Provo, UT 84606
Phone: 800.858.4000
www.novell.com

Copyright © 1997-2006 PatchLink® Corporation. ALL RIGHTS RESERVED. U.S. Patent
No. 6,990,660, Other Patents Pending. This manual, as well as the software described in it, is
furnished under license. No part of this manual may be reproduced, stored in a retrieval system, or
transmitted in any form—electronic, mechanical, recording, or otherwise—except as permitted by
such license.

LIMIT OF LIABILITY/DISCLAIMER OF WARRANTY: PATCHLINK® CORPORATION
MAKES NO REPRESENTATIONS OR WARRANTIES IN REGARDS TO THE ACCURACY
OR COMPLETENESS OF THE INFORMATION PROVIDED IN THIS MANUAL.
PATCHLINK® CORPORATION RESERVES THE RIGHT TO MAKE CHANGES TO THE
INFORMATION DESCRIBED IN THIS MANUAL AT ANY TIME WITHOUT NOTICE AND
WITHOUT OBLIGATION TO NOTIFY ANY PERSON OF SUCH CHANGES. THE
INFORMATION PROVIDED IN THE MANUAL IS NOT GUARANTEED OR WARRANTED
TO PRODUCE ANY PARTICULAR RESULT, AND THE ADVICE AND STRATEGIES
CONTAINED MAY NOT BE SUITABLE FOR EVERY ORGANIZATION. NO WARRANTY
MAY BE CREATED OR EXTENDED WITH RESPECT TO THIS MANUAL BY SALES
REPRESENTATIVES OR WRITTEN SALES MATERIALS. PATCHLINK® CORPORATION
SHALL NOT BE LIABLE FOR ANY LOSS OF PROFIT OR ANY OTHER DAMAGES
ARISING FROM THE USE OF THIS MANUAL, INCLUDING BUT NOT LIMITED TO
SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR OTHER DAMAGES

Trademarks:

PatchLink™, PatchLink.com™, securing the enterprise™, WebConsole™, PatchLink
Update™, PatchLink Quarantine™, PatchLink Enterprise Reporting Services™, PatchLink
Scanner Integration Module™, PatchLink Developers Kit™, and their associated logos are
registered trademarks or trademarks of PatchLink® Corporation.

Novell, Novell ZENworks®, Novell ZENworks® Patch Management Server, and Novell Agent

are registered trademarks or trademarks of Novell, Inc.
RSA Secured® is a registered trademark of RSA Security Inc.
SECURITY" Apache is a trademark of the Apache Software Foundation

In addition, other companies' names and products mentioned in this document, if any, may be
either registered trademarks or trademarks of their respective owners.

Feedback:

Your feedback lets us know if we are meeting your documentation needs. E-mail the Technical
Publications department at techpubs@patchlink.com to tell us what you like best, what you like
least, and to report any inaccuracies.



mailto:techpubs@patchlink.com
http://www.novell.com
http://www.rsasecurity.com/

Agent Management Center v6.3 - User Guide

Table of Contents

Table of Contents fii
Preface '
LY oo T8 L I V= U P %

(Do TolN [ aT=T oY @(e] 01V =T o (o] o 1= P Vi

Chapter 1: Installing the Agent Management Center 1
Installation Pre-reqUISITES ...iviviie i 1

Supported Operating SYStEMS ..viiiiiii 1

Minimum Installation REqQUIrEMENTS .. ..iviiiiiiiii e 1

Installing the Agent Management CeNLEr ....ccviviiiiiiiiiii e 2

Chapter 2: Getting Started with the AMC 9
Managing Credentials ......ooeieeie i 11

Creating Credentials .......ovee e 11

Reassigning Credentials ........ocuieeiieiiie e e e 13

Deleting Credentials ......oe. e e 15

Validating Credentials .......ocoe e e 16

Configuring the AMC ....ee et e eas 17
Chapter 3: Discovering Available Nodes 19
Using the Discovery and Installation Wizard ........cccoviiiiiiiiiii e, 19

Using the Wizard to Perform an LDAP SCan .....ccciiiiiiiiiiiiiiiinin e e 21

Using the Wizard to Perform a DOmMain SCAN ......ccvvvvvrviiiiiiiiiiinererensensensenaenas 28

Using the Wizard to Perform a Reverse DNS LOOKUP ...ovviiviiiiviiiiiiiiniiiceene e, 34

Using the Wizard to Import Data From a File ....c.oooviiiiiii e, 39

Manually DiSCOVENNG NOGES . .uiuiiiiiiiiiiiii e e e 44

Manually Running @an LDAP SCaAN .....iuiiiiiiiiiiiiiii et e e 44

Manually Performing @ Reverse DNS LOOKUD ...ivviviiiiiiiiiiiiinn e 46

Manually Running @ Domain SCaN ....ccciuiiiiiiiiiiiiii e 47

HEE EE



Table of Contents

Chapter 4: Installing Your ZENworks Patch Management Agents 49

Supported Agent Operating SYStEMS ...cviiiiiiiiiiii 49
Determining the Computers STatUS .......c.iieriiiiiie e e 49
Understanding Installation TESES ......ccuieiiieiiiii e 50
Defining the Node Status ......c.eiieiiiii e 51
UNreSpONSIiVE NOGES ...uuvuiiiiiiiiiiie e e s e e e s e e e r e n e e 51
INStall AGENE SCrEEN ..veee i e e e e e e e 51

Send Wake on LAN SIgNal ..c..eeieeiiiie et 52

Using the Agent Installation Wizard ...........oooiieiiiiiii e 53
Manually Installing AGENES ....ueeiiiie e e 58

Chapter 5: Managing Your ZENworks Patch Management Agents 61

Working With CUSTOM GrOUPS ..viuiiiiiitiii it e e e ene e aeaas 61
Creating CUSTOM GrOUPS viviririiieiiiiii i e e e e e et et e e e e e enens 61
Managing Groups With RUIES ....iuiiiiiiiiiiii e 63
Creating a Group Enforcement Schedule ......cccooiiiiiiiiiiiic e, 66
Defining the Command Line OPLioNS ....civiiiiiiiiiiii e 66

) 1] = ) G PP PP 67
SN i e 67
EXAMIDIES i 68
Creating @ Windows Schedule .......cciiiiiiiii e 69

Working With Offlin@ AGENES ...iviiiiiiii i 75
Viewing Offling AGENTS ..iuiiiiiii i 75

Uninstalling ZENworks Patch Management AGeNtS .....ciiiiiiiiiiiiiiinn e 76

Viewing the AMC ACHIVIEY LOGS .uiviiiiriiiiiiii i ea e 77

Appendix A: Index 79

[ | [ ] |
[T -iv -



Agent Management Center v6.3 - User Guide

Preface

This Agent Management Center v6.3 User Guide is a resource written for all users of the Novell
Agent Management Center (AMC). This guide defines the concepts and procedures for installing,
implementing, and using the AMC.

About This Guide

This guide contains the following chapters and appendices.

e Chapter 1, “Installing the Agent Management Center” - Walks you through the installation of
the Agent Management Center

e Chapter 2, “Getting Started with the AMC” - Walks you through the configuration and usage of
the Agent Management Center

e  Chapter 3, “Discovering Available Nodes” - Defines the various methods to discover nodes

e Chapter 4, “Installing Your ZENworks Patch Management Agents” - Defines the various
methods to install your ZENworks Patch Management Agents

e  Chapter 5, “Managing Your ZENworks Patch Management Agents” - Identifies the multiple
management features of the Agent Management Center

e Appendix A, “Index”

Tip: This document is updated on a regular basis. To acquire the latest version of this
document please refer to the Novell Support Web site (www.novell.com/support)

EE EE
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Document Conventions

The following conventions are used throughout this document to help you identify various
information types:

Table 0.1 Document Conventions

Convention Usage

bold Command names, database names, options, wizard names, window and
screen objects (i.e. Click the OK button)

italics New terms, variables, and window and page names

UPPERCASE SQL commands and keyboard keys

monospace File names, path names, programs, executables, command syntax, and

property names

The icons used throughout this document identify the following types of information:

Table 0.2 Icons Used

Icon Alert Label |Description

Identifies paragraphs that contain notes or

AN recommendations.
Note:

Identifies paragraphs that contain tips, shortcuts, or other

. helpful product information.

Identifies paragraphs that contain vital instructions,
cautions or critical information.

Warning:

[T -vi-



Agent Management Center v6.3 - User Guide

1 Installing the Agent Management Center

The ZENworks Patch Management Server features an enterprise-wide agent distribution and
management utility. The Agent Management Center (AMC) utility allows you to perform network
discovery tasks, install and uninstall ZENworks Patch Management Agents and perform agent
management functions, such as adding agents to groups and roles and removing agents from the
ZENworks Patch Management Server database.

The AMC allows you to automatically discover computers through Reverse DNS Lookup within a
specified IP Address range, within a Windows domain, or within an LDAP Organizational Unit. The
results of the discovery will then identify which computers have the ZENworks Patch Management
Agent installed, and facilitate the installation of the agent on those computers which do not.

Installation Pre-requisites

Supported Operating Systems

The AMC is supported on the following operating systems:

Microsoft Windows Server™ 2003, Standard Edition with SP1
Windows Server 2003, Enterprise Edition with SP1

Windows Server 2003 R2, Standard Edition

Windows Server 2003 R2, Enterprise Edition

Microsoft Windows XP Professional with SP2

Minimum Installation Requirements

512 MB of RAM

200 MB of Free Disk Space (During Installation)

100 MB of Disk Space (After Installation)

Local / Domain Administrator or Administrator Equivalent
Microsoft .NET Framework 1.1

Intel Pentium 4 (or equivalent) Processor

EE EE
1 N
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Installing the Agent Management Center

The Agent Management Center (AMC) can be installed on your ZENworks Patch Management
Server or any computer that can connect to your Patch Management Server, however for
performance reasons we recommend that the AMC not be installed on the Patch Management
Server.

To install the Agent Management Center
1. Browse to and open the AMC Installation file

m  The AMC Installation file is available from either the Novell KnowledgeBase (search for
AMC) or the ZENworks Patch Management > Computer > Agent Installers Page

w
(Wl Agent Installers
Server Information
Seral Number: 334DA35F-33153752 [1] Version: 6,32 611
URL: http://TR-NOVELL [7]

http:/f10.19.2.158 [

Single Agent Windows MSI Installer Yersion: 6.3.2.611 o
Download: http:/ftp-novell.lab. patchlink. com/download/updateagent. rsi Release Date: 972272006
Far a single installation of the Agent on 2 local computer,

[* 0perating Systems

ERequirements

[H1nstallation Notes

(rmore information st the Novell ZEMNworks Patch Management Forum )

Single Agent Windows x64 MSI Installer Yersion: 6.3.2.611
Download: httpi/ftp-novell lab. patchlink, comn/download/updateagent-xéd. rmsi Release Date: 972272006
Far a single installation of the x64 Agent on a local computer,

[+ operating Systems

[ Requirements

[Hinstallation Notes

(rmore information atthe Movell ZEMworks Patch Management Forum ) "

Single Agent Installer for Linux /Unix/Mac/Netware Yersion: 6.3237
Download: http/fto-novelllab.patchlink, comn/download/unixupdate agent. tar Release Date: 972272006
For a single installation of the Java-based Agent on a local computer,

[*operating Systems

[* Requirements

[H1nstallation Notes

[rmore information atthe Movell ZEMworks Patch Management Forurm

~

Cloge

Figure 1.1 Agent Installers Page
a. Ifyou have downloaded the installation file from the Novell KnowledgeBase, simply
double-click the downloaded file to begin the AMC installation

b. Ifyou are downloading the file from the Agent Installers page, select the Agent
Management Center download link to begin the installation
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2. Click Next to proceed through the Welcome page

Agent Management Center - InstallShield Wizard

nse Agreement

ad the greement carefully.

NOVELL CORPORATION
CUSTOMER END USER LICENSE
AGREEMENT

(Agreement”) is a legal contract between Licensee

(Licensee) and Novell Corporation, a Delaware corporation,
located at 404 Wyman Street, Suite 500, Waltham,
Massachusetts 02451 ("Novell"). An addendum,
amendment, or exhibit may accompany the Product.

BY CLICKING THE [I AGREE] OR [ACCEPT] ICON
BELOW, OR BY INSTALLING, COPYING, OR

InstallShield I < Back JI Hest > . Cancel I

Figure 1.2 End-User License Agreement

3. Ifyou agree to the license terms, select the I accept the terms of the End User License
Agreement option and click Next

Note: You must agree to the License Agreement to continue with this installation.

EE EE
3. N
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Agent Management Center - InstallShield Wizard

the: Database

InstallShiald < Back Mext > Cancel

Figure 1.3 Select Installation Type

4. Select whether to:

m  Perform a Complete installation: Installs all AMC components including the Database
Updates required for your Patch Management Server. Required for first time installation.

= Install only the AMC Files - Installs ONLY the AMC components

B Note: Complete installation must be chosen the first time you install AMC to update your
Patch Management Server Database and install necessary AMC components to the Patch
Management Server. After performing a Complete installation once, you can select to
install AMC Files Only for any subsequent installations, unless you are installing a newer
version of the AMC.

n (T
(T -4-
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5. Click Next

Agent Management Center - InstallShield Wizard
Database Server L

Select datat and authentication method

InstallSfeld ‘ < Back || Next > ‘ | Cancel |

Figure 1.4 Select Database and Login

6. Select the name of your ZENworks Patch Management Server database from the Database
drop-down

B Note: If your ZENworks Patch Management Server is not listed in the Database drop-
down list, click Browse... to perform a search of all available databases. If you do not see

the Patch Management Server in your browse, you may still be able to type the hostname
into the Database entry.

7. Select whether to connect using Windows authentication or SQL Server authentication

B Note: If you choose SQL authentication, it is recommended that you create a SQL user
account on the Patch Management Server, specifically to connect to the Patch Management
Server, and not use the sa user account. The sa user account should not be changed, nor the

password, as there are internal Patch Management Server functions that use this account and
password as created.

When creating a SQL account, it should have admin level access to the Patch Management

Server, PLUS Staging and PLAMS databases (the PLAMS database is created the first time
you install the AMC).
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Tip: When using Windows Authentication, you can establish a Trusted Connection by
creating the same user account in the User Page of Patch Management Server with the same
password as the one logged in currently on the AMC.

By way of example: if AMC is logged in as JoeC with password gl4ss3s, you can establish
a trusted connection by going to the User Page of Patch Management Server and creating the
same user account with the same password JoeC and gl4ss3s.

8. Click Next

Agent Management Center - InstallShield Wizard

Ready to Install the P

InstallShicld < Back

Cancel

Figure 1.5 Begin the Installation

n EN
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9. Click Install to begin the installation

Agent Management Center - InstallShield Wizard

IngtallShield Wizard Complete

InstallShizld < Back

Finish

Cancel

Figure 1.6 Finish Wizard

10. Click Finish to close the wizard

EE EE
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Getting Started with the AMC

When opening the Agent Management Center (AMC), you will be asked to connect to the
ZENworks Patch Management Server using either Windows Authentication, or SQL
Authentication. To connect to your Patch Management Server, first provide your server name, then
select either Windows Authentication, or SQL Server Authentication, and enter appropriate Login
name and Password information.

PLUS Connection 1[

Select an Authenticabon Mode

Select the server and authentication mode to connect to the
Host Server.

Connect to:

Server name: I

Connect using

The Windows account infarmation | use ta logon ta my computer [Windows
o Authentication]. The account you are logged into wour computer with [same

name and password) must be a member of both the Administrators group

and the PLUS Adminz group on the Host Server that you are trving to conn

I The SOL Server login information that was assigned ko me by the
system administrator [SOL Server Authentication).

Login name IAdmimstrator

Password I

Cancel |

Figure 2.1 Agent Management Center opening connection screen

Note: If SQL authentication is it is recommended that you not change the password of the
default sa user for your SQL Server. You should use or create an admin level SQL account
on the Patch Management Server and then use that account and password here to connect to
the Patch Management Server.

When creating a SQL account, it should have admin level access to the PLUS,
PLUS_ Staging and PLAMS databases.

For Windows authentication, in a workgroup setting, the account that you are logged into
on the AMC, must match credentials on your Patch Management Server.

EE EE
_9- N
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The AMC Welcome screen guides you through the steps required to successfully discover, install
and manage your agents using the AMC.

Agent Management Center - EI|£|
File ‘Mizards Help

[ welcome
Discover S

!‘ Welcome to the Agent Management Center. (AMC)

B Loar Flease selectfrom the options on the left. If this is vour firsttime using Agent
E Fieverse DMS Lookup Management Center, click Discover to begin.

E Domain

Install &

E Install Agents —Begin Here

E Uninstall &gents

Manage E Discover potential targets on which Agents may be installed

E Offline Agents
E Group Management

Install the agent by running this wizard,

»

Status / Logs

= Status

E Activity Log

Manage Groups

Figure 2.2 AMC Welcome Screen

= Note: There are no credentials by default upon installation of AMC, because they will be
unique for every network. Credentials will facilitate the validation process prior to the
installation of an agent on any machine.
You must create a credential that is a domain level admin, where domain access is pertinent,
such as Domain or LDAP scans, or at least Local Admin in the case of workgroup machines,
where you are doing a reverse DNS lookup.

Warning: Because, in the process of creating a credential, you will supply a password, any
devices that use that login name, but a different password, will fail validation. Also, in all
cases, if password changes are forced periodically, the change must also be reflected in the
credential used for discovery in AMC, to prevent user account lockout caused by the AMC
attempting to validate credentials that have changed on some or all devices.

The credential used to discover nodes will show up in the security logs of the stations
discovered because the credential will be periodically validated.

| ]
.. = 10 =
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Tip: It is strongly recommended that any credentials created for use in discovery of nodes
for AMC agent installation, contain the letters AMC in the name to facilitate administrator
troubleshooting of node security logs or account lockouts. Because AMC will repeatedly
validate credentials on all nodes, it may appear to be a security breach unless it is
recognizable to be AMC doing its own validation of accounts.

Managing Credentials

Because the installation of ZENworks Patch Management Agent to each PC requires a validated
account access to each PC, AMC will prompt you to create credentials that will facilitate the
installation process. These credentials will then be validated and frequently re-validated to insure
that changes are kept current.

Creating Credentials

To Create a New Credential

1. Open the Manage Credentials screen from the File > Credentials menubar

Manage Credentials i ] |

Credentials: Aszigned To:

Walidate Credzntials Now |

Add | Delete Change Pagsword | Reassign |

Close

Figure 2.3 Manage Credentials Opening Screen

=
-11- EE EE
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2. Click Add

Add New Credential
Credential Type: & Damain | " Workgroup
Domain: [lequired]l
User Name: [lequired]l
Passward: [lequired]l

LConifirrn Password [lequired]l—
Primamy Device For Yalidation: I
Secondary Device For Yalidation: I

R BsArE o |

Figure 2.4 Add New Credentials

3. Select Credential Type
a. If Domain is selected, type Domain name in the appropriate field
b. If Workgroup is selected, Domain field will be unavailable
Type the User Name
Type the Password

Re-type the Password to confirm

NS e

Optional - Device for validation fields when in a workgroup setting

c. Anentry in Primary Device for Validation should be another PC, besides the AMC,
that the entered credential exists on, that can be used to validate that credential

d. Anentry in Secondary Device for Validation, would serve as a backup to the primary
selection

8. Click OK to create the credential

| ]
.. = 12 =
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Reassigning Credentials

When a network discovery is successful, the credentials used to discover that system are stored as its
default credentials. If you wish to reassign the credential assigned to one or more computers, first
insure that you have at least two credentials available.

1. Select the credential currently assigned to the computers you wish to reassign
2. Select the computers you wish to reassign

3. Click Reassign on the Manage Credentials page
The Change Assigned Credential window opens

Change Assigned Credential - E||£|

Confirm Credential Change

Reassign | Node | CunentCredential
[ TECHPUBS  Admiistrator

Select New Credential I j

Figure 2.5 Change Credential screen

4. Select the Reassign checkbox next to each of the computer(s) to reassign
5. Select New Credential
6. Click OK

=
-13 - EE EE
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Reassigning Credentials from the Computer Tree-view

You can also reassign a computer’s credential from the Computers Tree-view which you will find in
the Install Agents page.

Remaove TP-AMC-01
Send Wake on LAR Signal
Change Credential

Figure 2.6 Right-Mouse Menu -- Install Agents Tree-View

To Reassign Credentials from the Tree-View

1. Right-mouse click on the computer and select Change Assigned Credential
The Change Assigned Credential window opens

Change Assigned Credential - E||£|

Confirm Credential Change
Reassign | Node | CunentCredential
[ TECHPUBS  Admiistrator

Select New Credential I j

LCancel | oK I

Figure 2.7 Change Assigned Credential

2. Ensure that the Reassign checkbox is selected for each computer whose credentials will

change
3. Select New Credential
4. Click OK

| L[|
1 -14 -
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Deleting Credentials

To Delete a Credential
1. Select the Credential that is to be deleted

B Note: When deleting credentials you must first reassign all of the computers assigned to
those credentials.

Select all associated computers for that credential
Click Reassign

Select the new credential to use

Click OK

Re-select the credential to delete

AN

B Note: Steps 2 through 6 may need to be repeated if there is more than one new credential to
which you wish to reassign computers.

=
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Validating Credentials

To Validate a Credential
1. Click Validate Credentials Now
2. If all credentials pass the validation, the Validating screen will disappear

3. Ifany credentials fail, AMC will move discovered nodes from that credential, to one of the
existing credentials, that will validate that node.

= Note: Validate Credentials Now allows you to run with Verify Credentials unchecked in
the configuration screen (see Figure 2.8) and still keep credentials up to date. The danger of
running with Verify Credentials off is that it requires that the administrator remember to
validate frequently. Invalid credentials can cause account lockouts, when AMC begins its
verify process.

The reason the choice exists to turn off automatic validation, is because not all networks are
configured to do credential validation without a Domain Controller handling that function.

| ]
.. = 16 =
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It is recommended that you use the AMC default configuration settings. However, if it is necessary
to modify the defaults for your environment, any modifications can be made through the

Configuration page.

Agent Management Center

File ‘Wizards Help

Discover

M= Loep

E Reverse DNS Lookup

B Dramain

Install

E Inztall Agents

>

Configuration

Ertended Discovery Thieads:
Installation Timeout
Installation Attempts:

Dayps to Keep Log Messages:

PLUS Information

H Installation Threads: l@

I@ Mame Display Type: lm
IG Autodssign Credential: W

I@ “Werify Credentials: ¥

= [=]

B Uninstall &gents

Host URL [ btz TP-Hovell

Manage & Hast Serial

| GEBEGEEE-G0aE0GEE

= Dffine Agents User®

E Group Management

I administratar

Praosy Information
™ UseProwy
Senver sddiess:

Status / Logs A

B Status

E Achivity Log

hittp: 4
Part

| “Used to retrieve dgent install package

I
—

Save |

Figure 2.8 Configuration screen

To configure the AMC, open the Configuration page (File > Configuration) and ensure that the
following parameters are set appropriately for your environment:

Extended Discovery Threads - A process that attempts to identify additional information

about discovered computers. This process happens in the background, on a per-computer basis.
The Extended Discovery Threads setting, allows you to define the number of threads that can

Install Threads - Allows you to set the maximum number of agent installations that can run

simultaneously. If you have selected to install more agents than available threads, all
subsequent installation attempts will be suppressed until an agent completes the installation and

[ ]

run simultaneously
[ ]

releases a thread
[ ]

Install Timeout - Allows you to define the maximum number of minutes the AMC will spend

attempting to install an agent. If this time is exceeded, the agent installation will abort

“ Warning: A large number of simultaneous installations can cause performance delays.

-17 -
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Name Display Type - Allows you to define how each discovered computer will be displayed.
Available options are:

m WINS Name
m  Fully Qualified Domain Name
m [P Address

Install Attempts - Allows you to define the number of times the agent installation will be
attempted

Auto-Assign Credential - Automatically assigns the credentials to a node based upon which
credential was successful during discovery

Days to Keep Log Messages - Determines the number of days to build the log of messages

Verify Credentials - Forces a credential validation at each launch of AMC to insure only valid
credentials are being used to connect to machines on the network.

automatic validation of credentials. This will however, leave it to the administrator to do

IEI Note: This Verify Credentials box should remain unchecked if you do not want to have

manual checks of the credentials from time to time.

To ensure that the AMC and your agents are able to communicate with your ZENworks Patch
Management Server, confirm that the following settings are set appropriately for your environment,
and click Save when settings are verified to be correct.

PLUS Information

Host URL - This is the URL path your agent will use when connecting with the Patch
Management Server

Host Serial Number - The serial number used when you installed your Patch Management
Server

Proxy Information

Use Proxy checkbox -Select to enable the Server Address and Port Number fields
Server Address - This is the address your agents will use to connect to your Proxy Server

Port - The port on which your agents will contact your Proxy Server

-18 -
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3 Discovering Available Nodes

The first step to setup the Agent Management Center is to perform a network discovery. The AMC
allows you to automatically discover computers within a specified Windows Domain, IP address
range, or a LDAP Organizational Unit. The results of this discovery will then tell you whether the
discovered computer has the agent installed, and allow you to install the ZENworks Patch
Management Agent, Uninstall the ZENworks Patch Management Agent, remove agents that have
been offline for a specified duration, and manage groups.

Using the Discovery and Installation Wizard

1. Start the Network Discovery Wizard by selecting Wizards > Discovery and Agent Installation

from the menubar

Discovery and Installation Wizard

Y¥elcome to the AMC Detection and Install Wizard

To caontinue, click Next

Thiz wizard will guide pou through the process of detecting the computers on pour
netwark and the subsequent deployment of Agents to those computers

The AMC Agent |nstallation Wizard can remotely install the Agentz onto the ‘windows
computers within your Enterprise. Once the Agert has been installed o your
computers they will be automaticaly scanned and maintained by pouwr Host Server.

Copyright [c] PATCHLINK, CORFORATION, Patchlink Update V&3 1336, 1937,
1938, 2000, 2007, 2002, 2003, 2006, Al Rights Reserved.

Firish

T

Cancel | << Back |

Figure 3.1

Discovery and Agent Installation Wizard

-19 -
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2. Click Next

Discovery and Installation Wizard

Detection Type

The Deployment Wizard must create a list of computers to deploy to. Select the type
of detection vou wish to perfarm

—Detection Type
& [BiF?
" Domain
" Reverse DNS Lookup

= Import from File

Cancel << Back Mest > Firish

Figure 3.2 Detection Type

3. Select the type of scan to perform and click Next

m  Ifperforming a LDAP scan refer to “Using the Wizard to Perform an LDAP Scan”
m  Ifperforming a Domain scan refer to “Using the Wizard to Perform a Domain Scan”

m  Ifperforming a Reverse DNS Lookup refer to “Using the Wizard to Perform a Reverse
DNS Lookup”

s If Importing from File refer to “Using the Wizard to Import Data From a File”

| ]
]| - 20 -
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Using the Wizard to Perform an LDAP Scan

Warning: With this version of the AMC (6.3), LDAP is only supported if the AMC is
installed on a computer within the target domain.

Discovery and Installation Wizard

LDAP Type

Select the type of LDAP detection you wish to perform.

LDAP Type
@ ilse Active Dirsctory Contest |

" Custom Context

Custom Context: I

Cancel << Back Next 5> Firish

Figure 3.3 Select LDAP Type

1. Select one of the available options:

m  Use Active Directory Context - Use this option for Microsoft Active Directory
= Custom context - Use this option to type your LDAP string

=
-21- EE EE
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2. Click Next

Discovery and Installation Wizard

LDAP Filter

Enter an LDAF filter to get only results of a certain tppe from pour LDAP gearch, For
example, entering "'computer’’ will retum only LDAP nodes of the computer type.

Filter

Cancel << Back Next »>> Finishy

Figure 3.4 Define LDAP Filter

3. Enter a Filter value if desired (you can filter on any valid LDAP Object type)

Discovery and Installation Wizard

LDAP Detection Credentials

Select or create the Credentials to use for this detection.

Contest: |D C=techpubs, D C=con|

Preferred Server ITF"AM C-MOWELL
ar Domain:

Credential |4 dministrator M-

Cancel | << Back | Next »» Firish

Figure 3.5 Define LDAP Detection Credentials

4. Enter an appropriate Context value

5. Enter a name of a valid LDAP Server in the Preferred Server ficld

| ]
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6. Select the Credentials that should be used for discovery

B Note: You must create a credential that is a domain level admin, where domain access is
pertinent, such as Domain or LDAP scans.

7. Click Next

Discovery and Installation Wizard

Select Machines to Install

Tainstall the agent on a detected computer, select the computer(s) and click on the
right arow button to move the computer(s) ta the Install List,

LDAP verification succeeded: LDAP directory exists and user login was successiul

Cancel | << Back Nest > Finish

Figure 3.6 Verify LDAP Credentials

m  Ifyou entered a valid combination of Context, Server, and Credentials the LDAP
Verification will succeed and you can continue with the discovery

=
-23- EE EE



Discovering Available Nodes

8. Click Next

Discovery and Installation Wizard

Select Machines to Install

Toinstall the agent on a detected computer, select the computer(z] and click on the
right arrow button to move the computer(s) ta the Install List

Detected |tems Install List

=-LDAP
= Active Directory
= \techpubs
= LDAP:#/TECHPUBS/CH=Computers
#P02 techpubs.com >
#PO3 techpubz.com
[=- LDAP: #/TECHPUBS/0U=Damain C
TechPubsDC.techpubs.com
iLDAP:#TECHPUBS /DC=techpubs DC=

AN

<

Caneel << Back it Finiigh

Figure 3.7 Select Target Machines

9. After discovering the available nodes, select the computers on which to install the ZENworks
Patch Management Agent

m  To Add individually selected computers click the right arrow ( > ) button

= To Add All computers click the double right arrow ( >> ) button

m  To Remove a selected computer click the left arrow ( < ) button

m  To Remove All selected computers click the double left arrow ( << ) button

| L[|
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10. Click Next

Discovery and Installation Wizard

Install ToAllOr New Machines

Indicate whether to install to all selected machines or only machines which do not
already have the Patchlink Update Agent installed

Install To
(ol New - Install Agents only on computers which do not alieady have the agent nstalled.
Al - Install Agent to all selected computers

Cancel | << Back Mext > Firifsh

Figure 3.8 Install to New or All Machines

11. Select whether to install the ZENworks Patch Management Agent on:

= Only the selected computers which do not already have a ZENworks Patch Management
Agent installed (the New - Install Update Agent only on computers which do not
already have the agent installed option)

= All selected computers (the All - Install Update Agent to all selected computers
option)

=
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12. Click Next

Discovery and Installation Wizard 5'
Agent Installation Credentials

Select or create the credentials to use for agent installation.

v iUlse discovered computers' detault credentials

Credential Administrator vI |

Cancel << Back Next »>> Finishy

Figure 3.9 Installation Credentials

13. If credentials other than those used during the discovery should be used for installation, deselect

the Use discovered computers’ default credentials option and select the appropriate
credentials

B Note: If the required credentials are not available in the Credential: drop-down list, you
can add new credentials by clicking the ellipsis [ . . .] button.

If no credential appears when using this method, the credential added was probably not a
member of the Domain Admins group on the Domain Server.

| ]
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14. Click Next

Agent Installation Wizard
Agent Installation Results
The ligt below containg the results of each attempted agent installation. |f desired, the
tesults can be saved as & comma-delimited file
Current Status: ‘
Task V| Status V| V|
Install to: tp-xp01 | Imatall to: tp-kpll | Cancel I
Export |
Caneel << Back Ient s> | Finigh |

Figure 3.10 Installation Results

15. The Agent Installation Results page will show the installation progress, and ultimately, the
outcome. A cancel button in the last column indicates the operation is still in progress.

outside of the AMC. To perform the export, click Export, and define the File Name when

é; Tip: You can export the results grid to a comma separated (.csv) file for further evaluation
prompted.

16. Click Clear Completed Items to see only pending agent install jobs.

the wizard. If you close the wizard before all tasks have completed, you can see the progress

Note: It is NOT necessary to wait for all of the tasks to show as completed prior to exiting
by selecting to view the AMC Status or Activity Log.

=
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Using the Wizard to Perform a Domain Scan

Discovery and Installation Wizard x|

Credentials

Select or create the credentials pou wish to use for this detection,

User:

L]

Cancel << Back Mext »> Finish

Figure 3.11 Domain Credentials

1. Select the desired credentials

B Note: You must create a credential that is a domain level admin, where domain access is
pertinent, such as Domain or LDAP scans.

| ]
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2. Click Next

Discovery and Installation Wizard
Domain 5election

Do you wigh to select domain(g] from a list or enter a domain name? Clicking on
Finish will return vou to AMC. where vou will be able to see vour search results.

Domain Selection

¥ Select From A List of Avallable Domaing

" Enter A Domain Ta Search

Domain To Search

Caneel << Back Nest >» Firifsh

Figure 3.12 Domain Selection

3. Select one of the search options:

m  Select from a list of available domains - performs a search that will return all
available domains

= Search the _ domain only - searches the defined domain only
4. Click Next

Discovery and Installation Wizard

Domain 5 election

Choose the Domain you wish to detect.

Select From The Follawing Domains:

TECHPLBS |

Caneel | << Back Mt > Firiighi

Figure 3.13 Select From Domain List
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5. Select a domain (or multiple domains)

6. Click Next to search for available nodes

Discovery and Installation Wizard

SelectMachines to Instal

To install the agent on a detected computer, zelect the computer(s) and click on the
right armow button to move the computers] to the Install List,

Detected Iters: Iigkall List
+ Microzoft Terminal Services
E| Microsoft Windows Metwork.
{ L. TECHPUBS 2 |
b Whdware Shared Folders
i wieb Client Network 4 |
[
<< |
Cancel << Back st 5

Figure 3.14 Select Target Machines

7. After discovering the available nodes, select the computers on which to install the ZENworks

Patch Management Agent

m  To Add individually selected computers click the right arrow ( > ) button

m  To Add All computers click the double right arrow ( >> ) button

m  To Remove a selected computer click the left arrow ( < ) button

m  To Remove All selected computers click the double left arrow ( << ) button

| ]
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8. Click Next

Discovery and Installation Wizard

Install ToAllOr New Machines

Indicate whether to install to all selected machines or only machines which do not
already have the Patchlink Update Agent installed

Install To
(ol New - Install Agents only on computers which do not alieady have the agent nstalled.
Al - Install Agent to all selected computers

Cancel | << Back Mext > Firifsh

Figure 3.15 Install to New or All Machines

9. Select whether to install the ZENworks Patch Management Agent on:

= Only the selected computers which do not already have a ZENworks Patch Management
Agent installed (the New - Install Update Agent only on computers which do not
already have the agent installed option)

= All selected computers (the All - Install Update Agent to all selected computers
option)
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10. Click Next

Discovery and Installation Wizard 5'
Agent Installation Credentials

Select or create the credentials to use for agent installation.

v iUlse discovered computers' detault credentials

Credential Administrator vI |

Cancel << Back Next »>> Finishy

Figure 3.16 Installation Credentials

11. If credentials other than those used during the discovery should be used for installation, deselect

the Use discovered computers’ default credentials option and select the appropriate
credentials

B Note: If the required credentials are not available in the Credential: drop-down list, you
can add new credentials by clicking the ellipsis [ . . .] button.

If no credential appears when using this method, the credential added was probably not a
member of the Domain Admins group on the Domain Server.

| ]
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12. Click Next

Agent Installation Wizard
Agent Installation Results
The ligt below containg the results of each attempted agent installation. |f desired, the
tesults can be saved as & comma-delimited file
Current Status: ‘
Task V| Status V| V|
Install to: tp-xp01 | Imatall to: tp-kpll | Cancel I
Export |
Caneel << Back Ient s> | Finigh |

Figure 3.17 Installation Results

13. The Agent Installation Results page will show the installation progress, and ultimately, the
outcome. A cancel button in the last column indicates the operation is still in progress.

outside of the AMC. To perform the export, click Export, and define the File Name when

é; Tip: You can export the results grid to a comma separated (.csv) file for further evaluation
prompted.

14. Click Clear Completed Items to see only pending agent install jobs.

the wizard. If you close the wizard before all tasks have completed, you can see the progress

Note: It is NOT necessary to wait for all of the tasks to show as completed prior to exiting
by selecting to view the AMC Status or Activity Log.
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Using the Wizard to Perform a Reverse DNS Lookup

Discovery and Installation Wizard

Credentials

Select or create the credentials you wish ta use for this detection.

User.

[-]

Cancel

<< Back

Mext >3

Firish

Figure 3.18 DNS Credentials

1. Select the desired credentials
2. Click Next

Discovery and Installation Wizard

Reverse DNS Lookup

Enter the range of IP addresses you wish to detect.

Starting IP; I_
Ending IP: I P

Cancel

<< Back

st 5

Firish

Figure 3.19 Define IP Range

3. Enter both a Starting IP and Ending IP

| L[|
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4. Click Next

Discovery and Installation Wizard

DNS Server

Use the default DNS server or enter the address of the DS server to use for [P
Address validation,

DNS Server
af

" Use Specified DNS

Specified DNS:

Cancel << Back Next >3 Firish

Figure 3.20 Define DNS Server

5. Select whether to use the Default DNS or enter a Specific DNS
6. Click Next

Discovery and Installation Wizard

Select Machines to Install

To install the agent on a detected computer, select the computer(s) and click on the
right armow button to move the computer(z] to the Install List

Detected Items Install List
EHIP Hetwork | - - TP-AMCHawell lab patchlink com
¥3E1-0001-001
-~ K3E1-0211-0M : |
K351-0153-004
- NTEE-0082-004 s |
WTTB-86-101
- NTTE-0086-002
- NTTE-N30005 * |
- NTWE-0001-001
- NTWE-0091-005 = |
FR2E1-0001-002
- TP-4MC-01.1ab. patchlink. com ;I

Cancel << Back Mext »> Firish

Figure 3.21 Select Target Machines

7. After discovering the available nodes, select the computers on which to install the ZENworks

Patch Management Agent
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m  To Add individually selected computers click the right arrow ( > ) button

m  To Add All computers click the double right arrow ( >> ) button

m  To Remove a selected computer click the left arrow ( < ) button

m  To Remove All selected computers click the double left arrow ( << ) button
8. Click Next

Discovery and Installation Wizard

Install To AllOr New Machines

Indicate whether to install to all selected machines or only machines which do not
already have the Patchlink Update Agent installed,

Install Too
(Ol iNew - Install Agents only on computers which do not already have the agent installed.
€ All - Install Agent to Al selected computers

Cancel | << Back Mext >3 Firish

Figure 3.22 Install to New or All Machines

9. Select whether to install the ZENworks Patch Management Agent on:

= Only the selected computers which do not already have a ZENworks Patch Management
Agent installed (the New - Install Update Agent only on computers which do not
already have the agent installed option)

= All selected computers (the All - Install Update Agent to all selected computers
option)

| ]
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10. Click Next

Discovery and Installation Wizard
Agent Installation Credentials

Select or create the credentials to use for agent installation.

v iUlse discovered computers' detault credentials

Credential Administrator vI |

Cancel << Back Next »>> Finishy

Figure 3.23 Installation Credentials

11. If credentials other than those used during the discovery should be used for installation, deselect

the Use discovered computers’ default credentials option and select the appropriate
credentials

Note: If the required credentials are not available in the Credential: drop-down list, you
can add new credentials by clicking the ellipsis [ . . .] button.

If no credential appears when using this method, the credential added was probably not a
member of the Domain Admins group on the Domain Server.

1
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12. Click Next

Agent Installation Wizard
Agent Installation Results
The ligt below containg the results of each attempted agent installation. |f desired, the
tesults can be saved as & comma-delimited file
Current Status: ‘
Task V| Status V| V|
Install to: tp-xp01 | Imatall to: tp-kpll | Cancel I
Export |
Caneel << Back Ient s> | Finigh |

Figure 3.24 Installation Results

13. The Agent Installation Results page will show the installation progress, and ultimately, the
outcome. A cancel button in the last column indicates the operation is still in progress.

outside of the AMC. To perform the export, click Export, and define the File Name when

é; Tip: You can export the results grid to a comma separated (.csv) file for further evaluation
prompted.

14. Click Clear Completed Items to see only pending agent install jobs.

the wizard. If you close the wizard before all tasks have completed, you can see the progress

Note: It is NOT necessary to wait for all of the tasks to show as completed prior to exiting
by selecting to view the AMC Status or Activity Log.
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Using the Wizard to Import Data From a File

Discovery and Installation Wizard x|

Credentials

Select or create the credentials pou wish to use for this detection.

(EC A ciministrator |

Cancel << Back Mext »> Firish

Figure 3.25 Select Credentials

1. Select the desired credentials
2. Click Next

Discovery and Installation Wizard ll

Import from File

Type or paste a list of computers to install to, Window can be filed from a file
Idelimiters can be commas or newlines [l

tp-novell
tp-ame-hovell
tp-wp07]

Filenarne: I Eiames

Cancel << Back Mest > | Firish |

Figure 3.26 Import From File
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3. Type or paste the computer details directly in the window, or click Browse to open an existing
text (. txt) file that contains the desired list of computers

= Note: You must include either a valid WINS Computer Name, Fully Qualified Domain
Name, or IP Address for each computer. In the text (. txt) file, valid delimiters are commas
between the name elements, or \n for a newline.

4. Click Next

Discovery and Installation Wizard
Select Machines to Install
Tainstall the agent on a detected computer, select the computer(s) and click on the
night arrow button to move the computer(z] to the Install List.
Detected ltems Iistall List
citpame-hovel |
- tp-novell
- tpwpl s
3>
[
<<
Cancel << Back [dent > Firifsty

Figure 3.27 Select Target Machines

5. After discovering the available nodes, select the computers on which to install the ZENworks
Patch Management Agent

m  To Add individually selected computers click the right arrow ( > ) button

m  To Add All computers click the double right arrow ( >> ) button

= To Remove a selected computer click the left arrow ( < ) button

m  To Remove All selected computers click the double left arrow ( << ) button

| L[|
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6. Click Next

Discovery and Installation Wizard

Install ToAllOr New Machines

Indicate whether to install to all selected machines or only machines which do not
already have the Patchlink Update Agent installed

Install To
(ol New - Install Agents only on computers which do not alieady have the agent nstalled.
Al - Install Agent to all selected computers

Cancel | << Back Mext > Firifsh

Figure 3.28 Install to New or All Machines

7. Select whether to install the ZENworks Patch Management Agent on:

= Only the selected computers which do not already have a ZENworks Patch Management
Agent installed (the New - Install Update Agent only on computers which do not
already have the agent installed option)

= All selected computers (the All - Install Update Agent to all selected computers
option)

ool
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8. Click Next

Discovery and Installation Wizard 5'
Agent Installation Credentials

Select or create the credentials to use for agent installation.

v iUlse discovered computers' detault credentials

Credential Administrator vI |

Cancel << Back Next »>> Finishy

Figure 3.29 Installation Credentials

9. Ifcredentials other than those used during the discovery should be used for installation, deselect

the Use discovered computers’ default credentials option and select the appropriate
credentials

B Note: If the required credentials are not available in the Credential: drop-down list, you
can add new credentials by clicking the ellipsis [ . . .] button.

If no credential appears when using this method, the credential added was probably not a
member of the Domain Admins group on the Domain Server.

| L[|
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10. Click Next

Agent Installation Wizard
Agent Installation Results
The ligt below containg the results of each attempted agent installation. |f desired, the
tesults can be saved as & comma-delimited file
Current Status: ‘
Task V| Status V| V|
Install to: tp-xp01 | Imatall to: tp-kpll | Cancel I
Export |
Caneel << Back Ient s> | Finigh |

Figure 3.30 Installation Results

11. The Agent Installation Results page will show the installation progress, and ultimately, the
outcome. A cancel button in the last column indicates the operation is still in progress.

outside of the AMC. To perform the export, click Export, and define the File Name when

é; Tip: You can export the results grid to a comma separated (.csv) file for further evaluation
prompted.

12. Click Clear Completed Items to see only pending agent install jobs.

the wizard. If you close the wizard before all tasks have completed, you can see the progress

Note: It is NOT necessary to wait for all of the tasks to show as completed prior to exiting
by selecting to view the AMC Status or Activity Log.
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Manually Discovering Nodes

There are multiple ways to access many of the functions of AMC, and while the wizard is available
for many of the functions, there are some links in the main interface of the AMC that allow instant
access to some of those same functions.

Manually Running an LDAP Scan

When running an LDAP scan, you can search and identify computers within an LDAP directory
tree.

To perform an LDAP scan:
1. Open the LDAP Scan page

Agent Management Center = D|L|
File ‘Wizards Help

Discover S
LDAP Scan
= LDap
Bt Search Now
E Reverse DNS Lookup
. Enter a valid LOAP shing to search Active Directory or click LOAF Sting Builder' to have AMC create
E Domain the: string for you

Install E]

Install Agent: .
B Instal Agents Sesrch Floce LDAP String Builder
B Uninstall &gents

User.l ﬂ .

[V Filter on LDAP Tppe Icgmputer

»

Manage

E Offline Agents
E Group Management

2

Status / Logs

B Status

E Activity Log

Search |

Figure 3.31 Manual LDAP Scan
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2. Type a valid search string in the Search Root: field or click LDAP String Builder to build a
search string

Active Directory Browser _|E| ﬂ

i~ Domain

Ta build an LDAP search string

1. Enter the name of the domain to search
2. Enter a uzer credential that has access to the directony
3. Click Show Directory

Domain Hame: Itgchpuhs
User. Administrator h |

Search String |LD&P:/

Cancel 0K

Figure 3.32 Active Directory Browser

a. Enter the Domain Name to search

b. Enter a User credential to search the directory

¢. Click Show Directory

d. Click OK when the Search String field is properly populated which will take you back to

the LDAP Scan page

Note: Typing a different Domain Name: and clicking New Root will change which Active
Directory you are browsing.
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3. Click Search, which will then begin compiling a list of all discovered nodes

= Following the scan, you can view the discovered computers, by opening one of the
Install views (Install Agents and Uninstall Agents) or Group Management Views
(Offline Agents and Group Management) and expanding the LDAP tree.

Manually Performing a Reverse DNS Lookup

When running a Reverse DNS Lookup, you can search the entire network based upon an IP address
range. In order to return the computer name; the computer must have DNS (Domain Name Service)
enabled and have it’s IP address registered within the DNS Server

Agent Management Center = |EI il
File ‘Wizards Help

Discover & Reverse DNS Lookup

B Losp
Scan by IP Range

B Reverse DNS Laokup
E Specify arange of IP addiesses to scan. Only machines

B Damain registered in DNS will be included.

StaltmgIF‘_ Ending [P e

Install &

H Install tgents User IAdm\nlstralor R

E Uninstall Agents

Manage H

B Offine Agents
B Group Management

»

Status / Logs

E Status

B Activity Log

Start Scan |

Figure 3.33 Manual Reverse DNS Lookup

To perform a Reverse DNS Lookup
1. Set the Starting IP value

2. Set the Ending IP value

3. Select the appropriate User

| L[|
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4. Click Start Scan

Install views (Install Agents and Uninstall Agents) or Group Management Views

Following the scan, you can view the discovered computers, by opening one of the
(Offline Agents and Group Management) and expanding the IP Network tree.

Manually Running a Domain Scan
When running a domain scan, you can search all available domains, or limit to your search to a

particular domain.

Agent Management Center = Ellﬂ
File ‘Wizards Help

Discaver % Domain Scan
E LOAP Daomain Specific Search

MNetwork discovery could take a long time. You may limit the scope
E Reverse DMS Lookup of discovers by restricting the search to a particular domain.
= Domain

Domain: || Search for Computers |

Install &
TECHPLIES

E Install &gents Find All Domains |
E Uninstall &gents Discovered

Domait List:
Manage -
E Qffling Agents
E Group Management

Find Computers
Stats Ls S
atus / Logs Search a Domain |
Stab

B stas Find/S earch All |
E Activity Log

Usemame: | Administrator d| _I

Figure 3.34 Manual Domain Scan

To Search a Specific Domain (Method 1)
1. Select a Username
2. Type a domain name in the Domain field

3. Click Search for Computers

To Search a Specific Domain (Method 2)

1. Select a Username
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2. Click Find All Domains to populate the Discovered Domain List
3. Select one or more of the discovered domains

4. Click Search a Domain

To Search All Domains
1. Select a Username

2. Click Find/Search All without typing (or selecting) a Domain name

B Find/Search All, will always search all of the domains (to which the selected credential
has access) while Search a Domain, will only search the specified domain.
Following the scan, you can view the discovered computers, by opening one of the
Install views (Install Agents and Uninstall Agents) or Group Management Views
(Offline Agents and Group Management) and expanding the Microsoft Windows
Network tree.

| L[|
1 -48 -



Agent Management Center v6.3 - User Guide

Installing Your ZENworks Patch

Management Agents

One of the primary functions of the Agent Management Center is installing agents on the computers

found within your Domain, IP Range, or LDAP. You have the ability to install agents on all
computers found, or only on those computers which do not already have the ZENworks Patch

Management Agent installed.

Supported Agent Operating Systems

The AMC will install the ZENworks Patch Management Agent on the following platforms:

Microsoft® Windows XP Professional

Microsoft Windows XP Professional x64 edition
Microsoft Windows 2000 Professional

Microsoft Windows 2000 Server

Microsoft Windows 2000 Advanced Server

Microsoft Windows 2000 Datacenter Server

Microsoft Windows Server™ 2003, Standard Edition
Microsoft Windows Server 2003, Enterprise Edition
Microsoft Windows Server 2003, Web Edition

Microsoft Windows Server 2003, Datacenter Edition
Microsoft Windows Server™ 2003, Standard x64 Edition
Microsoft Windows Server 2003, Enterprise x64 Edition
Microsoft Windows Server 2003, Datacenter x64 Edition
Microsoft Windows Server 2003 R2, Standard Edition
Microsoft Windows Server 2003 R2, Enterprise Edition
Microsoft Windows Server 2003 R2, Datacenter Edition

Microsoft Windows Server 2003 R2, Standard x64 Edition
Microsoft Windows Server 2003 R2, Enterprise x64 Edition
Microsoft Windows Server 2003 R2, Datacenter x64 Edition

Determining the Computers Status

Prior to installing agents using the AMC, you should understand how the AMC determines if the

ZENworks Patch Management Agent can be installed on a particular node.
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Understanding Installation Tests

After the initial discovery, whenever the AMC is running, the Installation Tests are being run in the
background. The purpose of these Installation tests are to determine if the node is accessible, meets
the necessary system requirements, and if the proper credentials have been provided for access.

Remate Computer Connection: Successful
Open Remote Registy: Successful

Copy Files: Successful

Open Service Control Manager: Successful
Ping: Successiul

Default Mame = TECHPLBS-PLUS

NodelD =74

Fully Qualified Mame: TECHPUBS-PLUS
NS Name: TECHPUBS-PLUS

IP &ddress: 10.10.10.10

LDAP Name:

Distinguizhed Mame:

Damnair:

MAC Address: 00-03-FF-BF-B5-C5
Credential administrator

Mode Type: Computer

LDAP Type:

05 Tepe: Microsoft{R] Windows(R) Server 2003, Standard Edition

Figure 4.1 Five Tests performed against each discovered node

AMC Performs the following tests:
1. Remote Computer Connection
2. Open Remote Registry
3. Copy Files
4. Open Service Control Manager
5. Ping

The purpose of these tests is to establish the base requirements for the remote installation of the
ZENworks Patch Management Agent on each node. If any of these five tests fail, the AMC will not
be able to install the ZENworks Patch Management Agent on that machine.

S Note: It is not possible to determine whether a node failed a test due to it’s configuration or
if invalid credentials were used to attempt a connection.
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Defining the Node Status

Dependent upon the status of the Installation Tests, each node will list with one of the following
icons:

Table 4.1 Node Status

Icon |Description

Tests have NOT been run on this node.

The installation tests have run and were successful. There is no agent installed on
. this computer by this Patch Management Server.

Note: It is possible to have an agent installed on a PC by a different Patch
Management Server if for example one node is connected to 2 different networks
and has multiple IP addresses.

The installation tests have run and were successful. The ZENworks Patch
ﬂ Management Agent is already installed on this computer.

The installation tests have run and were unsuccessful. At this time you cannot install
& an agent on this node.

Unresponsive Nodes

If a node displays a gray or yellow icon for an extended period of time, such as after all others
around it have gone green, you may be able to use Send Wake on LAN signal to bring that node up
to readiness.

Install Agent Screen

After discovery, the Install Agents section will display the discovered nodes. Some methods of
discovery, such as LDAP or Reverse DNS lookup, will list nodes even if they did not respond to
initial queries. Any nodes that remain unresponsive, may need to be turned on remotely.
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Send Wake on LAN signal

In the Install Agents screen, if you select an icon representing a node, and right click on that icon,
you will see an option: Send Wake on LAN signal.

¥ Agent Management Center

Eile Wizards Help

Discorer

B Loer

B Reverse DNS Laokup

= Domain

Install

E Install Agents
B Uninstall Agents

Manage

E Offline Agents
B Group Management

Status / Logs

E Status

E Activity Log

2

>

.

Install Agents P Network\TPAMCO!

I [=]

Remawve TP-AMC-01
Send Wake on LAN Signal
hange Credential

J

El

R

< |

Remote Computer Connection: Successiul -~
Open Remate Registry: Successhul

Copy Files: Successful

Open Service Contral Manager. Successful

Ping: Successful

Default Mame: TP-AMC-01 lab.patchlink. canm
Crederttial: Administrator

ModelD: 17

Fully Qualified Mame: TP-4kC-01 lab. patchiink, com
WINS Name: TP-AMC-01

IP Address: 10.19.2.252

| MAD Mo

uil

Refresh

[ Uss this credential for all installs:

User: I

3 1

& |nstall on hew machines only
" Install on all selected machines

Imstall

Figure 4.2 Send Wake on LAN signal

The purpose of this is to power up a properly configured node.

Note: This feature will only work if the node hardware and bios are capable of and
configured to respond to a Wake on LAN signal, which is often turned off by default.

-52 -




Using the Agent Installation Wizard

Agent Management Center v6.3 - User Guide

To Install Agents Using the Agent Installation Wizard

1. Start the Agent Installation Wizard by selecting

menubar

Discovery and Installation Wizard

Welcome to the AM

network and the subsequent

To continue, click Nest.

Thiz wizard will guide pou thraugh the process of detecting the computers on your

The AMC &gent Installation YWizard can remotely install the Agents onto the Windows
computers within wour Enterprise. Once the Agent has been installed on your
computers they will be sutomatically scanned and maintained by your Host Server

Copyright [c] PATCHLINE CORPORATION, Patchlink Update 6.3 1936, 1337,
1958, 2000, 2001, 2002, 2003, 2006. All Rights Reserved

Wizards > Agent Installation from the

C Detection and Install Wizard

deployment of Agents to those computers,

Finish

Cancel | << Back

Figure 4.3 Agent Installation Wizard

Warning: Before the Agent Installation Wizard can be run you must have successfully
completed a network discovery either through the Network Discovery Wizard or manually.
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2. Click Next to proceed through the Welcome page

Agent Installation Wizard x|

Display Computers or Discoveny Type

Detected computers can be selected from a list of all detected computers or &
network, pe,

i Computer Display
& Display All Detected Computs

" Filter Detected Computers By Netwark Type

IP Mehwark

Cancel <4 Back Mt > Firish

Figure 4.4 Filter Detected Computers

3. Select whether to display all previously discovered computers (Display all detected
computers) or to filter the computers by a specific network type (Filter detected computers
by network type)

4. Click Next

Agent Installation Wizard
Select Machines to Instal

Ta install the agent on a detected computer, select the computer|s] and click on the
right arrow button to move the computer(s) to the Install List.

Detected Iters: Irestall List
- tp-novell ;I
i tpesp01
- ¥PPO-0033-004

Cancel <4 Back it 53 Firish

Figure 4.5 Select Target Machines
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5. From the Select Machines to Install window select the computers on which to install the
ZENworks Patch Management Agent
m  To Add individually selected computers click the right arrow ( > ) button
m  To Add All computers click the double right arrow ( >> ) button
m  To Remove a selected computer click the left arrow ( < ) button
m  To Remove All selected computers click the double left arrow ( << ) button
6. Click Next

Agent Installation Wizard

Install To All Or New Machines

Indicate whether to install to all selected machines or anly machines which do nat
glready have the Patchlink Update Agent installed.

Irestall Too

i Mew - Install Agents only on computers which do not already have the agent instalied.

4l - Install Agent to all selected computers

Cancel | <7 Back Mext 3> Firish

Figure 4.6 Install to New or All Machines

7. Select whether to install the ZENworks Patch Management Agent on:

= Only the selected computers which do not already have a ZENworks Patch Management
Agent installed (the New - Install Update Agent only on computers which do not
already have the agent installed option)

m  All selected computers (the All - Install Update Agent to all selected computers option)
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8. Click Next

Agent Installation Wizard 5'

Agent Installation Credentials

Select or create the credentials to uge for agent installation,

v iUse discovered computers' default credentials

Credential: IAdm\nlstralor vI .

Cancel << Back Next »>> Finishy

Figure 4.7 Installation Credentials

9. Ifcredentials other than those used during the discovery should be used for installation, deselect
the Use discovered computers’ default credentials option and select the appropriate
credentials

S Note: If the required credentials are not available in the Credential drop-down list, you can
add new credentials by clicking the ellipsis [ . . . ] button.
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10. Click Next

Agent Installation Wizard

Agent Installation Results

The list below containg the results of each attempted agent installation. If desired, the
tesults can be saved as a commardelimited file

Current Status: |
Task Y| Status V| V|
Install ta: tp-xp01 | Install to: tp-up0l | Cancel |

Export

Cancal << Back Hest >3 | Finish |

Figure 4.8 Installation Results

11. The Agent Installation Results page will display showing the installation progress and
ultimately the outcome

outside of the AMC. To perform the export, click Export, and define the file name when

g; Tip: You can export the results grid to a comma separated (.CSV) file for further evaluation
prompted.

12. Click Finish to close the wizard

S Note: It is NOT necessary to wait for all of the tasks to show as completed prior to exiting
the wizard. If current status shows a Cancel button, meaning it is still in process, you may
still click Finish and check the status or the log at a later time. If you close the wizard before
all tasks have completed you can see the progress by selecting to view the AMC Status or
Activity Log.
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Manually Installing Agents

To install the ZENworks Patch Management Agent on computers found within your network:

1. Open the Install Agents page

2. Select the target computers from the directory tree and add them to the Selected Computers list

File ‘Wizards Help

Discover

M= Loep

E Reverse DNS Lookup

B Dramain

Install

B Inztall Agents
B Uninstall &gents

Manage

B Offine Agents
E Group Management

Status / Logs

B Status

B Achivity Log

>

»

>

Install Agents NP Network\TPAMCO1

Agent Management Center

= (=]

-y ALL
Impart
=t

Remaote Computer Connection: Successful
Open Remate Registy: Successiul

Copy Files: Successhul

Open Service Control Manager: Successful
Ping: Successful

Default Hame: TP-AMC-01
Credential Administrator

ModelD: 17

Fully Glualified MName: TP-AMC-01
WINS Hame: TP-4MC-01

IP Address: 1019.2.252

I FVAD b e

p—

Jid| KT
bt ~ Refresh
I Use this credential for allinstalls
% Install on nevs machines only
Install
User I j | ™ Install on al selected machines s

You can add individual computers, to the Selected Computers list by selecting the computer

Figure 4.9 Manually Install Agents

and clicking the add (down arrow) button

You can add entire groups of computers, to the Selected Computers list by selecting their
grouping (i.e. IP Network) and clicking the add (down arrow) button

Note: To remove a computer from Selected Computers list, select (or multi-select using
the CTRL key) the computer and click remove (up arrow) button.

- 58 -




Agent Management Center v6.3 - User Guide

3. If the credentials used to install are not the same as the credentials that discovered the Node,
select Use this credential for all installs:

Note: Selection of the Use this credential for all installs: option will apply the selected
credential to ALL computers selected for installation. Regardless of which credentials were
used during discovery.

(I

4. Select Install on new machines only to only perform the install on computers which do not
already have the ZENworks Patch Management Agent installed

Note: If you wish to install on all computers, regardless of whether there already exists a
version of the ZENworks Patch Management Agent, select the Install on all selected
machines option.

(I

5. Click Install

Note: Even when selecting the Install on new machines only option, if the number of
computers selected (whether the agent is installed on the selected computers or not) exceeds
your number of remaining licenses, the AMC will display a warning message and will not
begin the installation.

(I

6. The Current Status window will open, displaying the status of the installs

Note: If the Novell Install Service is already running, you will receive the error “The install
service already exists on the remote machine, and is scheduled for deletion. Install will not
be possible until the remote machine is rebooted,” and the installation will fail. If the service
continues to run after a reboot, open the Windows Control Panel > Administrative
tools > Services, stop the service (Novell Install) and set it to manual startup.

(I

=
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5 Managing Your ZENworks Patch
Management Agents

The Group management functionality within the Agent Management Center, allows you to view,
edit, and create custom groups used within your ZENworks Patch Management Server.

Working with Custom Groups

Owing to the great diversity of environments and resources available to the network administrator
today, customization of information is not only necessary, but critical to the proper management of
sizable networks. Depending upon the variety of resources blended into your network, custom
groups allow for many ways to express the relationships that exist and allow access by many
different parameters.

Creating Custom Groups

To Create a Custom Group
1. Open the Group Management page

Agent Management Center =] 3]

File Wizards Help

Discover : Group Management
B woap Flules Refresh
B Feverse NS Logkup Hetwork Groups
-7 ALL
= Domain 2 mport
E7) IP Network
- @ IEET
Install H
; z tp-amc-novel
----- Mictaisoft Teminal Services
B Install Agerts -7y Microsoft Windows Network
M Uninstalagents | Whiware Shared Folders
----- wieb Client Network

Manage 2

=] Oifline Agents

Status / Logs %

= status

= Activity Log

Figure 5.1 AMC Group Management

2. Right-click in the Groups pane, and select Add New Group
3. Type a logical name for the group

=
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4. Drag computers or network groupings, that have the ZENworks Patch Management Agent
installed, from the Network Pane into your new group

S Note: You cannot add a network group if ANY of the computers within that group do not
already have the ZENworks Patch Management Agent installed. This is because you are
actually adding computers to the groups within Patch Management Server, which only
recognizes computers that have the agent installed.

You can now view, edit and/or delete this custom group within the Groups page of your ZENworks
Patch Management Server

Novell. ZENworks:

Server Date and Time: $/12/2006 4:01:05 PM (GMT-07:00)
Home | Vulnerabilities | Inventory | Devices | Groups | Users | Reports | Options | Help Log Out

Groups Search (group name): | Status: [ All - |

Show results on Page Load: [ Save as Default View: [ Update View

Device Groups | Total: 13

3

Action Group Name * Devices

ALY

HP-LIX

Linuz

Mac: 05 %

hethilare

Solaris

Winzk

WinzK3

WinZK3z6d

Wings

WinNT

WinxP

H EH EHEHEHEEEEE B BB
] ] ] ] ] e e e ] e
o] ow! ] o ] o] e o w) ] ow i fowl
fefpoqfefpotfedforoifefredfoifeifoifeqfis

clm|e|[r|o|lw|[m|e|(c|e|e|a|e

WinXPx6d

|= = | 1 of1Pages = =| Rows Per Page: |25 =

Reboot Now

4. Administrator Create | Enable Disable Delete Deploy || Export | Scan Now

Figure 5.2 Patch Management Server Groups Page

B Note: While groups can be created within the AMC, they cannot be deleted without going to
the Patch Management Server Groups page.
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Managing Groups with Rules

Agent Management Center 6.3 supports rules based group management. These rules enable the
automatic and schedulable addition of computers to various groups dependent upon their Hostname
or IP Address.

The Manage Rules screen is accessible by clicking the Rules button on the Group Management
page

L raes ~=lolx|

User Created Groups: Rules:

r—Commands

Add Rule
Edit Rule
Delete Bule

Group Mame Group Desc | Rule Type |Hule Marme

Enforce
I — ] [ — [l

[Running Proceszes: 0 [ 4

Figure 5.3 Group Management Rules Dialog box

To Create a Rule

1. Select the target Group Name

B Note: You cannot create groups using rules, you can only assign rules to existing groups.
Therefore the group must already exist before you create the applicable rules.

2. Click Add Rule
3. Select the desired Rule Type

=
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m  Hostname - performs a CONTAINS query, adding any computer whose name contains the
defined text

E|

Hostname

Cieate the rule based on the Hostname.

If the computer's hosthame contains any of the characters below
then the computer will be put into the specified group.  The more
characters, the more accurate the rule will be.

Hostharne: |

Rule Type: IHﬂsmame j Lreate I Lancel

Figure 5.4 Add Rule - Hostname

m [P Address Range - performs a query adding any computers whose IP Address falls within
the defined range

£

IP Range

Create the rule based on an IP Address Range.

Starting IP Address: | . ] ] |

Ending IP Address: | R R B |

Fiule Type IIF’AddressHange =l LCreate I Cancel |

Figure 5.5 Add Rule - IP Address Range

4. Define the Hostname or IP Address Range
5. Click Create

To Edit a Rule
1. Select the target Group Name and the Rule that requires editing

2. Click Edit Rule
The Edit Rule dialog opens

3. Select Rule Type
4. Enter required information
5. Click Update

| L[|
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To Delete a Rule

1. Select the target Group Name and the Rule that requires deletion
2. Click Delete Rule

3. Click Yes, to acknowledge the delete confirmation dialog

To Enforce Rules
1. Select the Group Name upon which you will Enforce (apply) the rules

. Tip: To Enforce the rules for All Groups, click the Enforce button without selecting a group
é ) first.

2. Click Enforce
3. Acknowledge the Warning dialog

B Note: Dependent upon the number of Agents you have installed, and number of custom
groups, the Enforce action may take a few minutes.

4. Acknowledge the status dialog

=
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Creating a Group Enforcement Schedule

Enforcement (or application) of the defined grouping rules can be set to occur at regularly scheduled
intervals. This can be done through the use of the Command Line options available with the AMC
and the Windows Scheduler.

Defining the Command Line Options

To Run the AMC (Enforce Rules) From a Command Line

1. Open a command prompt and navigate to the AMC program files directory
(Default: “C:\Program Files\PatchLink\Agent Management Center”)

2. Type the name of the AMC executable (PLAgentManagementCenter.exe) with the
following options:

| ]
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Syntax

PLAgentManagementCenter.exe /ENFORCERULES /LOGPATH “C:\Logs”
/SERVER “MyServerName” /USER “UserName” /PASSWORD “Password”

Switch

Table 5.1 Command Line Switch Descriptions

Switch Description

/ENFORCERULES Enforces (applies) ALL of the defined rules (REQUIRED)
Note: Without this switch, the Graphical User Interface will launch, instead
of running the Enforce Rules option.

/LOGPATH Creates a log file (AaMC Group Enforce Results MM-DD-YYYY.log) in the
defined directory (OPTIONAL)

/SERVER Defines the ZENworks Patch Management Server name (OPTIONAL,
REQUIRED when /USER switch is used)

/USER Defines the user name used for login to the Patch Management Server
(OPTIONAL)

Note: When a user name is defined, SQL Authentication is used. To use
Windows Authentication do not include the /USER switch (the current user
credentials will be used).

/PASSWORD Defines the password for the user defined in the /USER switch (OPTIONAL,
REQUIRED when /USER switch used)

Note: The /LOGPATH option will not generate a results log file in the directed path location
if you have not yet created any custom groups in Patch Management Server. Also, do not try
to give the log a filename in the /LOGPATH switch, just the intended location, as in the
examples that follow.
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Examples

Enforce rules with a log file and specifying server name
(using Windows Authentication)
PLAgentManagementCenter.exe /ENFORCERULES /SERVER “MyServerName” /LOGPATH “C:\Logs”

Enforce rules with a log file
(using Windows Authentication)
PLAgentManagementCenter.exe /ENFORCERULES /LOGPATH “C:\Logs”

Enforce rules without a log file and specifying server name
(using Windows Authentication)
PLAgentManagementCenter.exe /ENFORCERULES /SERVER “MyServerName”

Enforce rules without a log file
(using Windows Authentication)
PLAgentManagementCenter.exe /ENFORCERULES

Enforce rules with a log file and specifying server name
(using SQL Authentication)

PLAgentManagementCenter.exe /ENFORCERULES /LOGPATH “C:\Logs”
/SERVER “MyServerName” /USER “UserName” /PASSWORD “Password”
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Creating a Windows Schedule

To Create a Scheduled Task

1. Open the Windows Scheduler
(Start > Programs > Accessories > System Tools > Scheduled Tasks)

2. Double-click Add Scheduled Task
The Scheduled Task Wizard will open

Scheduled Task Wizard |

This wizard helps you schedule a task for Windows
to perform.

“Y'ou select the program you want Windowes bo run,
and then schedule it for a convenient ime.

Click Mext to continue.

Figure 5.6 Scheduled Task Wizard - Welcome

3. Click Next

Scheduled Task Wizard |

Click the pragram you want Windows to run.
To see mare programs, click Browse:

Application ‘ Wersion | fad
@ idcoessibility Wizard 51.26000 (.. —
~d tddress Book E.00.2600.00...

d Agent M anagement Center 1.0.1938.200...
& Backup 5.1.2600.0 [x..

2 Calculator 5.1.2600.0 [x...

#7 Character Map 5.1.2600.0 [

FEW "o maned Dt E1acnnnn

Browse

Figure 5.7 Scheduled Task Wizard - Select Application

4. Click Browse... and browse to the location of the AMC
(Default location: “"C: \Program Files\PatchLink\Agent Management Center)\
PLAgentManagementCenter.exe”)
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5. Select the AMC executable (PLAgentManagementCenter. exe) and click Open

Scheduled Task Wizard X

Type a name for this task. The task name can be
the same name as the program name.

‘Agent Management Center - Enfarce Rules

Pertarm this task:
& Dad
ekly
" Manthly

" Ore time only

" When my computer starts
" Wwhen| log on

[ < Back ” Mext > ][ Cancel ]

Figure 5.8 Scheduled Task Wizard - Set Frequency

6. Type a name for the task
7. Select a frequency
8. Click Next

Scheduled Task Wizard 3

Select the time and day you want this task to start.

Start time:

E:00 AR =

Perform this task:

+ EveryDay

" ‘Weekdays

" Everp 4:
Start date:

442742006

[ < Back ” Mext > 1[ Cancel ]

Figure 5.9 Scheduled Task Wizard - Set Start Time

9. Set your preferred Start Time
10. Select how often to perform the task
11. Set the Start Date

| ]
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12. Click Next

Scheduled Task Wizard X

Enter the name and password of a uger. The tazk wil
run ag if it were started by that user,
Enter the user name: TECHPUBS<P\administrato
Enter the password: ~ |™
Confirm password: ~— |™™
If & passward is not entered, scheduled tasks might
ot .
[ <Back || MNest> [ Cancel ]

Figure 5.10 Scheduled Task Wizard - Define User

13. Type the user name (including domain) and password which will be used to execute this task
14. Click Next

Scheduled i 3]

You have successfully scheduled the Following task:
u‘ Agent Management Center - Enforce Rules

‘indows will perform this task:
Ab B:00 AM every day. starting 4/27/2008

v Open advanced properties for this task when | click
Finizh,

Click Finish to add this task to pour Windows schedule.

[ < Back ” Finish ][ Cancel ]

Figure 5.11 Scheduled Task Wizard - Final Page

15. Select the Open advanced properties for this task when I click finish option

=
-71- EE EE



Managing Your ZENworks Patch Management Agents

16. Click Finish
The advanced properties window will open

Agent Management Center - Enforce Rules E|E|

Task |Schedu\e Settings

E C:WIND OMWSAT askshagent Management Center -

Run: |ter\F‘LAgentManagemenll:entel exe /ENFORCERULES"
Browse
Start in: |"C:\Prugram FileshPatchLink'\Agent Management Center”

Comments: ‘\

Fun as; TECHPUBS»Phadministrata Set password...

¥ Enabled [scheduled task mns at specified time]

[ (1] ][ Cancel ][ Apply ]

Figure 5.12 Scheduled Task Properties - Task tab

17. On the Task tab:

a.

Type the appropriate command line parameters at the end of the Run field
All switches and parameters must be inside the quotation marks

Define the user in the Run as field

Unless SQL Authentication (via the /USER and /PASSWORD switches) is used, the user
defined here will be used when connecting with your ZENworks Patch Management
Server. Therefore, you must define a user that has access to your ZENworks Patch
Management Server
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19. Click Advanced...

20. Select the Repeat Task

Agent Management Center v6.3 - User Guide

Agent Management Center - Enforce Rules

Task | Schedule | Settings |

E 46:00 AM every day, starting 4/27/2005

Schedule Task: Start time:

I -| | B:00AM j Advanced.
Schedule Task Dail

’7 Every |1 _I:j dayls)

I™ Show multiple schedules.

[ 0K J[ Cancel ][

Figure 5.13 Scheduled Task Properties - Schedule tab

Agent Management Center - Enforce Rules

Task | Schedule | Settings |

Advanced Schedule Options:

o]

Start Date: [wednesday, — apil 27,2006 ]
I EndDate: -
Schedy I J
Daily v Repeat task
Gehe Every: |3 _l; hourg x
Eve Untl: & Time: FIOPM
" Duration: _.j hor(s] = minute(s)
I if the task is shill ranning, stop It at this fime.:

I~ Show multiple schedules.

[ o

][ Cancel ][ Apply

Figure 5.14 Advanced Schedule Options

checkbox
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21.
22,
23.
24.

25.
26.

Set how often the task should repeat

Set the time of day at which the task will stop repeating (for that day)
Click OK, returning to the Schedule tab

Select the Settings tab

Agent Management Center - Enforce Rules

Task | Schedule| Setings |

Scheduled T ask Completed
[ Delete the task if it iz not scheduled to run again.

[V Stop the task if it iuns for |72 4: o) |0 4: minute(s).

Idle: Time
[ Only start the task if the computer has been idle for at least:
4: minute(s)
If the computer has not been idle that long, retry for up to;
43 mirke(s]

™ Stop the task if the computer ceazes to be idle,

Power Management

v Don't start the task if the computer is running on batteries,
[V Stop the task if battery mode begins.

v ‘Wake the computer to run this task.

Figure 5.15 Scheduled Task Properties - Settings tab

Select the Wake the computer to run this task checkbox
Click OK to save the task
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Working With Offline Agents

Viewing Offline Agents

Viewing Offline agents is one of the functions you can perform using the AMC.

To View Offline Agents
1. Open the Offline Agents page

gt vanagement cemter il
File Wizards Help

i 2 g =

Discaver Offline Agents D ays Offline: 1 3- days or more

E LDAP Computer Mame Last Logon | Diayg Offling

= Reverse DNS Lookup WIECHPUBSOZ 4/14/2006 3:40: | 12

E Domain WTECHPUBSO3 4/22/2006 515 | 4

Install E]

B Inztall Agents

B Uninstall Agents

Manage 2

E Qffline Aigents
E Group Management

2

Status / Logs

B Status

B Activity Log

Exclude Selected Agents Delete Dffline Agents

Figure 5.16

2. Set the number of Days Offline
3. Click Search, to see agents that have been offline for longer than the specified days
4. With the resulting list of Offline Agents you can:

a. Select an agent and click the Exclude Selected Agents to remove it from the list

= Note: The Exclude Selected Agents button will remove the agent from this list untill the
next time it matches the criteria of the Days Offline search.

b. Click the Delete Offline Agents button to remove the remaining computers from your
Patch Management Server database and release the licenses used by those agents
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Uninstalling ZENworks Patch Management Agents

Another of the primary functions of the AMC is uninstalling agents on computers found within your
Domain, IP Range, or LDAP.

To Uninstall the ZENworks Patch Management Agent
1. Open the Uninstall Agents page

BE
File Mizards Help
— 4 Uninstall Agents
[ ALL - + Femote Computer Connechion: Successful -
E LDAP W Impart Open Remote Registy: Successful
=- IP Metwark, - Copy Files: Successhul

E Reverss DNS Lockup - K.3E1-0001-001 - Open Service Contral Manager: Successful
= Domain sy K3ET-0211-001 - Ping: Guccasstul

i/My K351-0153-004 - Diefault Mame: TP-&MC-01

i/ NTEB0082-004 Credential: Administratar
Install ] i/t NTTE-008E-001 - ModelD: 17

iy NTTE-O08E-002 Fully Qualiied Name: TP-AMC-01
B Install Agents - MNTTE-0090-005 - ING Mame: TR-AMC-01
= LMy NTWE-O001-001 - IP Address: 10,19.2 252 =

/i NTWE-0091-005 1 FAE Kl

Manage A v _IA
E Offline Agents
E Group Management
Status / Logs H
B Status
B Activity Log

™ Use this credential for all uninstalls:

User I ﬂ _I Uninstall

Figure 5.17 Uninstall Agents

2. Select the computers that should not have the agent from the directory tree and add them to the
Selected Computers list

®m  You can add individual computers to the Selected Computers list by selecting and clicking
the add (down arrow) button

= You can add entire groups of computers to the Selected Computers list by selecting their
grouping (i.e. IP Network) and clicking the add (down arrow) button

S Note: To remove a computer from Selected Computers list, select (or multi-select using
the CTRL key) the computer and click the remove (up arrow) button.
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.. = 76 =



Agent Management Center v6.3 - User Guide

3. Select credentials which have the authority to uninstall applications on the target computers
(usually a member of the Domain Admins group)

4. Click Uninstall

5. The Current Status window will open, displaying the status of the uninstall

already exists on the remote machine, and is scheduled for deletion. Install will not be
possible until the remote machine is rebooted,” and the uninstall will fail. If the service
continues to run after a reboot, open the Windows Control Panel > Administrative tools >
Services, stop the service (Novell Install) and set it to manual startup.

% Note: If the Install Service is already running, you will receive the error “The install service

Viewing the AMC Activity Logs

The AMC Activity Log page, allows you to view activity within a custom date range.

To View the Activity Log
1. Open the Activity Log page of the AMC

[ hgentvanagementcomer il
File ‘Mizards Help
Discover A Job starttime betwaenl 03419/2008 | ard I 03/27/2008 =l Clear Filters |
Activity Log: |
E LDAP Job Type d Start Time 7 End Time 7 Status b
B Reverse DNS Lookup p | Discover domains 9/26/2006 1210:1 | 9/26/2006 12:10:4| Finished
E Diomain Discover by domain | 9/26/2006 12:11:1 | 9/26/200612:13:0| Cancelled
Discover by IP rang | 9/26/2006 1215:5| 9/26/2006 12:17:1 | Finished
. Discover Impart File | 9/26/2008 122271 9/26/2006 12:27:1 | Finished
Install : .. Inistall agent 9/26/2006 12:28:0( 9/26/2006 12:26:0 | Started
E Install &gents .. Discover Import File | 9/26/2006 12:28:4| 9/26/2006 12:28:5| Finished
E Uninstall &gents
Manage 2
E Offline Agents

E Group Management

Status / Logs H
= Status
E Activity Log
Erport
Figure 5.18
EE EN

]
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ok wN

Click the start date drop-down arrow to select a Start date
Click the end date drop-down arrow to select an End date
Click Get Log, displaying the log for that date range

To further filter the Activity Log, click the Filter button (the funnel icon found at the top of each
column) of the column(s) by which you want to filter

To clear the filter(s), and display the complete log for the specified date range, click the Clear
Filters button

To export the results to Microsoft Excel, click the Export button
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