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About This Guide

The information in this guide is organized as follows:

¢ Part |, “Embedded Database Maintenance,” on page 9

+ Part ll, “External Database Maintenance,” on page 47

+ Part lll, “Database Management - Best Practices, Tips, Troubleshooting,” on page 65
Audience

This guide is intended for ZENworks administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the comment on this topic link at the bottom of each page of
the online documentation.

Additional Documentation

ZENworks is supported by other documentation (in both PDF and HTML formats) that you can use to
learn about and implement the product. For additional documentation, see the ZENworks
documentation website (http://www.novell.com/documentation/zenworks/).
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Retrieving and Storing the Credentials of
the Embedded PostgreSQL Database

If you have installed ZENworks with the embedded PostgreSQL database that is bundled with
ZENworks, we recommend that you store the credentials of the database for future use.

1 Retrieve the credentials of the embedded database by entering one of the following commands
at the server prompt:
zman dat abase-get-credential s
or
zman dgc
The credentials are displayed on the console.

For more information about zman, view the zman man page (man znan) on the server or
seezman(1) in the ZENworks Command Line Utilities Reference.

2 Copy the credentials and save them in a file.

To retrieve and store the credentials of Remote PostgreSQL, Oracle, or Microsoft SQL Server
databases, refer to their documentation.

Retrieving and Storing the Credentials of the Embedded PostgreSQL Database
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Changing the Ports Used by the Embedded
PostgreSQL Database

PostgreSQL uses port 5432 by default. However, ZENworks uses 54327 port for PostgreSQL. You can
change the port on which the database runs.

1 Inthe zenwor ks_dat abase. conf file, specify the new port number on which the server
listens to.

The zenwor ks_dat abase. conf fileis located in %ZENWORKS HOVE% conf on Windows
andin/etc/ opt/novel | / zenwor ks on Linux.

2 Inthe zdm xml and zenaudi t . xnl files on all the Primary Servers, specify the new port
number in the following entry:

<entry key="Port">54327</entry>

By default, the entry lists the default port number, 54327.

The zdm xm and zenaudi t . xm files are located in
YZENWORKS HOVE% conf\ dat anodel on Windows and in/ et ¢/ opt/ novel | / zenwor ks/
dat anodel on Linux.

3 Restart the database service, ZENServer, and ZENLoader services on all Primary servers:
¢+ On Windows:
1. From the Windows desktop Start menu, click Settings > Control Panel.
2. Double-click Administrative Tools > Services.

3. Restart the following services: Novell ZENworks Embedded Datastore, Novell ZENworks
Loader Service, and Novell ZENworks Server.

¢ On Linux: At the console prompt, enter the following commands in the order given:
On SLES 11:
e /etc/init.d/ novell-zenmtr stop
¢ /etc/init.d/ novell-zenserver stop
¢ /etc/init.d/ novell-zenl oader stop
e /etc/init.d/zenpostgresql restart
¢ /etc/init.d/ novell-zenserver start
¢ /etc/init.d/ novell-zenl oader start
¢ /etc/init.d/ novell-zenmmtr start
On SLES 12:
+ systenttl stop novell-zenserver. service
+ systenttl stop novell-zenl oader. service
+ systenttl restart zenpostgresq

Changing the Ports Used by the Embedded PostgreSQL Database 13
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+ systenctl start novell-zenserver. service

+ systenct!l start novell-zenl oader. service
Even though the TCP and UDP ports are changed from 2638, the database server also listens on UDP
port 2638. For more information, see the Sybase database documentation (http://

www.ianywhere.com/developer/product_manuals/sglanywhere/1001/en/html/dbdaen10/da-
serverport-network-conparm.html).

PostgreSQL uses port 5432 by default. However, ZENworks uses 54327 port for PostgreSQL. You can
change the port on which the database runs.

1 Before executing the following steps, stop the ZENworks Services on all Primary servers by
running the following configure action:
m cr of ocus-zenwor ks-configure -c Start
After running the command, under Action, select Stop.

2 Inthe zenwor ks_dat abase. conf post gresql . conf file, specify the new port number on
which the server listens to.

The zenwor ks_dat abase. conf file is located in Y ENSERVER_HOVE% conf on Windows
andin/etc/ opt/ m crof ocus/ zenwor ks on Linux.

The post gresql . conf file/ var/opt/ m crof ocus/ pgsql / dat a.
3 Inthe zdm xnl and zenaudi t . xnl files on all the Primary Servers, specify the new port
number in the following entry:

<entry key="Port">54327</entry>

By default, the entry lists the default port number, 54327.

The zdm xm  and zenaudi t . xm files are located in/ et ¢/ opt / mi cr of ocus/ zenwor ks/
dat anodel .

4 Restart the database service, ZENServer, and ZENLoader services on all Primary servers:
¢+ On Windows:
1. From the Windows desktop Start menu, click Settings > Control Panel.
2. Double-click Administrative Tools > Services.

3. Restart the following services: NovellMicro Focus ZENworks Embedded Datastore,
Novell ZENworks Loader Service, and NovellMicro Focus ZENworks Server.

+ On Linux: At the console prompt, enter the following commands in the order given:
On SLES 11:
e /etc/init.d/ mcrofocus-zenmtr stop
¢ [etc/init.d/ mcrofocus-zenserver stop

*

[etc/init.d/ mcrofocus-zenl oader stop

*

/etc/init.d/zenpostgresqgl restart

*

[etc/init.d/ mcrofocus-zenserver start

*

[etc/init.d/ mcrofocus-zenl oader start

*

[etc/init.d/ mcrofocus-zenmmtr start

Changing the Ports Used by the Embedded PostgreSQL Database
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On SLES 12:

*

*

*

*

*

*

*

systentt|
systentt|
systentt|
syst entt|
systentt|
systentt|
systentt|

stop m crof ocus-zenserver. service

stop m crof ocus-zenadm n-ngnt . servi ce
stop m crof ocus-zenl oader. servi ce
restart zenpostgresq

start mcrofocus-zenserver.service
start mcrofocus-zenadm n-ngnt. service

start m crofocus-zenl oader. service

5 Start the ZENworks Services on all Primary servers by running the following configure action:

m cr of ocus-zenwor ks-configure -c Start

6 Runm crof ocus- zenwor ks-confi gure -c Generat eCSPProperties

Even though the TCP and UDP ports are changed from 2638, the database server also listens on UDP
port 2638. For more information, see the Sybase database documentation (http://
www.ianywhere.com/developer/product_manuals/sglanywhere/1001/en/html/dbdaen10/da-
serverport-network-conparm.html).
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Backing Up the Embedded PostgreSQL
Database

The embedded Sybase SQL Anywhere database can be backed up to a directory on the local machine
or to a network location.
+ “Backing Up the Embedded PostgreSQL Database on a Windows or Linux Server” on page 17

+ “Backing up the Embedded PostgreSQL Database Running on a Windows Server to a Network
Location on a Remote Windows Machine” on page 20

+ “Backing up the Embedded PostgreSQL Database Running on a Linux Server to a Network
Location on a Remote Linux Machine” on page 22

IMPORTANT: If you want to back up the ZENworks Server that hosts the ZENworks database, you
must ensure that the ZENworks database is backed up at least once before backing up the ZENworks
Server (which only needs to be done one time). You can also back up the ZENworks database on a
regular basis. However, you can back up the server and the database in any order.

When restoring the ZENworks Server and the database, you must first restore the ZENworks Server,
then restore the latest backed-up ZENworks database.

For more information about backing up and restoring the ZENworks Server, see “Backing Up and
Restoring the ZENworks Server and Certificate Authority” in the ZENworks Disaster Recovery
Reference.

Backing Up the Embedded PostgreSQL Database on a
Windows or Linux Server

1 Store the ZENworks administrator name and password by entering the following command at
the command prompt:

zman adni n-store-credential adm nistrator

If you do not store the credentials, you must enter the ZENworks administrator name and
password for each zman command.

2 You can immediately back up the embedded PostgreSQL database. To back up the embedded
Sybase SQL Anywhere database immediately, continue with this step.

To immediately back up the embedded PostgreSQL database to a directory on the database
server by using the zman command line utility, enter the following command at the database
server console prompt:

zman dat abase- backup
conpl et e_pat h_of _t he_backup_di rectory_on_dat abase_server

Backing Up the Embedded PostgreSQL Database 17
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For example, to back up the database to the c: \ dbbackup directory on a Windows database
server, execute zman dat abase- backup c:\ dbbackup. To back up the database to the /

r oot / dbBackup directory on a Linux database server, execute zman dat abase- backup /
r oot / dbBackup.

To manually back up the embedded PostgreSQL database to a directory on the database server:
2a Stop the ZENworks services on all other ZENworks Servers in the Management Zone.
+ On Windows:
1. Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start
2. Enter the number next to the St op action.
¢ On Linux:
1. Execute the following command at the server prompt:
/ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start
2. Enter the number next to the St op action.

2b Manually copy the pgsql folder, zenwor ks_<zone_nane>. db,
zen_audi t _<zone_nane>. db, zenwor ks_<zone_nane>. | og, and
zen_audi t _<zone_nane>. | og from the database server to the new location where you
want to back up the database.

By default, the files are located in Y%ZENWORKS HOVE% dat abase on a Windows Sybase
database server, and in/ var/ opt / novel | / zenwor ks/ dat abase/ on a Linux Sybase
database server.

2c Start the ZENworks services on all other ZENworks Servers in the Management Zone.
+ On Windows:
1. Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start
2. Enter the number next to the St art action.
¢ On Linux:
1. Execute the following command at the server prompt:
/ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start
2. Enter the number next to the St art action.

3 (Conditional) To schedule the backup to run at a specific time every day or on specific days of a
month, you need to create a schedule file and run it.

3a Create a schedule file with the Create event, backupschedul e. sql , with the following
contents:

CREATE EVENT backup_schedul e_nane

SCHEDULE

speci fy_the_schedul e

A sample schedule file to back up the database at a 11 P.M. everyday is as follows:

CREATE EVENT ZENDBBackup

Backing Up the Embedded PostgreSQL Database



SCHEDULE
START TI ME '11: 00 PM
EVERY 24 HOURS

A sample schedule file to back up the database at 1:00 a.m. on the first, second, third, and
fourth day of the month is as follows:

CREATE EVENT ZENDBBackupl
SCHEDULE

START TIME "1: 00 AM

ON (1,2,3,4)

Sample schedule files are available in the

ZENwor ks_I nstal | ati on_directory:\Novel I\ Zenwor ks\ shar e\ zman\ sanpl es
\ dat abase directory on a Windows server, and in the / opt / novel | / zenwor ks/

shar e/ zman/ sanpl es/ dat abase directory on a Linux server.

3b Enter the following command at the command prompt:

zman dat abase- backup conpl ete_path_of _the_backup_directory
conpl ete_path_of backUpSchedul e. sql -d SQ._function_call

For example, to back up the database to the ¢: \ dbbackup\ day_of _t he_week directory
on a Windows server as per the schedule in the c: \ backupschedul e. sql file, enter the
following command:

zman dat abase- backup c:\dbbackup c:\backUpSchedul e. sgl -d
" DAYNAME( now( ) )"

For more information about this command, view the zman man page (man zman) on the
device, or see zman(1) in the ZENworks Command Line Utilities Reference.

4 Clear the credentials stored in Step 1 by entering the following command at the command
prompt:

zman adni n-cl ear-credenti al

According to the backup schedule, the zenwor ks_zone_nane. db database file and the
zenwor ks_zone_nane. | og transaction log file are created in the database backup directory.

If you want to change the database backup location or the backup schedule at a later time, review
the following sections:

Backing Up the Embedded PostgreSQL Database 19
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Backing up the Embedded PostgreSQL Database Running
on a Windows Server to a Network Location on a Remote
Windows Machine

To back up an embedded PostgreSQL database that is installed and running on a Windows server to
a network location on another Windows machine, you need a local machine and a remote machine.
The local machine is a Windows server with the ZENworks server components and the embedded
PostgreSQL database installed. The remote machine is a Windows machine that has the network
location to which you want to back up the database.
1 Perform the following steps on the local machine:
1a Create an administrative user and specify a password.

For example, you could specify the administrative username as Adni ni st r at or and the
password as novel | .

1b From the desktop Start menu, click Settings, click Control Panel, double-click Administrative
Tools, then double-click Services.

1c Right-click the Novell ZENworks Datastore service, then click Properties.
1d Click the Log On tab.

le Select This account, then specify the name and the password of the administrative user
created in Step 1a.

For example, specify the user as Adm ni st r at or and the password as hovel | .
1f Click OK.

2 Perform the following steps on the remote machine that has the network location where you
want to save the backup:

2a Create an account with the same credentials as the user you created in Step 1a.
For example, specify user as Admi ni str at or and password as novel | .
2b Provide Read/Write permission on the network location to the user.

3 You can immediately back up the embedded PostgreSQL database or schedule the backup to
run at a specific time. To immediately back up the database, continue with this step. To
schedule the backup to run at a specific time every day or on specific days of a month, skip to
Step 4.

To immediately back up the database to the network location on the remote machine by using
the zman command line utility, enter the following command at the database server console
prompt:

zman dat abase- backup
\\ I P_address_of the_renpte_nmachi ne\ backup_di rectory\custom directory

Where\\ | P_address_of _the_renot e_machi ne\ backup_di rect ory is the network
location on the remote machine and cust om di r ect ory_nane is a name that you specify for
a directory to be newly created by zman and into which the database files are to be backed up.

To manually back up the database to the network location on the remote machine:
3a Stop the ZENworks services on all the ZENworks Servers in the Management Zone.

3al Execute the following command at the server prompt:

Backing Up the Embedded PostgreSQL Database



novel | - zenwor ks-configure -c Start
3a2 Enter the number next to the St op action.

3b Manually copy zenwor ks_zone_nane. db and zenwor ks_zone_nane. | og from the
database server to a required location on the remote machine.

By default, the files are located in YENWORKS HOVE% dat abase on a Windows
PostgreSQL database server.

3c Start the ZENworks services on all the ZENworks Servers in the Management Zone.

3cl Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start
3c2 Enter the number next to the St art action.
4 (Conditional) To schedule the backup:

4a Create a schedule file, backupschedul e. sql , with the following contents:
CREATE EVENT backup_schedul e_nane
SCHEDULE
speci fy_the schedul e
A sample schedule file to back up the database at a 11 p.m. every day is as follows:
CREATE EVENT ZENDBBackup
SCHEDULE
START TIME '11: 00 PM
EVERY 24 HOURS

A sample schedule file to back up the database at 1:00 a.m on the first, second, third, and
fourth day of the month is as follows:

CREATE EVENT ZENDBBackupl
SCHEDULE

START TIME ' 1:00 AM

ON (1,23, 4)

Sample schedule files are available in the
ZENwor ks I nstal | ati on_directory\Novel I\ Zenwor ks\
shar e\ znman\ sanpl es\ dat abase directory.

4b Execute the following command at the command prompt:

zman dat abase- backup
\\ I P_address_of _the_renote_machi ne\ backup_di rectory\custom director
y c¢:\backUpSchedul e.sql -d SQ__function_call
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Where\\ | P_address_of _the_renot e_machi ne\ backup_directory is the
network location on the remote machine and cust om di r ect or y_nane is a name that
you specify for a directory to be newly created by zman and into which the database files
are to be backed up.

For more information about the command, view the zman man page (man zman) on the
device, or see zman(1) in the ZENworks Command Line Utilities Reference.

According to the backup schedule, zenwor ks_zone_nane. db and zenwor ks_zone_nane. | og
are created in the network location on the remote machine. The backed-up database is stored in
zenwor ks_zone_nane. db. The result of the database backup is logged in

zenwor ks_zone_nane. | og.

If you want to change the database backup location or the backup schedule at a later time, review
the following sections:

Backing up the Embedded PostgreSQL Database Running
on a Linux Server to a Network Location on a Remote Linux
Machine

To back up the embedded PostgreSQL database that is installed and running on a Linux server to a
network location on a Linux machine, you need a local machine and a remote machine. The local
machine is a Linux server with the ZENworks server components and the embedded Sybase SQL
Anywhere database installed. The remote machine is a Linux machine that has the network location
to which you want to back up the database.

You can back up the database on a Linux machine by using any Linux share such as Samba share or
NFS share.

To back up the embedded PostgreSQL database that is installed and running on a Linux server to a
network location on a Linux machine by using Samba share:
1 Create a Samba share on the remote machine:
1a Create a user by entering the user add user _name command at the command prompt.

1b Log into the remote machine with the username created in Step 1a, and set the password
by using the passwd speci fy_t he_password command.

1c Create a directory to save the database backup.
For example, create a directory with the name backup.
1d Open the Samba server settings by running the yast 2 sanba- ser ver command.

le Click the Shares tab, then click Add to specify the share name and the path to the backup
directory created in Step 1c.

For example, specify the sharename as dbbackup.
1f Select the dbbackup share, click Edit, then add the following attributes:
+ create mask = 0640
+ force user = user_name_created_in_Step la

+ guest ok =yes

*

public = yes
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+ wide links = no
+ writeable = yes
2 Create a directory on the local machine.
For example, create a directory with the name zenwor ks_dbbackup in/ r oot .

3 Mount the Samba share on the zenwor ks_dbbackup directory on the local machine by
entering the following command at the command prompt:

nmount -t snbfs //IP_address of the renote _machi ne/ share _name -0
user nane=user _nane_speci fied_in_Stepla, passwor d=passwor d_
specified in_Step_1b

| ocal _directory_nane_with_conplete path _created_in_Step2

For example:

mount -t snbfs //IP_address of the renote_nachi ne/ dbbackup -0
user name=user _nane_speci fied_i n_Stepla, passwor d=passwor d_
specified_in_Step_1b /root/zenwor ks_dbbackup

4 You can immediately back up the database or schedule the backup to run at a specific time.To
immediately back up the database, continue with this step. To schedule the backup to run at a
specific time every day or on specific days of a month, skip to Step 5.

To immediately back up the database to the network location on the remote machine by using
the zman command line utility, enter the following command at the database server console
prompt:

zman dat abase- backup dat abase_backup_directory
For example:
zman dat abase- backup /root/zenwor ks_dbbackup
To manually back up the database to the network location on the remote machine:
4a Stop all the ZENworks services on the all the ZENworks Servers in the Management Zone.
4al1 Execute the following command at the server prompt:
[ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start
4a2 Enter the number next to the St op action.

4b Manually copy zenwor ks_zone_nane. db and zenwor ks_zone_nane. | og from the
database server to a required location on the remote machine.

By default, the files are located in/ var/ opt / novel | / zenwor ks/ dat abase/ on a Linux
Sybase database server.

4c Start all the ZENworks services on the all the ZENworks Servers in the Management Zone.
4cl Execute the following command at the server prompt:
[ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start
4c2 Enter the number next to the St art action.
5 (Conditional) To schedule the backup:
5a Create a schedule file, backupschedul e. sqgl , with the following contents:

CREATE EVENT backup_schedul e_nane
SCHEDULE

speci fy_the_schedul e
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A sample schedule file to back up the database at a 11 p.m. everyday is as follows:
CREATE EVENT ZENDBBackup

SCHEDULE

START TIME '11: 00 PM

EVERY 24 HOURS

A sample schedule file to back up the database at 1:00 a.m. on the first, second, third, and
fourth days of the month is as follows:

CREATE EVENT ZENDBBackupl
SCHEDULE

START TIME ' 1:00 AM

ON (1,2, 3,4)

Sample schedule files are available in the
ZENwor ks_I nstal | ati on_directory:\Novel I\ Zenwor ks\
shar e\ zman\ sanpl es\ dat abase directory.

5b Enter the following command at the command prompt:

zman dat abase- backup dat abase_backup_directory
c:\ backUpSchedul e. sql -d SQ._function_call

For example:

zman dat abase- backup /root/zenwor ks_dbbackup c:\backUpSchedul e. sql
-d SQ__function_call

For more information about this command, view the zman man page (man zman) on the
device, or see zman(1) in the ZENworks Command Line Utilities Reference.

According to the backup schedule, zenwor ks_zone_nane. db and zenwor ks_zone_nane. | og
are created in the network location on the remote machine (/ r oot / zenwor ks_dbbackup). The
backed-up database is stored in zenwor ks_zone_nane. db. The result of the database backup is
logged in zenwor ks_zone_nane. | og.

If you want to change the database backup location or the backup schedule at a later time, review
the following sections:
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Restoring the Embedded Sybase SQL
Anywhere Database

The following sections provide information on restoring the backed-up embedded Sybase SQL
Anywhere database:

+ “Restoring the Embedded Sybase SQL Anywhere Database on a Windows Server” on page 25

+ “Restoring the Embedded Sybase SQL Anywhere Database on a Linux Server” on page 27

+ “Restoring the Embedded PostgreSQL Database on the ZENworks Appliance Server” on page 28

IMPORTANT: If the database is located on a ZENworks Server, you must first restore the ZENworks
Server, then restore the ZENworks database. Ensure that you have backed up the ZENworks Server
and the database (at least once). You can also back up the ZENworks database on a regular basis.
However, you can back up the server and the database in any order.

For more information about backing up and restoring the ZENworks Server, see “Backing Up and
Restoring the ZENworks Server and Certificate Authority” in the ZENworks Disaster Recovery
Reference.

Restoring the Embedded Sybase SQL Anywhere Database
on a Windows Server

1 Stop the ZENworks services on all the ZENworks Servers in the Management Zone. For more
information, see Step 2a on page 18 in the “Backing Up the Embedded PostgreSQL Database on
a Windows or Linux Server” on page 17.

2 At the Windows server prompt, go to
ZENwor ks I nstal | ation_directory:\novel I'\zenworks\ bi n, and enter the following
command:

Zenwor ksW ndowsDBRest or e. bat
ZENwor ks_I nstal | ati on_directory:\Novel |\ Zenwor ks\ Dat abase
c: \ dbBackup\ zenwor ks_zone_nane. db c:\ dbBackup\ zenwor ks_zone_nane. | og

NOTE: For the Audit database, go to
ZENwor ks _Instal | ation_directory:\novel I\zenworks\ bi n, and enter the following
command:

Zenwor ksW ndowsDBRest or e. bat
ZENwor ks_I nstal | ati on_directory:\Novel |\ Zenwor ks\ Dat abase
c: \ dbBackup\ zenwor ks_zone_nane. db c:\ dbBackup\zen_audit_zone_nane. | og

3 Press any key when the following message is displayed:
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Before proceeding, ensure that you have backed up any files
in:<lInstallation directory>:\Novel |\ ZENwor ks\ dat abase Press any key to
conti nue.

Enter Y when the following message is displayed:

The follow ng services are dependent on the Novell ZENworks Datastore
service. Stopping the Novell ZENworks Datastore service will also stop
these services: Novell ZENworks Loader, Novell ZENworks Agent Service,
Novel | ZENworks Server. Do you want to continue this operation? (Y/N)

[N:
Press any key when the following message is displayed:

The Novel |l ZENworks Datastore service was stopped successfully. Press
any key to continue.

Enter Yes when the following message is displayed:

Overwite <installation
di rectory>:\ Novel | \ ZENwor ks\ dat abase\ zenwor ks_<zone_nane>. db? (Yes/ No/
All)

Enter Yes when the following message is displayed:

Overwite <installation
di rect ory>:\ Novel | \ ZENwor ks\ dat abase\ zenwor ks_<zone_nane>. | og? ( Yes/ No/
All):

The backupFi | e and the backupLogFi | e are copied to
ZENwor ks_I nstal | ati on_directory:\Novel | \ ZENwor ks\ dat abase, and the database
is restored.

Run Zenwor ksW ndowsDBRest or e. bat for restoring Audit Database.

Zenwor ksW ndowsDBRest or e. bat

ZsENwor ks_I nstal | ati on_directory:\Novel |\ Zenwor ks\ Dat abase

c:\ dbBackup\ zen_audit _zone_nane. db c:\dbBackup\zen_audit_zone_nane. | og

Press any key when the following message is displayed: Bef or e proceedi ng, ensure t hat
you have backed up any files in:<lInstallation
di rect ory>:\ Novel | \ ZENwor ks\ dat abase Press any key to conti nue.

Press any key when the following message is displayed: The Novell ZENworks Embedded
Datastore service is stopping.

+ The Novel | ZENworks Enbedded Datastore service is stopping.

+ The Novel |l ZENworks Enbedded Datastore service was stopped
successf ully.

+ Press any key to continue.

Enter Yes when the following message is displayed: Overwrite <installation
di rectory>:\ Novel | \ ZENwor ks\ dat abase\ zen_audi t _<zone_name>. db? (Yes/ No/
All)

Enter Yes when the following message is displayed: Overwrite <installation
di rectory>:\ Novel | \ ZENwor ks\ dat abase\ zen_audi t _<zone_nane>. | 0g? (Yes/
No/ Al |)
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The backupFi | e and the backupLogFi | e are copied to
ZENwor ks _Instal | ati on_directory:\Novel I\ ZENwor ks\ dat abase, and the database
is restored.

13 (Conditional) If you restore the database to a location other than the one mentioned in the
zenworks_install ation_directory\novel I'\zenworks\ dat abase\ conf\ zenwor ks
_dat abase. conf and zenwor ks_audi t _dat abase. conf files to specify the new location
of the database.

14 Start all the ZENworks services on all the ZENworks Servers in the Management Zone. For more
information, see Step 2c on page 18 in the “Backing Up the Embedded PostgreSQL Database on
a Windows or Linux Server” on page 17.

Restoring the Embedded Sybase SQL Anywhere Database
on a Linux Server

1 Stop the ZENworks services on other ZENworks Servers in the Management Zone. For more
information, see Step 2a on page 18 in the “Backing Up the Embedded PostgreSQL Database on
a Windows or Linux Server” on page 17.

2 Loginto the ZENworks server as r oot .
3 Changeto/opt/ novel | / zenwor ks/ bi n, and enter the following command:

./ Zenwor ksLi nuxDBRest ore. sh -F "/root/dbBackup/ zenwor ks_zone_nane. db"

NOTE: For the Audit database, change to/ opt / novel | / zenwor ks/ bi n, and enter the
following command:

. [ Zenwor ksLi nuxDBRest ore. sh -F "/root/dbBackup/ zen_audit _zone_nane. db"

4 Enter Y when the following message is displayed:

The backup database file will OVERWRI TE the existing database. |s that
oK? [y/n]

5 Enter Y when the following message is displayed:

The novel | -zenmmtr needs to be stopped for the database restore to be
performed. Wuld you like to proceed [y/n]?

6 Enter Y when the following message is displayed:

The novel | -zenserver needs to be stopped for the database restore to be
performed. Wuld you like to proceed [y/n]?

7 Enter Y when the following message is displayed:

The novel | -zenl oader needs to be stopped for the database restore to be
performed. Wuld you like to proceed [y/n]?

The backup file is copied to / var / opt / novel | / zenwor ks/ dat abase, and the restore log
fileto/var/ opt/novel | /| og/ zenwor ks/ dbr est or e. | 0g. The database is restored

8 Start the ZENworks services on other ZENworks Servers in the Management Zone. For more
information, see Step 2c on page 18 in the “Backing Up the Embedded PostgreSQL Database on
a Windows or Linux Server” on page 17.
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Restoring the Embedded PostgreSQL Database on the
ZENworks Appliance Server

1 Ensure that you have archived your database credentials.

To archive the credentials of an internal Sybase database, perform the following tasks on
PSDB1:

1a Ensure that the database services are running.

On Windows: In the Windows Services, ensure that the status of Novell ZENworks
Embedded Datastore and Novell ZENworks Embedded Datastore For Auditing are Started.

On Linux: At the console prompt, enter/ et c/i nit. d/ postgresqgl status to verify
the status of the Sybase database. If the databases are not running, start the Sybase
database by running the/etc/init. d/ postgresqgl start command.

1b Execute the zman dgc command to get the PostgreSQL database credentials.

1c Execute the zman dgca command to get the Audit database credentials.

1d Specify the credentials of the ZENworks administrator when prompted.

le Copy and save the username and the password of the PostgreSQL database into a text file.

2 Stop the Novell ZENworks services, including the ZENworks Embedded Datastore service and
the Novell ZENworks Embedded Datastore for Auditing service on PSDB1:

2a On Windows:
2al Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start
2a2 Specify the number next to the St op action, then press Enter.
2b On Linux:
2b1 Execute the following command at the server prompt:
[ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start
2b2 Specify the number next to the St op action, then press Enter.
3 Stop the Novell ZENworks services on PSDB2:
3a Execute the following command at the server prompt:
/ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start
3b Specify the number next to the St op action, then press Enter.
4 Get the following file on PSDB2:
+ novel | - zenwor ks- postgresql -11. 4-1. x86_64. rpm

NOTE: If the Primary Servers exist, get the files from the existing msi/rpm install directories.
Else, follow the steps listed below:

4a Create a temporary directory named postgresqlin/ t np/ folder.

4b Copy the following files from PSDB1 to the temporary location that you created on PSDB2
(Step 4a on page 28).

+ For Windows:
+ novel | - zenwor ks- post gres-11. 4. x86_64. nsi
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If PSDB1 is a Windows server:

+ The MSIs are located in the following directory:
YZENWORKS HOVE% i nst al | \ downl oads\ nsi

+ The RPMs are located in the following directory:
YZENWORKS HOVE% i nst al | \ downl oads\ r pm

¢ For Linux:
+ novel | - zenwor ks- post gresql - 11. 4- 1. x86_64. r pm
If PSDB1 is a Linux server:

+ The MSIs are located in the following directory:
\opt\ novel I\ zenwor ks\i nst al I \ downl oads\ nsi \

+ The RPMs are located in the following directory:
\opt\novel I\ zenwor ks\i nst al I \ downl oads\ r pm

Or

Download the required PostgreSQL package to the temporary location that you created on
PSDB2 (Step 4a on page 28).

+ For Windows: Launch the shipped ISO file and extract the contents in the media
drive. Download the PostgreSQL package from the MSI folder as shown below:

D: \ Zenwor ks2020\ Conmon\ nsi \ novel | - zenwor ks- post gr es-
11. 4. x86_64. nsi

+ For Appliance: Mount the shipped ISO file to any location (for example: / t np) using
the following command:

nmount Zenwor ks2020 -o | oop/tnp/ ZCM

From the media root (for example: /t np/ ZCM, download the PostgreSQL package
from the rpm folder as shown below:

[t np/ ZCM Common/ r pmd novel | - zenwor ks- post gresql - 11. 4-
1. x86_64.rpm

5 On PSDB2, install novel | - zenwor ks- post gres-11. 4. x86_64. msi or novel | -
zenwor ks- post gresql -11. 4-1. x86_64. rpm

On an Appliance server: At the server prompt, execute the following command:

rpm-Wh <conpl ete_pat h_of _directory_that_contai ns_Post greSQL_MSI >/
sybase- asa- 12. 0. 1- 3873. x86_64. r pm

For example:
rpm-Wh /tnp/postgresql/novell-zenworks-postgresql-11.4-1.x86_64.rpm
The PostgreSQL database is now installed on PSDB2.

6 On PSDB2, ensure that the installed EBF version is 12.0.1.3924 by running the dbl ocat e utility.

The dbl ocat e utility is located in the %ZENWORKS HOVE% shar e\ ASA\ Bl N64 directory on a
Windows database server and in the / opt / novel | / zenwor ks/ shar e/ sybase/ bi n32s
directory on a Linux database server.

7 On PSDB2, install novel | - zenwor ks- sybase-1i bs-12.0. 1. 3924. x86_64. nsi or
novel | - zenwor ks- sybase-1ibs-12.0. 1- 3873. x86_64. rpm

On an Appliance server: At the server prompt, execute the following command:
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rpm-Wh <conpl ete_path_of _directory_that _contains_Sybase-|ibs_Msl >/
novel | - zenwor ks- sybase-1i bs-12.0. 1-3873. x86_64.rpm --force

For example:

rpm-UWvh /tmp/ sybase/ novel | - zenwor ks- sybase- i bs-12. 0. 1-3873. x86_64. r pm
--force

Change the password of the zenworks user account by using the following command:
passwd zenwor ks
Copy the database files from PSDB1 to PSDB2:

9a Create a directory with the name dat abase in/var/ opt/ novel | / zenwor ks/ on an
Appliance PSDB2.

9b Copy all the files from Y%ZENWORKS HOVE% dat abase\ on Windows PSDB1 to
YZENWORKS HOVE% dat abase\ on Appliance PSDB2, and from / var/ opt / novel | /
zenwor ks/ dat abase/ on Linux PSDB1 to/ var/ opt/ novel I / zenwor ks/ dat abase/
on Appliance PSDB2.

Copy the zenwor ks_dat abase. conf file and the zenwor ks_audi t _dat abase. conf file
from PSDB1 to PSDB2. The zenwor ks_dat abase. conf file and the

zenwor ks_audi t _dat abase. conf file are located in the Y%ZENWORKS HOVE% conf \
directory on a Windows Primary Server, and in the / et ¢/ opt / novel | / zenwor ks/ directory
on a Linux Primary Server.

On PSDB2, ensure that zenwor ks_dat abase. conf and zenwor ks_audi t _dat abase. conf
contain the correct database path.

For example, / var/ opt / novel | / zenwor ks/ dat abase/ zenwor ks_zone_nane. db is the
database path on a Linux device.

On all the Primary Servers in the Management Zone, update zdm xm with the correct address
of PSDB2 (the new database server). The zdm xm file is located in

ZENwor ks_i nst al | ati on_pat h\ conf\ dat anbdel on a Windows Primary Server, and in /
et ¢/ opt/ novel | / zenwor ks/ dat anbdel on a Linux Primary Server.

On the PSDB2 linux server, run the per m ssi on. sh command in the / opt/ novel | /
zenwor ks/ bi n directory.

Reboot the PSDB2 server.

Start all the ZENworks Services except Novell ZENworks Embedded Datastore and Novell
ZENworks Embedded Datastore For Auditing on PSDB1:

15a On Windows: Perform the following steps:
15al1 Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start
15a2 Specify the number next to the St art action, then press Enter.
15b On Linux: Perform the following steps:
15b1 Execute the following command at the server prompt:
[ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start

15b2 Specify the number next to the St art action, then press Enter.
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16 Assign the database role to PSDB2 by running the following command in the DBISQL utility:

updat e zZenServer Rol es set i d=<OxNew DB servers GJI D>, position=(sel ect

max( posi tion) from zZENServer Rol es where i d=<OxNew DB servers GU D>) +1
wher e Rol es=' Dat abase'
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Moving the Data from an Embedded
Sybase Database to an External Sybase
Database

ZENworks allows you move the data from a Sybase SQL Anywhere database (embedded Sybase
database) to an OEM Sybase database (external Sybase database).

+ “Preparing to Move the Data” on page 33

+ “Moving the Data from the Internal Sybase to the External Sybase” on page 33

Preparing to Move the Data

Before moving the data from an internal Sybase database to an external Sybase database, perform
the following:

+ Ensure that ZENworks is installed with an internal Sybase database on a Windows or Linux
device.

+ Install the external Sybase database. For more information on how to install an external Sybase
database, for Windows, see “” for Linux, see “Linux Installation Workflow”in the ZENworks

Server Installation.

Moving the Data from the Internal Sybase to the External
Sybase

1 On the device that has the external Sybase database installed, stop the Novell ZENworks
Embedded Datastore service.

+ On Windows:
1. From the Windows desktop Start menu, click Settings > Control Panel.
2. Double-click Administrative Tools > Services.

3. Right-click the Novell ZENworks Embedded Datastore service, then click Stop, or select
the Novell ZENworks Embedded Datastore service, then click g on the toolbar.

¢ On Linux: At the console prompt, enter
e /etc/init.d/ sybase-asa stoponSLES11
+ systenttl stop sybase-asa.service onSLES 12

2 On the device that has the external Sybase database installed, stop the Novell ZENworks
Embedded Datastore for auditing service.

¢+ On Windows:
1. From the Windows desktop Start menu, click Settings > Control Panel.
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2. Double-click Administrative Tools > Services.

3. Right-click the Novell ZENworks Embedded Datastore For Audit service, then click Stop,
or select the Novell ZENworks Embedded Datastore For Audit service, then click on the
toolbar.

¢ On Linux: At the console prompt, enter
e /etc/init.d/ sybase-audit-asa stoponSLES11
+ systenttl stop sybase-audit-asa.service onSLES 12

3 Stop the ZENworks services on all the ZENworks Servers in the Management Zone. For more
information, see Step 2a on page 18 in the “Backing Up the Embedded PostgreSQL Database on
a Windows or Linux Server” on page 17.

4 From the device that has the internal Sybase database installed, copy
zenwor ks_dat abase. conf and all files within the dat abase directory to the appropriate
directories on the device that has the external Sybase database.

The zenwor ks_dat abase. conf is located in the ZENwor ks_i nst al | ati on_pat h\ conf\
directory on Windows and in the / et ¢/ opt / novel | / zenwor ks/ directory on Linux.

The dat abase directory is located in ZENwor ks_i nstal | ati on_pat h on Windows and in
the / var/ opt/ novel | / zenwor ks/ directory on Linux.

5 On the device that has the external Sybase database installed, open
zenwor ks_dat abase. conf and ensure that it contains the correct path of the database file.

6 On the device that has the internal Sybase database installed, edit zdm xm and
zenaudi t . xm (located in ZENwor ks_i nst al | ati on_pat h\ conf\ dat anodel on
Windows and in/ et ¢/ opt / novel | / zenwor ks/ dat anodel on Linux):

+ Change the value of the Enbedded entry key to f al se. By default, itistrue.

+ Set the value of the Ser ver entry key to the IP address of the device that has the external
Sybase database installed.

+ ensure that the value of the Port entry key is the port number on which the external
Sybase database is running.

7 On the device that has the external Sybase database installed, start the Novell ZENworks
Embedded Datastore service.

+ On Windows:
1. From the Windows desktop Start menu, click Settings > Control Panel.
2. Double-click Administrative Tools > Services.

3. Right-click the Novell ZENworks Embedded Datastore service, then click Start, or select
the Novell ZENworks Embedded Datastore service, then click ¥ on the toolbar.

¢ On Linux: At the console prompt, enter
e /etc/init.d/ sybase-asa start onSLES11
+ systenct!| start sybase-asa. service onSLES 12

8 On the device that has the external Sybase database installed, start the Novell ZENworks
Embedded Datastore for auditing service.

+ On Windows:

1. From the Windows desktop Start menu, click Settings > Control Panel.
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2. Double-click Administrative Tools > Services.

3. Right-click the Novell ZENworks Embedded Datastore service, then click Start, or select
the Novell ZENworks Embedded Datastore service, then click ¥ on the toolbar.

+ On Linux: At the console prompt, enter/ et c/init.d/ sybase-audit-asa start.

9 Delete the database role for the device that has the internal Sybase database installed by
running the following command in the DBISQL utility on the external database server:

del ete from zZenServer Rol es where Rol es = ' Dat abase’';
conmi t;
10 Remove the Novell ZENworks Embedded Datastore service from the device that has the internal
Sybase database installed:
On the Windows device: Perform the following tasks:
1. Atthe server prompt, execute the following command:
sc del ete SQLANYs ZENDat ast ore

2. Edit the%Z ENWORKS_HOVE% conf\ noni t or . conf to remove dbsr v10 from the line
hi ghpriority=zenserver, casaserver, dbsrv10.

On the Linux device: Perform the following tasks:

1. Stop the Novell ZENworks Embedded Datastore service by executing the following
command at the console prompt:

e /etc/init.d/ sybase-asa stoponSLES11
+ systenctl stop sybase-asa.service onSLES 12
2. Perform any of the following:
¢ OnSLES 11:
1. Rename sybase-asa to sybase-asal by executing the following command:
mv sybase- asa sybase-asal

2. Editthe /etc/opt/novell/zenworks/ nonitor. conf toremove sybase-
asa from the line ser vi ces=novel | - zenserver novel | -zenl oad
sybase- asa.

¢ OnSLES 12:

Rename sybase- asa. servi ce to sybase-asa. servicelinthe/usr/lib/
syst end/ syst emfolder.

11 Remove Novell ZENworks Embedded Datastore audit service from the device that has the
internal Sybase database installed:

On the Windows device: Perform the following tasks:
1. Atthe server prompt, execute the following command:
sc del ete SQANYs_ ZENAudi t Dat astore

2. Edit the%Z ENWORKS HOVE% conf \ noni t or. conf to remove dbsr v10 from the line
hi ghpri ority=zenserver, casaserver, dbsrv10.

On the Linux device: Perform the following tasks:

1. Stop the Novell ZENworks Embedded Audit Datastore service by executing the following
command at the console prompt:

/etcl/linit.d/ sybase-audit-asa stop
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2. Rename sybase-asa to sybase-asal by executing the following command:
nmv sybase-audit-asa sybase-audit-asal

3. Edit the to remove sybase- audit - asa from the line servi ces=novel | - zenser ver
novel | - zenl oad sybase-audit - asa.

12 Start all the ZENworks services on all the ZENworks Servers in the Management Zone. For more
information, see Step 2c on page 18 in the “Backing Up the Embedded PostgreSQL Database on
a Windows or Linux Server” on page 17.

The ZENworks Server now points to new database.
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Moving the Internal Sybase Database from
One Primary Server to Another Primary
Server

Assume that the Primary Server that currently hosts the internal Sybase database is called PSDB1.
Assume that the Primary Server or the new device to which you want to move the internal Sybase
database is called PSDB2.

1 Ensure that you have archived your database credentials.

To archive the credentials of an internal Sybase database, perform the following tasks on
PSDB1:

la Ensure that the database services are running.

On Windows: In the Windows Services, ensure that the status of Novell ZENworks
Embedded Datastore and Novell ZENworks Embedded Datastore For Auditing are Started.

On Linux: At the console prompt,

Enter/etc/init.d/ sybase-asa status onSLES11orsystenct| status
sybase- asa. servi ce on SLES 12 to verify the status of the Sybase database.

Enter/etc/init.d/ sybase-audit-asa status onSLES11orsystentct| status
sybase-audi t - asa. servi ce on SLES 12 to verify the status of the Audit database.

If the databases are not running, start the
Sybase database by running the:
e [etc/init.d/ sybase-asa start onSLES 11.
+ systenttl| start sybase-asa. service onSLES 12.
Audit database by running:
e /etc/init.d/sybase-audit-asa start onSLES 11.
+ systentt!| status sybase-audit-asa.serviceonSLES12.
1b Obtain the Sybase database credentials by running the zman dgc command.
1c Obtain the Audit database credentials by running the zman dgca command.
1d Provide the credentials of the ZENworks administrator when prompted.

le Copy and save the user name and the password of the Sybase database and the Audit
database into a text file.

2 Stop the Novell ZENworks services, including the ZENworks Embedded Datastore service and
the Novell ZENworks Embedded Datastore For Auditing service on PSDB1:

2a On Windows: Perform the following steps:
2al Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start

2a2 Specify the number next to the St op action, then press Enter.
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2b On Linux: Perform the following steps:
2b1 Execute the following command at the server prompt:
[ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start
2b2 Specify the number next to the St op action, then press Enter.
3 Stop the Novell ZENworks services on PSDB2:
3a On Windows: Perform the following steps:
3al Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start
3a2 Specify the number next to the St op action, then press Enter.
3b On Linux: Perform the following steps:
3b1 Execute the following command at the server prompt:
[ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start
3b2 Specify the number next to the St op action, then press Enter.
4 Procure the following files on PSDB2 based on your operating system:
For Windows:
¢ sybase-asa-17.0. 0. 26419. x86_64. nsi
+ novel | - zenwor ks- sybase-1ibs-17.0. 0. 26419. x86_64. nsi
For Linux:
+ sybase-asa-17. 0. 0- 26387. x86_64. r pm
+ novel | - zenwor ks- sybase-1i bs-17. 0. 0-26387. x86_64. r pm

NOTE: If the primary servers exist, procure the files from the existing msi/rpm install
directories. Otherwise, follow the steps listed below.

4a Create a temporary directory named sybase in c: if PSDB2 is a Windows device, and in /
t mp/ if PSDB2 is a Linux device.

4b Copy the following files from PSDB1 to the temporary location that you created on PSDB2
(Step 4a on page 38).

¢ For Windows:
+ sybase-asa-17. 0. 0. 26419. x86_64. nsi
+ novel | - zenwor ks- sybase-1ibs-17.0.0. 26419. x86_64. nsi
If PSDB1 is a Windows server:

+ The MSlIs are located in the following directory:
YZENVWORKS HOVE% i nst al | \ downl oads\ nsi

+ The RPMs are located in the following directory:
Y%ZENWORKS HOVE% i nst al | \ downl oads\r pm

¢ For Linux:
+ sybase-asa-17. 0. 0- 26387. x86_64. rpm
+ novel | - zenwor ks- sybase-1ibs-17.0.0-26387. x86_64.rpm
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If PSDB1 is a Linux server:
+ The MSIs are located in the following directory:
\opt\ novel I\ zenwor ks\i nst al | \ downl oads\ nsi \
+ The RPMs are located in the following directory:
\opt\novel I\ zenwor ks\i nst al I \ downl oads\rpm
Or

Download the required Sybase SQL Anywhere Embedded EBF package to the temporary

location that you created on PSDB2 (Step 4a on page 38).

+ For Windows: Launch the shipped ISO file and extract the contents in the media

drive. Download the Sybase SQL Anywhere Embedded EBF 3924 package from the msi

folder as shown below:

D: \ Zenwor ks11SP4\ Common\ nsi \ sybase-asa-17. 0. 0. 26419. x86_64. mrsi
+ For Linux: Mount the shipped ISO file to any location (for example: / t np) using the

following command:
nmount Zenwor ks11SP4 -o | oop/tnp/ ZCM

From the media root (for example: /t np/ ZCM, download the Sybase SQL Anywhere

Embedded EBF 3873 package from the rpm folder as shown below:
[t np/ ZCM Common/ r pni sybase-asa-17. 0. 0- 26387. x86_64. r pm

5 On PSDB2, install sybase-asa-17. 0. 0. 26419. x86_64. nsi or sybase-asa-17. 0. 0-

26387.x86_64.rpm
+ On a Windows server: At the server prompt, execute the following command:

nsi exec /i

<conpl ete_path_of directory_that contains_Sybase ASA Msl| >\ sybase-

asa-17.0.0.26419. x86_64. msi TARGETDI R=" %ZENWORKS_HOME% shar e"
ALLUSERS=2

For example:

nei exec /i c:\sybase-asa-17.0.0.26419. x86_64. nsi
TARGETDI R=" %ZENWORKS HOVE% shar e" ALLUSERS=2

+ On a Linux server: At the server prompt, execute the following command:

rpm-Wh <conplete_path_of _directory_that _contai ns_Sybase_ ASA MSI >/

sybase-asa-17. 0. 0- 26387. x86_64.rpm --force

For example:

rpm-Wh /tnp/sybasel/ sybase-asa-17. 0. 0-26387. x86_64.rpm --force
The Sybase database is now installed on PSDB2.

6 On PSDB2, ensure that the installed EBF version is 17.0.0.26419 or higher by running the
dbl ocat e utility.

The dbl ocat e utility is located in the YZENWORKS HOVE% shar e\ ASA\ Bl N64 directory on a

Windows database server and in the / opt / novel | / zenwor ks/ shar e/ sybase/ bi n32s

directory on a Linux database server.

7 On PSDB2, install novel | - zenwor ks- sybase-1i bs-17.0. 0. 26419. x86_64. nsi or
novel | - zenwor ks- sybase-1i bs-17. 0. 0- 26387. x86_64.rpm

+ On a Windows server: At the server prompt, execute the following command:
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nei exec /i <conpl ete_path_of directory_that_contai ns_Sybase-

l'i bs_MSI >\ novel | - zenwor ks- sybase-1i bs-17.0.0.26419. x86_64. nsi
TARCETDI R="{Parent of the Novell\ZENworks directory structure}"
ALLUSERS=2 REBOOT=Real | ySuppress/

| *v<conpl ete_path_of _directory_that_contai ns_Sybase-

l'i bs_MSI >\ novel | - zenwor ks- sybase- 1 i bsl og. t xt

For example:

nsi exec /i c:\sybase\novell-zenworks-sybase-|i bs-

17.0.0.26419. x86_64. nsi TARGETDI R="{C.\Program Fi |l es (x86)"
ALLUSERS=2 REBOOT=Real | ySuppress/|*v c:\sybase\novel | - zenwor ks-
sybase- | i bsl og. t xt

On a Linux server: At the server prompt, execute the following command:

rpm -Wh <conplete path of directory_that _contains_Sybase-
l'i bs_MSI >/ novel | - zenwor ks- sybase-1i bs-17.0.0-26387.x86_64.rpm - -
force

For example:

rpm-UWh /tnp/sybase/ novel | - zenwor ks- sybase-1i bs-17. 0. 0-
26387.x86_64.rpm --force

8 (Conditional) If PSDB2 is a Windows Primary Server, import the registry keys that add the
ZENworks Embedded Datastore service to PSDB2:

8a Download enmbedded_dat astore-edit_me_first. zi p from the Novell Downloads
website (https://download.novell.com/Download?buildid=5XgKbcTLiss) to a temporary

location on PSDB2, then extract the contents of the ZIP file.

The ZIP file contains the enbedded_dat abase. r eg file and the
enbedded_audi t _dat abase. regfile.

8b Open enbedded_dat abase. reg and enbedded_audi t _dat abase. regin a text

editor, then make the following changes:

+ Change the value of Obj ect Nane to the local _z_ username that is created after you

install ZENworks. By default, the value of Cbj ect Naneis.\\ _z 10 2 .
To find the local _z username, do one of the following:

+ At the command prompt, enter net user|find /i "__z".

¢ Open the Windows Computer Management, then browse to System Tools > Local

User and Groups > Users.

For example, if the resultant valueis __z 0 244 Admi ni strator  ASPNET,

the local _z_ usernameis __z 0 224 . The value of Obj ect Nang in

enbedded_dat abase. r eg must be changed from__z_10_2_ to__z 0_224 .
Ensure that the value is prepended with a period (.) and two backslashes (\\), such as

A\ 7 0224

+ On PSDB2, ensure that the value of Par anet er s contain the correct path of
zenwor ks_dat abase. conf in the enbedded_dat abase. r eg file and

zenwor ks_audi t _dat abase. conf in the enbedded_audi t _dat abase. r eg file.
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IMPORTANT: In the value for Par anet er s, the double quote (") and the backslash \
characters must be escaped by placing a backslash in front. For example, if

zenwor ks_dat abase. conf is located in d: \ novel | \ zenwor ks\ conf\, the value
of Paraneters is

"\"@l:\\ Novel | \\ ZENwor ks\\ conf\\ zenwor ks_dat abase. conf\""

8c Double-click the enbedded_dat abase. r eg file and the
enbedded_audi t _dat abase. r egfile.

8d When you are prompted to add the content of the enbedded_dat abase. r eg file and
enbedded_audi t _dat abase. r eg file to the registry, click Yes.

8e Go to HKLM SYSTEM Cur r ent Cont r ol Set\ servi ces\ SQLANYs_ZENDat aSt or e and
verify the ImagePath value to ensure it is pointing to dbsrv17. exe.

For example:

C.\Program Fi |l es (x86)\ Novel |\ ZENwor ks\ shar e\ ASA\ Bl N64\ dbsrv17. exe
- hvSQLANYs_ZENDat ast or e

8f Goto
HKEY LOCAL MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ SQLANYs_ZENAud
i t Dat ast or e and verify the ImagePath value to ensure it is pointing to dbsrv17. exe.

For example:

C.\Program Fi |l es (x86)\ Novel I\ ZENwor ks\ shar e\ asa\ Bi n64\ dbsrv17. exe
- hvSQLANYs_ZENAudi t Dat ast ore

NOTE: Sybase services are available only on first primary server. To start the Sybase service, you
need to reboot all windows primary servers.

9 If PSDB2 is a Windows Primary Server, perform either of the following options:
+ Option 1:
1. Change the password of the local _z user account.

For more information about how to change the password of a user account, see the
Microsoft Windows documentation.

2. Change the password of the Novel | ZENwor ks Enbedded Dat ast ore, Novel |
ZENwor ks Enbedded Dat astore For Auditing, Novel |l ZENworks Join
Proxy, Novel | ZENwor ks Loader, Novel | ZENwor ks Preboot Policy
Servi ce, Novel | ZENwor ks Preboot Service, Novel | ZENwor ks Server,
Novel I ZENwor ks servi ces Monitor, and CasaAut hTokenSvc services:

a. On Services (Local), right-click the service, then select Properties.
b. On the property page, click Log On > This account, then specify a Password.
c. Click Apply, then OK.

+ Option 2:

Change the Log On account of the Novel | ZENwor ks Enbedded Dat ast ore, and
Novel | ZENwor ks Enbedded Dat astore For Auditi ng services:

1. On Services (Local), right-click the service, then select Properties.
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2. On the property page, click Log On > Local System account > Allow service to interact
with desktop.

3. Click Apply, then OK.

(Conditional) If PSDB 2 is a Linux Primary Server, change the password of the zenworks user
account by using the following command:

passwd zenwor ks
Copy the database files from PSDB1 to PSDB2:

11a Create a directory with the name dat abase in ZENWORKS_HOME% on Windows PSDB2,
andin/var/opt/novel I / zenwor ks/ on Linux PSDB2.

11b Copy all the files from %ZENWORKS HOMVE% dat abase\ on Windows PSDB1 to
Y%ZENWORKS HOVE% dat abase\ on Windows PSDB2, and from / var/ opt / novel | /
zenwor ks/ dat abase/ on Linux PSDB1 to/ var/ opt/ novel I / zenwor ks/ dat abase/
on Linux PSDB2.

Copy the zenwor ks_dat abase. conf file and the zenwor ks_audi t _dat abase. conf file
from PSDB1 to PSDB2. The zenwor ks_dat abase. conf file and the

zenwor ks_audi t _dat abase. conf file are located in the Y%ZENWORKS HOVE% conf \
directory on a Windows Primary Server, and in the / et ¢/ opt / novel | / zenwor ks/ directory
on a Linux Primary Server.

On PSDB2, ensure that zenwor ks_dat abase. conf and zenwor ks_audi t _dat abase. conf
contain the correct database path.

For example, / var/ opt / novel | / zenwor ks/ dat abase/ zenwor ks_zone_nane. db is the
database path on a Linux device.

On all the Primary Servers in the Management Zone, take a backup of the zdm xm and
zenaudi t . xm files. Then, update the Ser ver entry key (<entry key=<"Server">)inthe
zdm xm and zenaudi t. xnml files with the correct address of PSDB2 (the new database
server).

NOTE: If the zdm xm and zenaudi t . xni files reside within the Primary Server that contains
the new database server, then it is recommended that you update the local host address
127. 0. 0. 1 as the Server entry key.

These files are located in ZENwor ks_i nst al | ati on_pat h\ conf\ dat anodel on a Windows
Primary Server, and in / et ¢/ opt / novel | / zenwor ks/ dat anbdel on a Linux Primary Server.

On the PSDB2 linux server, run the per m ssi ons. sh command in the / opt / novel | /
zenwor ks/ bi n directory.

If PSDB1 is a Linux Primary Server:
+ Remove sybase-asa sybase-audit-asa entries in /etc/opt/novell/zenworks/monitor.conf.
+ Disable the Sybase database services:
+ SLES 11: chkconfi g sybase-asa sybase-audit-asa of f
+ SLES 12:systenct!| disable sybase-asa sybase-audit-asa
On the PSDB2 linux server, run the following commands:
¢ OnSLES 11
etc/int.d/ Sybase-asa start
/etcl/int.d/ sybase-audit-asa start
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¢ OnSLES 12
systentt| enabl e sybase-asa. service
systentt| enabl e sybase-audit-asa. service
18 Reboot the PSDB2 server.

19 Start all the ZENworks services except Novell ZENworks Embedded Datastore and Novell
ZENworks Embedded Datastore For Auditing on PSDB1:

19a On Windows: Perform the following steps:
19al Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start
19a2 Specify the number next to the St art action, then press Enter.
19b On Linux: Perform the following steps:
19b1 Execute the following command at the server prompt:
Jopt/novell/zenworks/bin/novell-zenworks-configure -c Start
19b2 Specify the number next to the St art action, then press Enter.
20 Assign the database role to PSDB2 by running the following command in the DBISQL utility:

updat e zZenServer Rol es set i d=<OxNew DB servers GJI D>, position=(sel ect
max( posi tion) from zZENServer Rol es where i d=<OxNew DB servers GU D>) +1
wher e Rol es=' Dat abase'
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Migrating the Data from an Internal Sybase
Database to an External Oracle Database

ZENworks allows you migrate the data from an internal Sybase database running on a ZENworks
Primary Server to an Oracle database installed on a device that does not have the ZENworks
installed.

Review the following to migrate the database:

*

*

*

“Preparing to Move the Data” on page 45
“Migrating the Data from the Internal Sybase Database to an Oracle Database” on page 47

“Post-Migration Tasks” on page 50

Preparing to Move the Data

Before migrating the data from the Sybase database to Oracle database, perform the following:

*

Ensure that the license state of ZENworks is Active. The product must be installed and running
either in the licensed version or the evaluation version.

Save all the reports, ri ght s. xm , and owner shi p. xm by using ther eport - save (rpsv)
(destination fol der)command. The XML files contain rights and ownership details of all
the reports.

Ensure that the Primary Server to which the Sybase database is configured has been upgraded
to ZENworks.

Ensure that the ZENworks Primary Server has an internal Sybase database installed.
Ensure that the Oracle database is installed on a device that does not have ZENworks installed.

Ensure that the USERS tablespace has sufficient space to create and store the ZENworks
database schema. The tablespace requires a minimum of 100 MB to create ZENworks database
schema without any data in it and an appropriate additional space depending upon the size of
the database to be migrated. The database migration utility uses only the USERS tablespace by
default. You cannot manually specify any other tablespace during the migration.

Ensure that the NLS_CHARACTERSET parameter is set to AL32UTF8 and the
NLS NCHAR_CHARACTERSET parameter to ALI6UTF16 by running the following query at the
database prompt:

sel ect paraneter, value fromnls_database paraneters where paraneter
li ke ' %UCHARACTERSET% ;

Ensure that the sharename, filename, and path columns do not contain blank strings in the
NC_VRBSOFTWARE table. In case these column have blank strings, delete those records from
the table. Deleting these records will remove the usage of these software from database.

Query to delete the records from NC_VRBSOFTWARE:
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DELETE FROM NC_VRBSOFTWARE WHERE SHARENAME='' OR PATH="' OR FI LENAME="'
OR SHARENAME |'S NULL OR PATH I S NULL OR FI LENAME | S NULL;

+ (Conditional) If you want to migrate the database by creating a new user schema, ensure that
the following additional requirements are met:

+ You must be aware of the database administrator credentials.
+ Atablespace must already exist for associating to the Oracle access user

+ You can choose to migrate the database by using an existing user schema that resides on a
server in your network in the following scenarios:

¢ The database administrator creates a user schema with the necessary rights and you get
the credentials for that user schema from the database administrator. In this case, the
database administrator credentials are not required to migrate the database.

+ You create a user schema in the Oracle database and choose to use it during the database
migration.

If you want to migrate the database by using an existing user schema, ensure that the following
additional requirements are met:

+ Ensure that the user schema has the following rights to create the database.

CREATE SESSI ON
CREATE_TABLE
CREATE_VI EW
CREATE_PROCEDURE
CREATE_SEQUENCE
CREATE_TRI GGER

+ Ensure that the quota for the user schema is set to Unlimited on the USERS tablespace.

+ Manually stop the ZENworks services running on all the ZENworks Servers in the Management
Zone.

¢+ On Windows:
1. Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start
2. Enter the number next to the St op action.
¢ On Linux:
1. Execute the following command at the server prompt:
[ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start

2. Enter the number next to the St op action.

NOTE: If external Sybase database is installed by using Sybase installer instead of OEM installer
from ZCM iso, then “Novell ZENworks Embeded Datastore Service” does not exists in database
server. The external database service should be running before initiating the database
migration.

+ Ensure that the Novell ZENworks Embedded Datastore service on the Primary Server is running.
¢+ On Windows:

1. From the Windows desktop Start menu, click Settings > Control Panel.
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2. Double-click Administrative Tools > Services.

3. Ensure that the status of the Novell ZENworks Embedded Datastore service is Started.
+ On Linux: At the console prompt, enter:

+ /etc/init.d/ sybase-asa status onSLES11.

+ systentt!| status sybase-asa. service onSLES 12.

+ Ensure that the Novell ZENworks Embedded Datastore for auditing service on the Primary
Server is running.

+ On Windows:
1. From the Windows desktop Start menu, click Settings > Control Panel.

2. Double-click Administrative Tools > Services.

3. Ensure that the status of the Novell ZENworks Embedded Datastore For Auditing
service is Started.

¢ On Linux: At the console prompt, enter
e /etc/init.d/ sybase-audit-asa status onSLES11.
+ systentt!| status sybase-audit-asa.serviceonSLES12.

+ (Optional) The status of database migration is logged into the novel | - zenwor ks-
confi gure. | og file. By default, only the messages of the type Info and Severe are logged. If
you want other message types (such as Finer, Finest, and Warning) to also be logged into the
file, do the following in the novel | - zenwor ks- confi gure. properti es file:

1. Set the value of Logger . | ogLevel to the appropriate message type.

For example, if you want messages of the type Finest to be logged:
#Logger . | ogLevel = FI NEST
2. Uncomment the line by removing the “#” as follows:
Logger. | ogLevel = FI NEST

The novel | - zenwor ks- confi gure. properti es fileis located in
YZENWORKS _HOVE% conf\ on Windows and in/ et ¢/ opt/ novel | / zenwor ks/ on Linux.

Migrating the Data from the Internal Sybase Database to
an Oracle Database

+ “Migrating the Data from the Internal Sybase Database to an Oracle Database” on page 48

+ “Resuming the Database Migration” on page 49

Migrating the Data from the Internal Sybase Database to an
Oracle Database

1 Ensure that all the tasks listed in “Preparing to Move the Data” on page 45 are completed.

2 Run the database migration utility.

+ On the Windows Primary Server: At the command prompt, go to
ZENwor ks_i nstal | ati on_pat h\ bi n\, then enter the following command:
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novel | - zenwor ks- confi gure. bat -c DBM grat eConfi gureAction

+ On the Linux Primary Server: At the console prompt, go to/ opt/ novel | / zenwor ks/
bi n, then enter the following command:

novel | - zenwor ks- confi gure -c DBM grat eConfi gureAction
Enter the target database type as Oracle.
Choose the purging option for data before database migration.
Enter the IP address or host name of the Oracle database server.
Enter the port used by the Oracle database server.
Enter the fully qualified net service name for the Oracle database.
You can choose to create a new user schema or use an existing user schema.
If you choose to create a new schema, continue with Step 9.
If you choose to use an existing user schema, skip to Step 10.
Enter the database server administrator's user name and password.
Enter the database schema name when prompted for the database user name.
Enter the database schema password when prompted for the database user's password.

Perform the steps from Step 5 to Step 11 for ZENworks audit database. The database migration
starts.

When the database migration is complete, you can check the novel | - zenwor ks-
confi gure. | og file. The log file is located in YZENWORKS HOVE% | og\ on Windows and in/
var/opt/ novel | /| og/ zenwor ks/ on Linux.

Remove the Novell ZENworks Embedded Datastore service from the device that has the internal
Sybase database installed:

On the Windows device: Perform the following tasks:
1. Atthe server prompt, execute the following command:
sc del ete SQANYs_ ZENDat astore
sc del ete SQANYs_ ZENAudi t Dat astore

2. Edit the%Z ENWORKS HOVE% conf \ noni t or. conf to remove dbsr v10 from the line
hi ghpriority=zenserver, casaserver, dbsrv10.

On the Linux device: Perform the following tasks:
1. At the console prompt execute the following command:
¢ Sybase Database:
¢ [etc/init.d/ sybase-asa stoponSLES11
+ systenct| stop sybase-asa. service onSLES 12.
¢ Audit Database
¢ [etc/init.d/sybase-audit-asa stoponSLES11
¢ systenct| stop sybase-audit-asa.service onSLES12.
2. Perform any of the following:
¢ OnSLES 11:

1. Rename sybase-asa to sybase-asal by executing the following command:
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mv sybase- asa sybase-asal

2. Editthe /etc/ opt/novel |/ zenworks/ nonitor. conf toremove sybase-
asa from the line servi ces=novel | - zenserver novel | -zenl oad
sybase- asa.

¢ OnSLES 12:

Rename sybase- asa. servi ce to sybase- asa. servi celinthe/usr/lib/
syst end/ syst emfolder.

15 After the database is successfully migrated, continue with the following steps:
15a Perform post-migration tasks. See “Post-Migration Tasks” on page 50.

15b Re-configure the ZENworks Reporting Server to point to the Oracle database, because it
will still be pointing to the Sybase database.

Resuming the Database Migration

If the migration of the database is stopped for any reason, the ZENworks migration utility allows you
to resume the migration if the dbmi grati on. xm file has been created. The file is located in the
YZENWORKS HOVE% bi n directory on Windows, and in the /opt/ novel | / zenwor ks/ bi n
directory on Linux.

1 Run the database migration utility. For more information, see Step 2 on page 48 in the
“Migrating the Data from the Internal Sybase Database to an Oracle Database” on page 48.

2 Enter the target database type as Oracle.

3 Enter the IP address or host name of the Oracle database server.

You must specify the IP address or host name of the Oracle database server used while
migrating the database. For example, if you had specified the IP address of the database server
while migrating the database, then you must specify the same IP address while resuming the
database migration. You cannot specify the host name of the database server.

Enter the port used by the Oracle database server.
Enter the fully qualified net service name for the Oracle database.

Choose to use an existing schema.

N o un b

Enter the schema name when prompted for the database user name specified before stopping
the database migration.

8 Enter the database schema password when prompted for the database user's password
specified before stopping the database migration.

9 Choose to resume the database migration.
The database migration starts.

10 After the database is successfully migrated, continue with “Post-Migration Tasks” on page 50.
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Post-Migration Tasks

If there is only one server in the Management Zone, all ZENworks services are automatically started
after the data is successfully migrated to an Oracle database.

If there are multiple servers in the Management Zone:

1 On the device where you ran the migration utility, copy the following files to the appropriate
directory on all the servers:

zdm xni

dmaccount s. properties

dmmappi ngs. properties

zenaudi t . xnm

zenaudi t _dmaccount s. properties

The files are located in the ZENwor ks_i nst al | ati on_pat h\ conf\ dat anodel directory on
Windows and in the / et ¢/ opt / novel | / zenwor ks/ dat anodel directory on Linux.

Ensure that you run per ni ssi ons. sh script located at/ opt / novel | / zenwor ks/ bi n on the
Linux server after copying the above listed files.

2 Start all the ZENworks services on all the ZENworks Servers in the Management Zone.
Stop the ZENworks services on all other ZENworks Servers in the Management Zone.
¢ On Windows:
1. Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start
2. Enter the number next to the St op action.
¢ On Linux:
1. Execute the following command at the server prompt:
/ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start

2. Enter the number next to the St op action.
The ZENworks Server now points to the new database.

For the Oracle 10g database, any administrator name is case sensitive, including login names from
user sources. The default ZENworks administrator account automatically created during installation
uses an initial capital, so in order to log into ZENworks Control Center, you must enter

Admi ni strator.

NOTE: Ensure not to delete the ZENworks Sybase database files if you want to revert to ZENworks
Sybase database later.
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Migrating the Data from an Internal Sybase
Database to an MS SQL Database

ZENworks allows you migrate the data from an internal Sybase database running on a ZENworks
Primary Server to an MS SQL database installed on a device that does not have the ZENworks
installed.

Review the following to migrate the database:

*

*

*

“Preparing to Move the Data” on page 51
“Migrating the Data from the Internal Sybase Database to an MS SQL Database” on page 52
“Post-Migration Tasks” on page 55

Preparing to Move the Data

Before migrating the data from the Sybase database to the MS SQL database, perform the following:

*

Ensure that the license state of ZENworks is Active. The product must be installed and running
either in the licensed version or the evaluation version.

Save all the reports, ri ghts. xm , and owner shi p. xm by using the zman report -save
(rpsv) (destination fol der)command. The XML files contain rights and ownership
details of all the reports.

Ensure that the Primary Server to which the Sybase database is configured has been upgraded
to ZENworks.

Ensure that the ZENworks Primary Server has an internal Sybase database installed.
Ensure that the MS SQL database is installed on a device that does not have ZENworks installed.

(Conditional) If you want to create a new database on MS SQL Server, and migrate the Sybase
data into the new database, you must be aware of the database administrator credentials.

(Conditional) If you want to migrate the data to an existing database that resides on the MS SQL
server in your network, the newly created user must be assigned the db_owner database role
and you must procure the database credentials of the newly created user from the database
administrator.

Manually stop the ZENworks services running on all other ZENworks Servers in the
Management Zone.

Stop the ZENworks services on all other ZENworks Servers in the Management Zone.
¢ On Windows:
1. Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start

2. Enter the number next to the St op action.
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¢ On Linux:
1. Execute the following command at the server prompt:
[ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start
2. Enter the number next to the St op action.
+ Ensure that the Novell ZENworks Embedded Datastore service on the Primary Server is running.
¢ On Windows:
1. From the Windows desktop Start menu, click Settings > Control Panel.
2. Double-click Administrative Tools > Services.
3. Ensure that the status of the Novell ZENworks Embedded Datastore service is Started.
¢ On Linux: At the console prompt, enter
e /etc/init.d/ sybase-asa status onSLES11.
+ systenctl status sybase-asa. service onSLES 12.

+ Ensure that the Novell ZENworks Embedded Datastore for auditing service on the Primary
Server is running.

+ On Windows:
1. From the Windows desktop Start menu, click Settings > Control Panel.

2. Double-click Administrative Tools > Services.

3. Ensure that the status of the Novell ZENworks Embedded Datastore For Auditing
service is Started.

¢ On Linux: At the console prompt, enter
e [etc/init.d/ sybase-audit-asa status onSLES11.
+ systenct!| status sybase-audit-asa.serviceonSLES12.

+ (Optional) The status of database migration is logged into the novel | - zenwor ks-
confi gure. | og file. By default, only the messages of the type Info and Severe are logged. If
you want other message types (such as Finer, Finest, and Warning) to also be logged into the
file, perform the following in the novel | - zenwor ks- conf i gur e. properti es file

1. Set the value of Logger . | ogLevel to the appropriate message type.

For example, if you want messages of the type Finest to be logged:
#Logger . | ogLevel = FI NEST
2. Uncomment the line by removing the “#” as follows:
Logger. | ogLevel = FI NEST

The novel | - zenwor ks- conf i gure. properti es file is located in
YZENWORKS HOVE% conf\ on Windows and in/ et ¢/ opt/ novel | / zenwor ks/ on Linux.

Migrating the Data from the Internal Sybase Database to
an MS SQL Database

+ “Migrating the Data from the Internal Sybase Database to an MS SQL Database” on page 53

+ “Resuming the Database Migration” on page 54
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Migrating the Data from the Internal Sybase Database to an MS
SQL Database

1 Ensure that all the tasks listed in “Preparing to Move the Data” on page 51 are completed.

N

Run the database migration utility. For more information, see Step 2 on page 48 in the
“Migrating the Data from the Internal Sybase Database to an Oracle Database” on page 48.

Select the target database type as sql-server.

Choose the purging option for data before database migration.
Enter the IP address or host name of the MS SQL database server.
Enter the port used by the MS SQL database server.

(Optional) Enter the named instance for the MS SQL Server engine.

00 N o u A~ W

Choose to create a new database or use an existing database on the MS SQL server.

If you choose to create a new database, continue with Step 9.

If you choose to use an existing database, skip to Step 10.

9 (Conditional) If you choose to create a new database in Step 8, perform the following tasks:

9a Select the authentication type (Windows or SQL Server) to be used for the database
administrator user.

9b Enter the database server administrator user name.
9c Enter the database server administrator password.

9d (Conditional) If you choose Windows authentication in Step 9a, enter the database
administrator’s domain name.

10 Select the authentication type (Windows or SQL Server) to be used for the database access user.
11 Enter the database access user name.
12 Enter the database access user password.

13 (Conditional) If you choose Windows authentication in Step 10, enter the database access
user’s domain name.

14 Enter the name of the database on the MS SQL server to which you want to migrate the data. If
you choose to create a new database in Step 8, the database is created on the MS SQL server
with the name that you specify in this step.

15 (Conditional) If you choose to create a new database in Step 8, enter the complete path where
you want the database to be created. You must select the existing folder.

16 Perform the steps from Step 5 to Step 15 for ZENworks audit database. The database migration
starts.

17 When the database migration is complete, you can verify the novel | - zenwor ks-
confi gure. | og file to see if the migration was successful. The log file is located in
YZENWORKS HOVE% | 0g\ on the Windows Primary Server and in/ var/ opt/ novel | /| og/
zenwor ks/ on the Linux Primary Server.

18 Remove the Novell ZENworks Embedded Datastore service from the device that has the internal
Sybase database installed:

On the Windows device: Perform the following tasks:

1. At the server prompt, execute the following command:
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sc del ete SQLANYs_ZENDat ast ore
sc del ete SQLANYs ZENAudit Dat ast ore

2. Edit the%Z ENWORKS HOVE% conf\ noni t or. conf to remove dbsrv10 from the line
hi ghpriority=zenserver, casaserver, dbsrv10.

On the Linux device: Perform the following tasks:
1. Atthe console prompt execute the following:
+ On Sybase Database
¢ [etc/init.d/ sybase-asa stoponSLES11
+ systenctt| stop sybase-asa. service onSLES 12
¢ On Audit Database
e [etc/init.d/sybase-audit-asa stoponSLES11
+ systenct| stop sybase-audit-asa.service onSLES12.
2. Perform any of the following:
¢ OnSLES 11:
1. Rename sybase-asa to sybase-asal by executing the following command:
nmv sybase- asa sybase-asal

2. Editthe /etc/opt/novel |/ zenworks/ nonitor. conf toremove sybase-
asa from the line servi ces=novel | - zenserver novel | -zenl oad
sybase- asa.

¢ OnSLES 12:

Rename sybase- asa. servi ce to sybase- asa. servi celinthe/usr/lib/
syst end/ syst emfolder.

19 After the database is migrated, continue with the following steps:.
19a Perform post-migration tasks. See “Post-Migration Tasks” on page 55.

19b Re-configure the ZENworks Reporting Server to point to the MS SQL database, because it
will still be pointing to the Sybase database.

Resuming the Database Migration

If the migration of the database is stopped for any reason, the ZENworks migration utility allows you
to resume the migration if the dbmi grati on. xm file has been created. The file is located in the
Y%ZENWORKS HOVE% bi n directory on the Windows Primary Server, and in the /opt/ novel |/
zenwor ks/ bi n directory on the Linux Primary Server.

1 Run the database migration utility. For more information, see Step 2 on page 48 in the
“Migrating the Data from the Internal Sybase Database to an Oracle Database” on page 48.

2 Enter the target database type as sql database server.

3 Enter the IP address or host name of the MS SQL database server.

You must specify the IP address or host name of the MS SQL database server used while
migrating the database. For example, if you had specified the IP address of the database server
while migrating the database, then you must specify the same IP address while resuming the
database migration. You cannot specify the host name of the database server.
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4 (Optional) Enter the named instance of the MS SQL Server engine.
5 Choose to use an existing database.
6 Enter the credentials of the database user depending on the authentication mode selected.
7 Enter the database name.
8 Choose to resume the database migration.
The database migration starts.

9 After the database is successfully migrated, continue with “Post-Migration Tasks” on page 55.

Post-Migration Tasks

If there is only one server in the Management Zone, all ZENworks services are automatically started
after the data is successfully migrated to an MS SQL Server database.

If there are multiple servers in the Management Zone:

1 On the device where you ran the migration utility, copy the following files to the appropriate
directory on all the servers:

zdm xm

dmaccount s. properties
dmmappi ngs. properties
zenaudi t . xm

zenaudit _dmaccounts. properties

The files are located in the %ZENWORKS HOVE% conf \ dat anodel directory on Windows and
inthe/ et c/opt/ novel | / zenwor ks/ dat anodel directory on Linux.

Ensure that you run per ni ssi ons. sh script located at/ opt / novel | / zenwor ks/ bi n on the
Linux server after copying the above listed files.

2 Start all the ZENworks services on all the ZENworks Servers in the Management Zone.
Stop the ZENworks services on all other ZENworks Servers in the Management Zone.
¢ On Windows:
1. Execute the following command at the server prompt:
novel | - zenwor ks-configure -c Start
2. Enter the number next to the St op action.
¢ On Linux:
1. Execute the following command at the server prompt:
[ opt/ novel | / zenwor ks/ bi n/ novel | - zenwor ks-configure -c Start

2. Enter the number next to the St op action.

The ZENworks Server now points to the new database.

NOTE: Ensure not to delete the ZENworks Sybase database files if you want to revert to ZENworks
Sybase database later.
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Configuring PostgreSQL

Each Primary Server on PostgreSQL can consume up to 500 database connections. If you want to add
more than one Primary Server, you should change the property values in the postgresql.conf file.

For the embedded database, the postgresql.conf file is available at the following location:

[ etc/opt/ m crofocus/zenwor ks/ dat anodel / / var/ opt/ m crof ocus/ pgsql / dat a
Use the following formula to calculate the property values.

max_connections = Number of primary severs * 500

max_prepared_transactions = Number of primary severs * 500

After changing the property values in post gr esql . conf, restart the ZENworks and PostgreSQL
service.

To restart the PostgreSQL service:

Runthesystenttl restart zenpostgresql.servi ce command.
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Migrating the OEM PostgreSQL Database
to an External PostgreSQL Database

If you are using the OEM PostgreSQL database in ZENworks 2017 Update x, then ensure that you
migrate to an external PostgreSQL database before upgrading your zone to ZENworks 2020.

Using the database migration script, you can migrate the database. The script file can be
downloaded from the following locations:

Download the OEM PostgreSQL to External PostgreSQL Migration script

You can download the script file, and then perform the following steps to migrate to an external
PostgreSQL database:

1. Take a backup of the database.

2. Stop all services in ZENworks Primary Server.

3.

4. Download and install the PostgreSQL version supported by ZENworks.

On the database server, download and extract the m gr at e_post gres. sh. zi pfile.

If you are planning to upgrade to ZENworks 2020 Update 22020 Update 324.2, ensure that you

install PostgreSQL 11.412.412.14.

Change the permission for the script by running the chnod 755 ni grate_script. sh
command.

. The script log will be saved in the / t np/ m gr at e_post gr es. | og location.

Run the following script:

./mgrate _postgres.sh -p <PostgreSQ._Installed D rectory> --database
<zenwor ks_db_nane> --password <superuser password>

Example: ./ m grate_postgres.sh -p /usr/pgsql-11/ --database
zenwor ks_dat abase --password novel |

NOTE: +To see all the available options, run the script without any argument. (Example: ./

migrate_postgres.sh)

+ After migrating to the external PostgreSQL, ensure that you manually clean the OEM

PostgreSQL installation.

Migrating the OEM PostgreSQL Database to an External PostgreSQL Database
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Migrating the Data from an Internal Sybase
Database to an External PostgreSQL
Database

ZENworks 2020 onwards, the Sybase database will no longer be supported, and the Sybase data will
have to be migrated to any ZENworks supported database. Using the new Database Migration tool,
you can migrate the Sybase database to the PostgreSQL database. For more information, see
Database Migration from Sybase to PostgreSQL.

The migration tool can be downloaded from the ZENworks 2020 downloads in the Micro Focus
Customer Center.

NOTE: Ensure that you download the latest version of the database migration tool.
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Moving the Data from an Embedded
PostgreSQL Database to an External
PostgreSQL Database

ZENworks allows you move the data from an embedded PostgreSQL to an external PostgreSQL
database:

+ “Preparing to Move the Data” on page 63
+ “Important Commands and Locations” on page 63

+ “Moving the Data from an Embedded PostgreSQL to an External PostgreSQL” on page 64

Preparing to Move the Data

Before moving the data from an embedded PostgreSQL database to an external PostgreSQL
database, perform the following:

+ Ensure that ZENworks is installed with an embedded PostgreSQL database on a Linux device.

+ Install the external PostgreSQL database. For more information on how to install an external
PostgreSQL database, see Installing PostgreSQL in the Database Migration from Microsoft SQL
to PostgreSQL.

Important Commands and Locations

This section provides some of the command and locations that will be used quite frequently while
moving the data. Ensure that you keep the following information handy while initiating the data
migration:

+ The ZENworks database and Audit database names on the embedded PostgreSQL database are
available in zdm xm and zenaudi t . xm files. These files are available in the following
location:

Check the Database key to get the database name.

/ et c/ opt/ m crof ocus/ zenwor ks/ dat anodel /

On Windows: %ZENWORKS HOVE% conf \ dat anodel \
On Linux: / et ¢/ opt/ novel I / zenwor ks/ dat anodel /
Example:

<entry key="Database">zenworks</entry>

<entry key="Database">zenworksaudit</entry>
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+ The database details can be retrieved by running the following commands:
+ zman dgc: Retrieves the database credentials used to connect to the embedded database.

+ zman dgca: Retrieves the database credentials used to connect to the audit embedded
database.

+ zman dgcs: Retrieves the database credentials of super user that is used to connect to the
embedded database.

+ zman dgcam Retrieves the database credentials of the Antimalware database.

+ IMPORTANT: The user that should be used in the following steps (unless explicitly mentioned)
should be any user (administrator) who has privileges to control and monitor ZENworks
services.

Moving the Data from an Embedded PostgreSQL to an
External PostgreSQL

Moving the data from an embedded PostgreSQL server to an external PostgreSQL server is a two
step process:

+ “Step 1: Backup the Database on the Embedded Primary Server” on page 64

+ “Step 2: Restore the Database on an External Server” on page 66

Step 1: Backup the Database on the Embedded Primary Server

NOTE: ZENworks no longer supports Windows Server as a Primary Server from version 24.2
onwards. For more information, see End of Support Windows Primary Server.

1. Before executing the following steps, ensure that you have reviewed the information
documented in the section Important Commands and Locations.

2. Stop the ZENworks Services on all the Primary Servers by running the following configure
action:

novel | - zenwor ks-configure -c Start
m cr of ocus-zenwor ks-configure -c Start
After running the command, under Action, select Stop.

3. On the Primary Server on which the Embedded Database is installed, Start the NovellMicro
Focus ZENworks Embedded Datastore service using the following steps:

On Windows: Press the Win + R keys on the keyboard to open the Run window. Type services.
msc and then hit Enter.

Start the NovellMicro Focus ZENworks Embedded Datastore — PostgreSQL service.

On Linux: Run the following command to start the NovellMicro Focus ZENworks Embedded
Datastore — PostgreSQL service.

¢ OnSLES 12 and later: systentt| start zenpostgresql.service
¢ OnSLES11:/etc/init.d/zenpostgresqgl start
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4. Login to the Primary Server that has the database role.

5.

Initiate the backup by setting the following variables:

*

PGPORT: <existing source DB port configured>
By default, ZENworks uses 54327
PGDATA: <embedded_database_location>

PGUSER: <existing super user for ZENworks postgres DB> The default user for ZENworks is
zenpostgres.

PGDATABASE: <existing database name> ZENworks default is postgres
PGPASSWORD: <password for the above super user PGUSER>

Example 12-1 Example for Windows Primary Server

Set the following environment variables:

*

*

Set the PATH for PostgreSQL installation.
Set the PATH for PostgreSQL bin folder.

Open the command prompt and set the following variables based on the existing configuration.

*

*

*

*

*

*

SET PGPORT=54327

SET PGDATA=%ZENVORKS_HOVE% dat abase\ pgsql \ dat a
SET PGDATA=%ENSERVER HOVE% dat abase\ pgsql \ dat a
SET PGUSER=<super user retrieved from zman dgcs>

SET PGDATABASE=postgres

SET PGPASSWORD=<password retrieved from zman dgcs>;

Example 12-2 Example for Linux Primary Server:

Open the terminal and set the following variables based on the existing configuration.

*

export LD_LIBRARY_PATH=/ opt / mi cr of ocus/ zenwor ks/ shar e/ pgsql /1 i b;
export LD_LIBRARY_PATH=/ opt / novel | / zenwor ks/ shar e/ pgsql /| i b;
export PATH=SPATH:/ opt / novel | / zenwor ks/ shar e/ pgsql / bi n;

export PATH=SPATH:/ opt / mi cr of ocus/ zenwor ks/ shar e/ pgsql / bi n;

On SLES 15: export LD_LIBRARY_PATH=/opt / mi cr of ocus/ zenwor ks/ shar e/ pgsql /
l'i b:/opt/mcrofocus/zenworks/ share/ pgsql / stackbui | der/1ib; export
LD _LI BRARY_PATH

On SLES 15, the no version information available error message can be ignored.
export PGPORT=54327;

export PGDATA=/ var / opt / novel | / pgsql / dat a;

export PGDATA=/ var / opt / mi cr of ocus/ pgsql / dat a;

export PGUSER=<super user retrieved from zman dgcs>;

export PGDATABASE=postgres;

export PGPASSWORD=<password retrieved from zman dgcs>;
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6. Run the following commands to back up both the databases (ZENworks and Audit):
¢ On Linux:
+ cd/opt/novel I / zenwor ks/ shar e/ pgsql / bi n/
cd/ opt/ m crof ocus/ zenwor ks/ shar e/ pgsql / bi n/
+ . /pg_dunmpall > "<path to sql file>"
Example: ./ pg_dunpal | > /tnp/ postgres_dunp. sql

+ docker exec -e PGUSER=<super user retrieved from zman dgcs> -e
PGDATABASE=postgres -e PGPASSWORD=<password retrieved from zman dgcs>
zenpostgres pg_dumpall > /tmp/dump.sql
Example: docker exec -e PGUSER=zenpostgres -e PGDATABASE=postgres -e
PGPASSWORD=ZwO0#43cf4525d0f5df6395bbbec9c zenpostgres pg_dumpall > /tmp/
dump.sql

NOTE: You can ignore the no version information available error message.

7. On the Primary Server on which the Embedded Database is installed (source database), Stop
the NovellMicro Focus ZENworks Embedded Datastore service using the following steps:

On Linux: Run the following command to start the NovellMicro Focus ZENworks Embedded
Datastore — PostgreSQL service.

¢ OnSLES 12:systentt| stop zenpostgresql.service
¢ On other SLES versions: / etc/init.d/ zenpost gresql stop

Step 2: Restore the Database on an External Server

NOTE: ZENworks no longer supports Windows Server as a Primary Server from version 24.2
onwards. For more information, see End of Support Windows Primary Server.

Perform the following steps on an external server on which you want to move the PostgreSQL
database. After installing PostgreSQL on an external server, ensure that the PostgreSQL database
service is running.

To restore the database on an external database server, perform the following steps:

1. Set the following environment variables:
+ PGPORT: <target DB port>
+ PGUSER: <target super user for postgres DB>
+ PGDATABASE: <target initial connection database name> default is postgres
¢+ PGPASSWORD: <password for the above super user i.e. PGUSER>

Example 12-3 Example for Linux Primary Server:

Open the terminal and set the following variables based on the existing configuration.
+ export LD_LIBRARY_PATH=<postgres installation path>/lib;
+ export PATH=SPATH:<post gres instal |l ati on pat h>/ bi n;
+ export PGPORT=<Port on which PostgreSQL is configured>;
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+ export PGUSER=<Postgres super user>;
+ export PGDATABASE=postgres;
+ export PGPASSWORD=<PostgreSQL super user password>;

2. Login as PostgreSQL super user and manually create the database using the following query for

the databases that should be restored:
create database <DB nanme> with tenpl at e=t enpl at e0 encodi ng=" UTF8' ;
For example:

+ ZENworks Database: creat e database zenworks with tenpl at e=t enpl at e0
encodi ng=" UTF8' ;

+ Audit Database: creat e database zenworksaudit with tenpl ate=tenplate0
encodi ng=" UTF8' ;

. Copy the post gres_dunp. sql file that was created in Step 1: Backup the Database on the

Embedded Primary Server to the target device.

. Restore the database from the backup taken in Step 1: Backup the Database on the Embedded
Primary Server, by running the following commands:

+ In the Terminal, run the following commands as PostgreSQL user:
+ cd <postgres installation path>/bin
¢ ./psqgl -v ON_ERROR _STOP=0 -f /tnp/postgres_dunmp.sql -o /tnp/
postgres _dunp _log.txt -L /tnp/postgres dump |log.log > /tnp/
postgres_dunp_l og. err 2>&1
+ docker exec -e PGUSER=<super user retrieved from zman dgcs> -e

PGDATABASE=postgres -e PGPASSWORD=<password retrieved from zman dgcs>
zenpostgres pg_dumpall > /tmp/dump.sql

Example: docker exec -e PGUSER=zenpostgres -e PGDATABASE=postgres -e
PGPASSWORD=ZwO0#43cf4525d0f5df6395bbbec9c zenpostgres pg_dumpall > /tmp/
dump.sql

NOTE: You can ignore the no version information available error message.

. After Restoring the database, log into the ZENworks database, and run the below query to
delete the database role for the device that has the embedded PostgreSQL database installed
by running the following query on the external database server:

del ete from zZenServer Rol es where Rol es = 'Dat abase';
commi t;
. Update the following changes in zdm xm and zenaudi t . xm for all the Primary Servers in
the zone:
+ Delete the<entry key="Enbedded">true</entry>.

+ Update the value of the Port key with the port on which the external PostgreSQL database
is configured.

<entry key="Port"><PORT- of -t ar get - DB- devi ce></entry>

7. Update the server key value in the zdm xm and zenaudi t . xm files as shown below:
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+ In the target database server, add the loopback IP address.

<entry key="Server"><target_database_server-|IP></entry>
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+ In all the other Primary Server, add the IP of the target database server.
<entry key="Server"><target_database_server-|IP></entry>

8. In the new database server, run the following configure actions: ni cr of ocus- zenwor ks-
configure -c CGenerat eOSPProperties

9. Runmi crof ocus- zenwor ks-configure -c

Gener at eCont ent Dat asour ceConf i gur eAct i on on all the content servers.

10. After updating the changes, restart all the ZENworks services by running the novel | -
zenwor ks-configure -c Startm crof ocus-zenwor ks-configure -c Start
configure action.

11. Ensure that the NovellMicro Focus ZENworks Embedded Datastore service is disabled and not
running on the Primary Server that hosted the Embedded PostgreSQL database.

12. The ZENworks Server now points to new database.

Ensure that you can successfully log into ZCC. After logging into ZCC, go to the Diagnostics page
and in the ZENworks Databases panel, verify the Host IP addresses and also verify that the Audit
database is connected.

IMPORTANT: Before migrating the database, if you had configured the Vertica database in your
zone, then after migration, ensure that you re-create the Kafka connectors in the zone, to resume
the syncing of data from the new database to Vertica. To re-create the connectors, you need to run
the command zman server-rol e- kaf ka-recreat e- connectors -f on one of the servers in
which Kafka is installed. While executing this command, ensure that the source database is up and
running. After the Kafka connectors are created successfully, you can then disable the source
database. For more information, see the .
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Moving an Embedded PostgreSQL
Database from One Primary Server to
another Primary Server

ZENworks enables you to move the embedded database from one Primary Server to another
Primary Server or Appliance. Perform the steps provided in the following section to move the
database from one Primary Server to another Primary Server.

+ “Important Commands and Locations” on page 69

+ “Moving an Embedded PostgreSQL Database from One Primary Server to another Primary
Server” on page 70

NOTE: ZENworks no longer supports Windows Server as a Primary Server from version 24.2
onwards. For more information, see End of Support Windows Primary Server.

Important Commands and Locations

This section provides some of the command and locations that will be used quite frequently while
moving the data. Ensure that you keep the following information handy while initiating the data
migration:

+ The ZENworks database and Audit database names on the embedded PostgreSQL database are
available inzdm xm and zenaudi t . xm files. These files are available in the following
location:

Check the Database key to get the database name.
YZENWORKS HOVE% conf\ dat anodel \

[ etc/opt/ m crofocus/zenwor ks/ dat anodel
[ etc/opt/novel |/ zenwor ks/ dat anodel /
Example:

<entry key="Database">zenworks</entry>

<entry key="Database">zenworksaudit</entry>
+ The database details can be retrieved by running the following commands:
+ zman dgc: Retrieves the database credentials used to connect to the embedded database.

+ zman dgca: Retrieves the database credentials used to connect to the audit embedded
database.

Moving an Embedded PostgreSQL Database from One Primary Server to another Primary Server 69


https://www.novell.com/documentation/zenworks-24.2/zen_end_of_support_windows_primary_server/data/zen_end_of_support_windows_primary_server.html

+ zman dgcs: Retrieves the database credentials of super user that is used to connect to the
embedded database.

+ zman dgcam Retrieves the database credentials of the Antimalware database.

+ IMPORTANT: The user that should be used in the following steps (unless explicitly mentioned)
should be any user (administrator) who has privileges to control and monitor ZENworks
services.

+ To connect to the database, see Connecting to the Embedded PostgreSQL Database.

Moving an Embedded PostgreSQL Database from One
Primary Server to another Primary Server

Moving the data is a two step process:

+ “Step 1: Backup the Database” on page 70
+ “Step 2: Restoring the Database” on page 74

IMPORTANT: While moving the database, we refer the source database server as PSDB1 and the
destination database server as PSDB2.

NOTE: ZENworks no longer supports Windows Server as a Primary Server from version 24.2
onwards. For more information, see End of Support Windows Primary Server.

Step 1: Backup the Database

Backup the Database on the Embedded Windows Primary Server (PSDB1)

1. Before executing the following steps, ensure that you have reviewed the information
documented in the section Important Commands and Locations.

Ensure that you have noted the database username, password of the source Primary Server by
running the zman dgcs command.

2. Stop the ZENworks Services on all the Primary Servers by running the following configure
action:

novel | - zenwor ks-configure -c Start
m cr of ocus-zenwor ks-configure -c Start
After running the command, under Action, select Stop.

3. On the Primary Server on which the Embedded Database is installed (PSDB1), start the
NovellMicro Focus ZENworks Embedded Datastore service using the following steps:

On Windows: Press the Win + R keys on the keyboard to open the Run window. Type services.
msc and then hit Enter.

Start the NovellMicro FocusZENworks Embedded Datastore — PostgreSQL service.

4. Login to the Primary Server that has the database role.
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To know the Primary Server that has the database role, log into ZCC and click Diagnostics.

5. On the Primary Server on which the Embedded Database is installed (PSDB1), initiate the
backup by setting the following variables:

NOTE: This step is required for Windows only.

+ PGPORT: <existing source DB port configured>
By default, ZENworks uses 54327
+ PGDATA: <embedded_database_location>

+ PGUSER: <existing super user for ZENworks postgres DB> The default user for ZENworks is
zenpostgres.

+ PGDATABASE: <existing database name> ZENworks default is postgres
+ PGPASSWORD: <password for the above super user PGUSER>

Example 13-1 Example for Windows Primary Server

Open the command prompt and set the following variables based on the existing configuration.
* SET PGPORT=54327

* SET
PGDATA=%ZENWORKS HOVE% dat abase\ pgsqgl \ dat a%ZENSERVER HOVE% dat abase
\ pgsqgl \ dat a

+ SET PGUSER=<super user retrieved from zman dgcs>
+ SET PGDATABASE=postgres
+ SET PGPASSWORD=<password retrieved from zman dgcs>;
6. Run the following commands to back up both the databases (ZENworks and Audit):
+ cd" %ZENWORKS HOVE% shar e\ post gres\ bi n\ "
cd " %ZENSERVER _HOME% shar e\ post gres\ bi n\ "
¢ pg_dumpal | . exe > "<path to sql file>"
Example: pg_dunpal | . exe > c:\ postgres_dunp. sql

7. On the Primary Server on which the Embedded Database is installed, Stop the NovellMicro
Focus ZENworks Embedded Datastore service using the following steps:

On Windows: Press the Win + R keys on the keyboard to open the Run window. Type services.
msc and then hit Enter.

Stop the Novell ZENworks Embedded Datastore — PostgreSQL service.
Stop the Micro Focus ZENworks Embedded Datastore — PostgreSQL service.
8. Copy the post gr es_dunp. sql file to the target Primary Server.

9. Copy the dmsuperaccount.properties file from source Primary Server to the target Primary
Server.

The dnsuper account . properti es file is available in the following location:
¢ On Linux: /etc/opt/novell/zenworks/datamodel/

+ On Windows: %zenworks_home%\conf\datamodel\
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Backup the Database on the Embedded Primary Server (PSDB1)

1. Before executing the following steps, ensure that you have reviewed the information
documented in the section Important Commands and Locations.

Ensure that you have noted the database username, password of the source Primary Server by
running the zman dgcs command. Also, copy the target Primary Server’s GUID details, which is
required while restoring the database.

2. Stop the ZENworks Services on all the Primary Servers by running the following configure
action:

novel | - zenwor ks-configure -c Start

m cr of ocus-zenwor ks-configure -c Start

After running the command, under Action, select Stop.
3. Loginto the Primary Server that has the database role.

4. On the Primary Server on which the Embedded Database is installed (PSDB1), start the Micro
Focus ZENworks Embedded Datastore service using the following command on SLES 12 and
later:

systentt|l start zenpostgresql.service
5. Run the following commands to back up the databases (ZENworks and Audit):

docker exec -e PAUSER=<super user retrieved fromzman dgcs> -e
PGDATABASE=post gres -e PGPASSWORD=<password retrieved from znan dgcs>
zenpostgres pg_dunpal | > /tnp/dunp. sql

Example: docker exec -e PGUSER=zenpostgres -e PGDATABASE=postgres -e
PGPASSWORD=ZW0#3dde8547adbh388306de141850 zenpostgres pg_dunmpal | > /tnp/
dunp. sql

NOTE: You can ignore the no version information available error message.

6. Start the Micro Focus ZENworks Embedded Datastore service using the following command:

¢ OnSLES 12 and later: systentt| start zenpostgresql.service

NOTE: Keep the / t np/ dunp. sqgl in a safe place as it has the database backup.

Backup the Database on the Embedded Linux Primary Server (PSDB1)

1. Before executing the following steps, ensure that you have reviewed the information
documented in the section Important Commands and Locations.

Ensure that you have noted the database username, password of the source Primary Server by
running the zman dgcs command. Also, copy the target Primary Server’s GUID details, which is
required while restoring the database.

2. Stop the ZENworks Services on all the Primary Servers by running the following configure
action:

novel | - zenwor ks-configure -c Start
m cr of ocus-zenwor ks-configure -c Start

After running the command, under Action, select Stop.
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Log in to the Primary Server that has the database role.

. On the Primary Server on which the Embedded Database is installed (PSDB1), start the

NovellMicro FocusZENworks Embedded Datastore service using the following steps:

Run the following command to start the NovellMicro FocusZENworks Embedded Datastore —
PostgreSQL service.

¢ OnSLES 12 and later: systentt| start zenpostgresql.service
¢ OnSLES11:/etc/init.d/ zenpostgresql start
Login to the Primary Server that has the database role.

Initiate the backup by setting the following variables:

NOTE: This step is required for Windows only.

+ PGPORT: <existing source DB port configured>
By default, ZENworks uses 54327
+ PGDATA: <embedded_database_location>

+ PGUSER: <existing super user for ZENworks postgres DB> The default user for ZENworks is
zenpostgres.

+ PGDATABASE: <existing database name> ZENworks default is postgres
+ PGPASSWORD: <password for the above super user PGUSER>

Example 13-2 Example for Linux Primary Server:

Open the terminal and set the following variables based on the existing configuration.
+ export LD_LIBRARY_PATH=/ opt/ novel | / zenwor ks/ shar e/ pgsql / li b;
export LD_LIBRARY_PATH=/ opt / mi cr of ocus/ zenwor ks/ shar e/ pgsql /1 i b;
* export PATH=SPATH:/ opt / novel | / zenwor ks/ shar e/ pgsql / bi n;

On SLES 15: export LD_LIBRARY_PATH=/opt / m cr of ocus/ zenwor ks/ shar e/ pgsql /
l'i b:/opt/ mcrofocus/zenwor ks/ share/ pgsql / stackbui | der/1ib; export
LD_LI BRARY_PATH

On SLES 15, the no version information available error message can be ignored.
+ export PGPORT=54327;
+ export PGDATA=/ var/ opt / novel | / pgsql / dat a;
export PGDATA=/ var / opt / mi cr of ocus/ pgsql / dat a;
+ export PGUSER=<super user retrieved from zman dgcs>;
+ export PGDATABASE=postgres;
+ export PGPASSWORD=<password retrieved from zman dgcs>;
Run the following commands to back up both the databases (ZENworks and Audit):
+ cd/opt/novel | / zenwor ks/ shar e/ pgsql / bi n/
cd/ opt/ m crof ocus/ zenwor ks/ shar e/ pgsql / bi n/
¢ ./pg_dunpall > "<path to sql file>"
Example: ./ pg_dunpal | > /tnp/ postgres_dunp. sql
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+ docker exec -e PGUSER=<super user retrieved from zman dgcs> -e
PGDATABASE=postgres -e PGPASSWORD=<password retrieved from zman dgcs>
zenpostgres pg_dumpall > /tmp/dump.sql

Example: docker exec -e PGUSER=zenpostgres -e PGDATABASE=postgres -e
PGPASSWORD=ZwO0#43cf4525d0f5df6395bbbec9c zenpostgres pg_dumpall > /tmp/
dump.sql

NOTE: You can ignore the no version information available error message.

8. On the Primary Server on which the Embedded Database is installed, Stop the NovellMicro
Focus ZENworks Embedded Datastore service using the following steps:

Run the following command to start the NovellMicro Focus ZENworks Embedded Datastore —
PostgreSQL service.

¢ OnSLES 12 and later: systentt| stop zenpostgresqgl. service
¢ OnSLES11:/etc/init.d/ zenpostgresqgl stop
9. Copy the post gr es_dunp. sql file to the target Primary Server.

10. Copy the dmsuperaccount.properties file from source Primary Server to the target Primary
Server.

The dnsuper account . properti es file is available in the following location:
¢ On Linux: /etc/opt/novell/zenworks/datamodel/

+ On Windows: %zenworks_home%\conf\datamodel\

Step 2: Restoring the Database

Depending on the target database platform, refer to the following section to restore the database:

Restore the Database on a Windows Primary Server (PSDB2)

If you are planning to restore the database on a Windows server, then perform the following steps:

NOTE: While restoring the database, if the following error is displayed, then install the
vc_redi st. x64. exe and try again.

pg_ctl.exe - System Error |L|

i ¥y The program can't start because VCRUNTIME140.dll is missing from
/ wyour computer. Try reinstalling the program to fix this problemn.

Thevc_redi st. x64. exe file is available in the following location:

<zenwor ks_nount _di rect ory>: \ Common\i ncl ude

1 Install PostgreSQL by running the following command:

nei exec /i <postgresql _MsSlI_FI LE> TARGETDI R=" %ZENWORKS HOVE% shar e”
ALLUSERS=2
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nsi exec /i <postgresql _Msl_FILE>
TARCETDI R=" %ENSERVER_HOMVE% i nst al | \ downl oads\ nsi " ALLUSERS=2

For example:
nei exec /i "9ZENWORKS HOVE% i nst al | \ downl oads\ nrsi \ novel | - zenwor ks-

postgres-11.4.x86_64.nsi " TARGETD R="9%ZENWORKS HOVE% shar e" ALLUSERS=2

nei exec /i "% ENSERVER _HOVE% i nst al | \ downl oads\ nsi \ mi cr of ocus- zenwor ks-

postgres-12.412. 14. x86_64. nmsi " TARGETDI R=" 9%ZENSERVER_HOVE% shar e"
ALLUSERS=2

2 After installing the PostgreSQL, if the database folder is not available, create the folder as
shown below folder structure, and ensure that you give write permission to the folder:

YZENWORKS HOVE% dat abase\ pgsql \ dat a
YZENSERVER HOVE% dat abase\ pgsql \ dat a

To provide write permissions, perform the following steps:
1. In Windows Explorer, right-click a file or folder and select Properties.
2. In the Properties window, click the Security tab.
3. In Group or user names, select a user, and then click Edit.
4. In the Permissions window, select the logged in user.
5. Select Allow for the Write permission and then click OK or Apply.

3 Open the command prompt, and then set the following environment variables:
+ PGDATA: <embedded_database_location>
+ PGPORT: <existing source DB port configured> ZENworks default is 54327
+ PGDATABASE: <existing database name> ZENworks default is postgres

Example:

+ PGDATA=%ZENSERVER_HOME%\database\pgsql\data
¢ PGPORT=54327
+ PGDATABASE=postgres

4 Goto

YZENWORKS HOVE% shar e\ post gr es\ bi n%ZENSERVER_HOVE% shar e\ post gr es\ bi n,

and then run the pg_ct | . exe i nit db command.
5 In PSDB2, edit the pg_hba. conf and post gr esql . conf files as shown below:
The pg_hba. conf and post gresql . conf files are available in the following location:
YZENWORKS HOVE% dat abase\ pgsql \ dat a
9%ZENSERVER HOVE% dat abase\ pgsqgl \ dat a
On Linux:
/etc/opt/novel |/ zenwor ks/ dat anodel /
/et c/opt/ m crofocus/zenwor ks/ dat anodel /

+ Inthe pg_hba. conf file, update the content as shown below:
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# TYPE DATABASE USER ADDRESS METHCD
# | Pv4 | ocal connections:

host al | al | 127.0.0.1/32 trust
# | Pv6 | ocal connections:
host al | al | 11/ 128 t rust

# Allow replication connections fromlocal host, by a user with the
# replication privilege.

| ocal replication all trust
host replication al 127.0.0.1/32 trust
host replication al | 12 1/128 trust
host al | al | 0.0.0.0/0 trust

host al | al | ::0/0 trust

NOTE: Ensure that you replace trust with to md5 value in the pg_hba.conf.

+ Inthe post gresql . conf file, uyncomment the listen_addresses and Port entry keys and
update the values as shown below:

listen_addresses = '*'

Port= 54327

max_connections = 500
6 Restart the server.

7 After restarting the server, open the command prompt, go to
YZENWORKS HOVE% shar e\ post gr es\ bi n9%ZENSERVER_HOVE% shar e\ post gr es\ bi n,
and then set the following environment variables:

SET
PGDATA=%ZENWORKS HOVE% dat abase\ pgsql \ dat a%ENSERVER HOVE% dat abase\ pgs
gl \data

SET PGPORT=54327
SET PGDATABASE=postgres

NOTE: Since the device was restarted, you need to set these environment variables again.

8 Runthepg ctl.exe start command.

9 To connect to the destination database server (PSDB2), run the psql . exe -w post gres
command. By default, postgres is the database name.

In the same window, you will be logged into the PostgreSQL database.
The get the database details, see “Important Commands and Locations” on page 69.
10 Run the following command:

create user zenpostgres w th password
usi ng zman dgcs>';

<password that was obt ai ned

Example:

create user zenpostgres with password ' Zw0#dd5352592267b601daa85ch39' ;
11 Create the database for ZENworks and Audit databases, run the following command:

create database <DB nanme> with tenpl at e=t enpl at e0 encodi ng=" UTF8' ;

For Example:

ZENworks Database:
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create dat abase zenworks with tenpl ate=tenpl ate0 encodi ng="' UTF8' ;
Audit Database:
create database zenworksaudit with tenpl ate=tenpl ate0 encodi ng=" UTF8" ;

If you have enabled Antimalware, then run the following:

NOTE: *Names of the databases that are being created should exactly match (considering case)
with the source database names.

+ The source database names can be retrieved from the zdm.xml and zenaudit.xml files in
the source database server. For more information on the file location, see “Important
Commands and Locations” on page 69

12 Quit psql .
To quit psql , you use \ ¢ command and press enter to exit psql.

13 Copy the ‘post gr es_dunp. sql ’ file that was created in “Step 1: Backup the Database” on
page 70 to PSDB2.

14 Restore the database by running the following command:

psql . exe -v ON_ ERROR STOP=0 -f <dunp_location> -0 <log_ |location> -L
<l og_l ocation> > <error_|l og_|locati on> 2>&1

s -f <fil ename>: Uses the file filename as the source of SQL commands.

¢ -L <fil enane>: Writes all query output into the file, in addition to the normal output
destination.

+ -0 <fil enane>: Logs all query output into the file.
+ All the errors will be redirected to <error | og_| ocati on>.
For Example:
psql . exe -v ON ERROR STOP=0 -f c:\tnp\postgres dunp.sql -o

c:\tnmp\postgres log.txt -L c:\tnmp\postgres | og.!|og
>c:\postgres\postgres _log.err 2>&1

NOTE: The database was already created in Step 11 of the Restore process. Hence, ERROR about
invalid locale should be ignored.

15 In the destination database server (PSDB2), change the server key in zdm xm and
zenaudi t . xm , available in the following location with the local host address 127.0.0.1:

YZENWORKS HOVE% dat abase\ pgsql \ dat a
YZENSERVER HOVE% dat abase\ pgsql \ dat a
Example: <entry key="Server">127.0.0.1</entry>

16 In the new database server (PSDB2), run the following configure actions:
m cr of ocus-zenwor ks-configure -c Generat eOSPProperties
m cr of ocus- zenwor ks-confi gure -c Regener at eOSPAut hCf gXm

17 In all the other Primary Server (except destination database server (PSDB2)), update the value
of the server key with the IP address of the new database server in zdm xm and
zenaudi t . xm and anmedat asour ce. properti es.

<entry key="Server"><| P-of - PSDB2></ entry>
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Example: <entry key="Server">10.1.1.2</entry>

18 On the destination database server (PSDB2), create the database service by running the
following command:

"OZENSERVER HOVE% shar e\ post gres\ bi n\pg ctl.exe" register -N "Mcro
Focus ZENwor ks Enbedded Datastore - PostgreSQ@." -U Local System -D
"OZENSERVER HOVE% dat abase\ pgsql \data" -S auto

" OZENWORKS HOVE% shar e\ post gres\ bi n\pg_ctl.exe" register -N "Novel |l
ZENwor ks Enmbedded Datastore - PostgreSQ@." -U Local System-D
" OZENWORKS HOVE% dat abase\ pgsqgl \ data" -S auto

19 Set the description of the service by running the following command:

sc description "Novell ZENworks Enbedded Datastore - PostgreSQ."
"Enbedded datastore used for storing ZENworks objects and resources."”

sc description "M cro Focus ZENwor ks Enbedded Dat astore - PostgreSQ."
"Enbedded datastore used for storing ZENworks objects and resources."

20 Go to the " %ZENWORKS_HOVE% shar e\ post gr es\ bi n\" location and run the pg_ct| . exe
st op command.

Go to the " %ZENSERVER _HOVE% shar e\ post gr es\ bi n\ " location and run the
pg_ctl.exe stopcommand.

You can also Stop the PostgreSQL Embedded Datastore service.

21 In PSDB2, update the pg_hba. conf file, and the file should be similar to as shown below:

# TYPE DATABASE USER ADDRESS VETHOD
# |1 Pv4 | ocal connections:

host al | al | 127.0.0.1/32 nd5

# |1 Pv6 | ocal connections:

host al | al | 111/ 128 nd5

# Allow replication connections fromlocal host, by a user with the
# replication privilege.

host replication al | 127.0.0.1/32 nd5
host replication al | 2 1/128 nd5
host al | all 0.0.0.0/0 nd5

host al | all ::0/0 md5

Now, you will be able to log into PostgreSQL using the psql . exe - W post gr es, with the
password that was obtained by running the zman dgcs command.

22 Start the NovellMicro Focus ZENworks Embedded Datastore service by performing the
following steps:

+ Press Win + R shortcut keys on the keyboard. In the Run dialogue, type services.msc, and
then click OK.

+ Select the Novel | ZENwor ks Enbedded Dat astore - PostgreSQLM cro Focus
ZENwor ks Enmbedded Dat astore - Post greSQ service and then click Start.

23 Start the ZENworks services by running the novel | - zenwor ks- conf i gure —c
St art m crof ocus- zenwor ks-confi gure —c Start command.

Ensure that Embedded PostgreSQL service is listed before Starting the services.

24 In the new database server (PSDB2), run the following configure actions:
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m cr of ocus-zenwor ks-confi gure -c Generat eOSPProperties

Run i cr of ocus- zenwor ks-configure -c
Gener at eCont ent Dat asour ceConf i gur eAct i on on all the ZENworks servers.

Start the ZENworks services on the PSDB1 server by running the novel | - zenwor ks-
configure —c Startm crof ocus-zenworks-configure —c Start command.

NOTE: Ensure that the NovellMicro Focus ZENworks Embedded Datastore service is not running
anymore on the source database server (PSDB1) device. You can either rename the service file,
or unregister or remove the PSDB1 server.

To disable the service, perform the following steps:
1. Press Windows + R keys
2. Type services.msc.
3. Search for the Novell ZENworks Embedded Datastore - PostgreSQL service.
4. Right-click the option and then select Properties.
5. In the Startup type drop-down, select Disabled, and then click OK.

After disabling, the service will not start after the system restart.

Assign the database role to PSDB2 by running the query command in the pgadmin or any other
client that can connect to PostgreSQL database server:

updat e zZenServerRol es set id='"\x<PSDB2_GU D>', position=(select

mex( posi tion)+1 from zZENSer ver Rol es where id="\x<PSDB2_GUI D>') where
Rol es=' Dat abase'

commit;

Example:

updat e zZenServerRol es set id='"\xB66A9EAODB8A53B0801C07D5B44A5FEY" ,
posi ti on=(sel ect max(position)+1l from zZENServer Rol es where
i d="\ xB66A9EAODB8A53B0801C07D5B44A5FE9" ) where Rol es=' Dat abase';

m cr of ocus- zenwor ks-configure -c

M gr at eSer ver Rol eConfi gureActi on -DsourceCui d=<First PS QU D> -
Ddest Gui d=<second PS QU D> - Drol e= Dat abase

Assign the database role to PSDB2 by running the query command in the pgadmin or any other
client that can connect to PostgreSQL database server:

m cr of ocus-zenwor ks-configure -c M grateServerRol eConfi gureAction -
Dsour ceGui d=<First PS QU D> - Ddest Gui d=<second PS GUI D> -Drol e=
Dat abase

Example: m cr of ocus- zenwor ks-configure -c

M gr at eSer ver Rol eConf i gur eAction -

Dsour ceGui d=d1632252¢35422d79d715b1e24b6de03 -

Ddest Qui d=8d1878f 8062c3ab74baf 713bc8b0ccd8 - Dr ol e=Dat abase

The ZENworks Server now points to new database.

Ensure that you can successfully log into ZCC. After logging into ZCC, go to the Diagnostics page
and in the ZENworks Databases panel, verify the Host IP addresses and also verify that the Audit
database is connected.
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Restore the Database on a Linux Primary Server or Appliance Server
(PSDB2)

On a Linux Primary Server or an Appliance Server, perform the following steps:

1 Install PostgreSQL by performing the following steps:
On Appliance, perform the steps as a root user.

+ Open the terminal in the following path:
[ opt/novel | / zenwor ks/i nstal | / downl oads/rpm
[ opt/ m crofocus/zenworks/instal | / downl oads/rpm

¢ Runrpm - Wh <Post gre_RPM Fil e>
For example,
rpm - Wh novel | - zenwor ks- post gresql -11. 4- 1. x86_64. rpm
rpm - Uvh m crof ocus-zenwor ks- post gresql - <ver si on>. rpm

NOTE: For setting the environment variables and running the database commands, ensure
that you switch to the zenpostgres user (su zenpostgres).

2 Load zenpostgres docker by running the following command:

docker load -i /opt/mcrofocus/zenworks/docker-i mages/
zenpostgres.tar. gz

3 Set the following environment variables:
+ PGPORT:<target DB port>
+ PGDATA:<database_path>

+ PGDATABASE:<target initial connection database name> preferable is postgres

NOTE: It is recommended that you run the database commands in one terminal and other
operations such as file edit (pg_hba. conf and post gresql . conf ) in another terminal.

Example 13-3 Open the terminal prompt and set the following variables based on the existing configuration.

+ export LD_LIBRARY_PATH=/ opt / mi cr of ocus/ zenwor ks/ shar e/ pgsql / | i b;
export LD_LIBRARY_PATH=/ opt / novel | / zenwor ks/ shar e/ pgsql / | i b;
+ export PATH=SPATH:/ opt / mi cr of ocus/ zenwor ks/ shar e/ pgsql / bi n;
export PATH=SPATH:/ opt / novel | / zenwor ks/ shar e/ pgsql / bi n;
+ export PGPORT=54327;
+ export PGDATA=/ var/ opt / mi cr of ocus/ pgsql / dat a;
export PGDATA=/ var / opt / novel | / pgsql / dat a;
+ export PGDATABASE=postgres;
After setting the variables, open terminal in the following location perform the next steps:
[ opt/ m crof ocus/ zenwor ks/ shar e/ pgsql / bi n

4 Create postgres data directory by running the following command:
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nkdir -p /var/opt/mcrofocus/pgsql/data
5 Open aterminal as Linux, and run the . / pg_ct| i nitdb command.
6 Enable and start zenpost gresql service by running the following commands:
+ systenct| enable zenpostgresql.service
¢ systenct| start zenpostgresqgl.service

NOTE: Wait for postgres database to start. Running the following command displays if the
database system is ready to accept connections:

docker |ogs zenpostgres

7 Edit the pg_hba. conf and post gresql . conf files file as shown below:
The pg_hba. conf and post gresql . conf files arefile is available in the following location:
/var/ opt/ m crofocus/pgsql /data
/var/opt/ m crofocus/pgsql /dat a

+ Inthe pg_hba. conf file, update the content as shown below:

# TYPE DATABASE USER  ADDRESS METHOD

# "local" is for Unix domain socket connections only

| ocal al | al | trust
# | Pv4 | ocal connections:

host al | al | 127.0.0.1/32 trust
# | Pv6 | ocal connections:

host al | al | ::1/128 trust

# Allow replication connections fromlocal host, by a user with the
# replication privilege.

| ocal replication al | trust
host replication al | 127.0.0.1/32 trust
host replication al | 02 1/128 trust
host al al | 0.0.0.0/0 trust

host al al | ::0/0  trust

+ Inthe post gresql . conf file, uyncomment the listen_addresses and Port entry keys and
update the values as shown below:

listen_addresses = '*'
Port= 54327
max_connections = 500

8 Open command prompt, and go to/ opt / novel | / zenwor ks/ shar e/ pgsql / bi n, and then
runthe. / pg_ctl start command.

Open command prompt, and go to / opt / m cr of ocus/ zenwor ks/ shar e/ pgsql / bi n, and
then run the. / pg_ctl start command.

Restart postgres by running the following command for changes to take effect:
systentt|l restart zenpostgresqgl.service
9 To log into the database, run docker exec -it zenpostgres psql -w postgres.
10 To loginto the database, run./ psql -w post gres. By default, postges is the database name.

11 After login, run the ALTER USER zenpost gres w th PASSWORD
' <zenpost gres_passwor d>'; command.
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NOTE: Ensure that you are a zenpostgres user before restoring as PostgreSQL user.

Example:
ALTER USER zenpostgres with PASSWORD ' ZwO#f f 511c5h77e3f e97a4337431b" ;
12 Drop the following databases and users:
drop dat abase zenworks;
drop dat abase zenworksaudit;
drop user zenadmi n;
drop user zenauditadni n;
13 Manually create the database using the following query:
create dat abase <DB nanme> with tenpl at e=t enpl at e0 encodi ng=" UTF8' ;
For Example:
+ ZENworks Database:
create database zenworks with template=template0O encoding='UTF8';
+ Audit Database:

create database zenworksaudit with template=template0 encoding='UTF8';

NOTE: *Names of the databases that are being created should exactly match (considering case)
with the source database names.

+ The source database names can be retrieved from the zdm.xml and zenaudit.xml files in
the source database server. For more information on the file location, see “Important
Commands and Locations” on page 69

14 Manually create the database using the following query:
create database <DB nane> with tenpl at e=t enpl at e0 encodi ng=" UTF8' ;
For Example:
ZENworks Database:
create dat abase zenworks with tenpl ate=tenpl ate0 encodi ng="' UTF8' ;
Audit Database:
create database zenworksaudit wth tenpl ate=tenpl ate0 encodi ng=" UTF8" ;
If you have enabled Antimalware, then run the following:
Antimalware Database:

creat e dat abase zenandat abase with tenpl ate=tenpl at e0 encodi ng=" UTF8'

NOTE:

+ Names of the databases that are being created should exactly match (considering case)
with the source database names.

+ The source database names can be retrieved from the zdm.xml and zenaudit.xml files in
the source database server. For more information on the file location, see “Important
Commands and Locations” on page 69.

15 Ensure that the PostgreSQL user has access to the dump being imported.

82 Moving an Embedded PostgreSQL Database from One Primary Server to another Primary Server



16 Quit psql.
To quit psql, you use \g command and press enter to exit psql.

17 Copy the post gres_dunp. sql to/var/opt/ m crof ocus/ pgsql / dat a.
Ensure that all users have read access to the dump being imported.

18 Gotothe/ opt/ novel | / zenwor ks/ shar e/ pgsql / bi n/ opt/ m cr of ocus/ zenwor ks/
shar e/ pgsql / bi n location and run the following command to restore the database as
PostgreSQL user:

Run the following command to restore the database as PostgreSQL user:

./psqgl -v ON_ERROR _STOP=0 -f <dunp_l ocation> -0 <log_location> -L
<l og_l ocation> > <error_l og_l ocati on> 2>&1

docker exec zenpostgres psql -w postgres -v ON_ERROR _STOP=0 -f /var/
opt/ m crof ocus/ pgsql / dat a/ <dunp_file> -0 /var/opt/m crof ocus/pgsql/
data/<log file> -L /var/opt/mcrofocus/pgsql/data/<log_file> >
<error_log location> 2>&1

+ -f <fil ename>: Uses the file filename as the source of SQL commands.

+ -L <fil enanme>: Writes all query output into the file, in addition to the normal output
destination.

+ -0 <fil enane>: Logs all query output into the file.

+ All the errors will be redirected to <error _| og_| ocati on>.

NOTE: Only /var/opt/microfocus/pgsql/data is accessible by zenpostgres. Hence, keep dump
and logs in the same path.

For example:

./psgl -v ON ERROR STOP=0 -f /tnp/postgres _dunp.sql -o /tnp/
postgres log.txt -L /tnp/postgres log.log > /tnp/postgres_|og.err 2>&1

NOTE: The database was already created in Step 8 of the Restore process. Hence, ERROR about
invalid locale should be ignored.

docker exec zenpostgres psql -w postgres -v ON_ERROR _STOP=0 -f /var/
opt/ m crof ocus/ pgsql / dat a/ dunp. sgl -o /var/opt/m crofocus/pgsql/data/
postgres_log.txt -L /var/opt/mcrofocus/pgsql/datal/postgres_|log.log >/
var/opt/ m crof ocus/ pgsql / dat a/ postgres_| og.err 2>&1

19 In the destination database server (PSDB2), change the server key in zdm xm and
zenaudi t . xrd available in the following location with the localhost address 127.0.0.1:

/etc/opt/novel |/ zenwor ks/ dat anode
Example: <entry key="Server">127.0.0. 1</ entry>
20 Inthe PSDB2, edit the pg_hba. conf file, and the file should be similar to as shown below:
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# TYPE DATABASE USER ADDRESS METHOD

# "local" is for Unix domain socket connections only

| ocal al | al | nd5
# 1 Pv4 | ocal connections:

host al | al | 127.0.0.1/32 nd5
# 1 Pv6 | ocal connections:

host al | al | ::1/128 nd5

# Allow replication connections fromlocal host, by a user with the
# replication privilege.

| ocal replication al | nd5
host replication al | 127.0.0.1/32 nd5
host replication al | 12 1/128 nd5
host al | al | 0.0.0.0/0 md5

Now, you will be able to log into PostgreSQL using the . / psgl - W post gr es, with the
password that was obtained by running the zman dgcs command.

In all the other Primary Server (except destination database server (PSDB2)), update the value
of the server key with the IP address of the destination database server in zdm xm and
zenaudi t . xm .

<entry key="Server"><PSDB2_| P></entry>
Example: <entry key="Server">10.1.1.2</entry>

Restart postgres by running the systentt| restart zenpostgresql. servi ce command
for changes to take effect.

In the destination database server (PSDB2), change the server key in zdm xm and
zenaudi t . xrd available in the following location with the localhost address 127.0.0.1:

[ etc/opt/novel |/ zenwor ks/ dat anodel

Example: <entry key="Server">127.0.0.1</entry>

/ et c/ opt/ m crof ocus/ zenwor ks/ dat anodel

docker exec -it zenpostgres psqgl -Wpostgres

Run the following configure action:

m cr of ocus-zenwor ks-configure -c Generat eOSPProperties
m cr of ocus-zenwor ks-confi gure -c Regener at eOSPAut hCf gXml
(Conditional) If Antimalware is configured run the following:

m cr of ocus-zenwor ks-configure -c ZENServi cesFirewal | Confi gureAction -
Dservi ce=ant i mal war e - Doper ati on=ADD

m cr of ocus-zenwor ks-configure -c Anti mal war eServi ceConfi gureAction -
Dam servi ce. action=start

In the new database server (PSDB2), run the following configure action:
m cr of ocus-zenwor ks-configure -c Generat eOSPProperties
m cr of ocus-zenwor ks-confi gure -c Regener at eOSPAut hCf gXmi

Runmi cr of ocus- zenwor ks-configure -c¢
Gener at eCont ent Dat asour ceConf i gur eAct i on on all the ZENworks servers.
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Start ZENworks services on the destination database server (PSDB2) by running the novel | -
zenwor ks-configure —c Startm crof ocus-zenworks-configure —c Start
command.

NOTE: Ensure that the NovellMicro Focus ZENworks Embedded Datastore service is disabled
and not running on the source database server (PSDB1). You can either rename the service file,
or unregister or remove the PSDB1 server.

To disable the service, run the following command:
¢ OnSLES 11: chkconfi g zenpost gresql off
¢ OnSLES 12 and later: systenct| disabl e zenpostgresql.service

After disabling, the service will not start after the system restart.

On all the Primary Servers, restart the ZENworks services by running the following command:
novel | - zenwor ks-configure -c Start

m cr of ocus-zenwor ks-configure -c Start

Assign the database role to destination database server (PSDB2) by running the following
configure action:

m cr of ocus-zenwor ks-configure -c M grateServerRol eConfi gureAction -
Dsour ceGui d=<First PS QU D> - Ddest Gui d=<second PS GUI D> -Drol e=
Dat abase

Example: m cr of ocus- zenwor ks-configure -c

M gr at eSer ver Rol eConf i gur eAction -

Dsour ceGui d=d1632252¢35422d79d715b1e24b6de03 -

Ddest Qui d=8d1878f 8062c3ab74baf 713bc8b0ccd8 - Dr ol e=Dat abase

On the Primary Server on which the Embedded Database is installed, stop the Micro Focus
ZENworks Embedded Datastore service using the following steps:

Run the following command to start the Micro Focus ZENworks Embedded Datastore —
PostgreSQL service.

On SLES 12 and later: systentt| stop zenpostgresqgl.service
In the PSDB2, edit the pg_hba. conf file, and the file should be similar to as shown below:

# TYPE DATABASE USER ADDRESS METHOD
# "local" is for Unix domain socket connections only

| ocal al | al | nd5

# | Pv4 | ocal connections:

host al | al | 127.0.0.1/32 nd5

# | Pv6 | ocal connections:

host al | al | ::1/128 nd5

# Allow replication connections fromlocal host, by a user with the
# replication privilege.

| ocal replication al | nd5
host replication al | 127.0.0.1/32 nd5
host replication al | 2 1/128 nd5
host all all 0.0.0.0/0 nd5

Now, you will be able to log into PostgreSQL using the . / psgl - W post gr es, with the
password that was obtained by running the zman dgcs command.
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33 Assign the database role to destination database server (PSDB2) by running the query
command in the pgadmin or any other client that can connect to PostgreSQL database server:

updat e zZenServerRol es set id='"\x<PSDB2_GU D>', position=(select

max( posi tion)+1 from zZENServer Rol es where id="\x<PSDB2_GUI D>') where
Rol es=' Dat abase'

comit;

Example:

updat e zZenServerRol es set id="\xB66A9EAOD88A53B0801C07D5B44A5FEY" ,
positi on=(sel ect max(position)+1l from zZENServer Rol es where
i d=" \ xB66A9EAODB8A53B0801CO7D5B44A5FE9' ) where Rol es=' Dat abase' ;

m cr of ocus- zenwor ks-configure -c

M gr at eSer ver Rol eConfi gureActi on -DsourceCui d=<First PS GU D> -
Ddest Gui d=<second PS GUI D> - Drol e= Dat abase

34 The ZENworks Server now points to new database.

Ensure that you can successfully log into ZCC. After logging into ZCC, go to the Diagnostics page
and in the ZENworks Databases panel, verify the Host IP addresses and also verify that the Audit
database is connected.

Restore the Database on a Primary Server or Appliance Server (PSDB2)

On a Linux Primary Server or an Appliance Server, perform the following steps:
1 Before executing the following steps, ensure that you have reviewed the information
documented in the section Important Commands and Locations.

Ensure that you have noted the database username, password of the source Primary Server by
running the zman dgcs command.

2 Stop all the ZENworks services on all Primary Servers by running the following configure action:
m cr of ocus-zenwor ks-configure -c Start
3 Load zenpostgres docker by running the following commands:

+ docker load -i /opt/mcrofocus/zenworks/docker-images/
zenpostgres.tar.gz

+ docker run --nane tnp_postgres -d zenpostgres
+ docker cp /tnp/dunp.sql tnp_postgres:/var/opt/ m crofocus/pgsql/

NOTE: The /tmp/dump.sql file is created in the backup step 5 of the “Backup the Database on
the Embedded Primary Server (PSDB1)” on page 72

4 Get into the temporary postgres container by running the following command:
docker exec -it tnp_postgres bash

5 To check whether the database server is ready to accept connections, run the following
commands:

¢ cd /var/opt/mcrofocus/pgsqgl/data
+ cat postmaster.log
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After executing the commands, the last line should say “Database system is ready to accept
connections”. If you did not see this message, wait for some time, and then execute the “cat
postmaster.log” command again.

6 Perform the following steps to prepare the default database, for restore.

Run the psql - W post gr es command. When prompted for a password, enter novell as the
password.

6a To change the default password, run the following SQL query:
ALTER USER zenpostgres with PASSWORD ' <Passwor d>';

Replace the <Passwor d> in the above SQL query with the password you noted down in
step 1 of the “Backup the Database on the Embedded Primary Server (PSDB1)” on page 72.

Example: ALTER USER zenpostgres with PASSWORD
' Zw0#3dde8547adb388306de141850" ;

6b Drop the following default databases and users:
drop dat abase zenworks;
drop dat abase zenwor ksaudit;
drop user zenadmn;
drop user zenauditadmnn
drop dat abase zenandat abase;
drop user zenanadm n;

NOTE: Ignore errors related to missing database or users if any.

7 Exit the Postgres interactive terminal by executing the exi t command.
8 To restore the database, run the following commands:
+ export PGPASSWORD= <password retrieved from zman dgcs>

¢ psqgl -w postgres -v ON_ERROR_STOP=0 -f /var/opt/ m crofocus/pgsql/
dunp. sql -o /var/opt/ mcrofocus/pgsql/dump.log -L /var/opt/
m cr of ocus/ pgsql / dunp. | og >/ var/opt/ m crof ocus/ pgsql /dunp. err 2>&1

NOTE: Execution of the above command may take time depending on the amount of data
in the database.

9 Once the restore is completed successfully, exit the docker container by running the exi t
command.

10 To copy the database folder from the container to the host, run the following commands:
e rm-rf /var/opt/mcrofocus/pgsq

+ docker cp tnp_postgres:/var/opt/ mcrofocus/pgsql/ /var/opt/
m cr of ocus/

e« rm-f /var/opt/ mcrofocus/pgsql /data/ postnaster.pid /var/opt/
m cr of ocus/ pgsql / dat a/ post mast er. | og

11 To clean up the temporary container, run the following commands:
¢ docker kill tnp_postgres
+ docker container rmtnp_postgres
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To change the ownership of the data directory, run the following command:
chown -R 1026: 1026 /var/opt/ m crofocus/pgsql/data

In the post gresql . conf file, under/ var/ opt/ m crof ocus/ pgsql / dat a/, uncomment
thel i st en_addr esses and port entry keys, and update the values as shown below:

i sten_addresses = '*'

Port = 54327

max_connections = Nunber of primary severs * 500

Edit the pg_hba. conf and post gresql . conf files file as shown below:

The pg_hba. conf and post gr esqgl . conf files arefile is available in the following location:
/ var/ opt/novel | / pgsql / dat a

/var/ opt/ m crofocus/pgsql /data

+ Inthe pg_hba. conf file, update the content as shown below:

# TYPE DATABASE USER  ADDRESS METHOD

# "local" is for Unix domain socket connections only

| ocal al | al | nd5

# 1 Pv4 | ocal connections:

host al | al | 127.0.0.1/32 nd5
# 1 Pv6 | ocal connections:

host al | al | ::1/128 nd5

# Allow replication connections fromlocal host, by a user with the
# replication privilege.

| ocal replication al | nmd5

host replication al | 127.0.0.1/32 md5
host replication al | 101/ 128 md5
host al | al 0.0.0.0/0 md5

+ Inthe post gresql . conf file, uyncomment the listen_addresses and Port entry keys and
update the values as shown below:

listen_addresses = '*'
Port= 54327

max_connections = 500

15 Inthe local primary server, change the server key inzdm xm and zenaudi t. xri , available in

[ etc/opt/ m crofocus/zenwor ks/ dat anodel folder with the local host address
127.0.0.1Jdbc_Url:

+ <entry key="Server">127.0.0.1Jdbc_Url </entry>
+ <entry key="Enbedded">true</entry>

16 Manually create the database using the following query:

create database <DB nanme> with tenpl at e=t enpl at e0 encodi ng="' UTF8' ;
For Example:
+ ZENworks Database:
create database zenworks with template=template0 encoding='UTF8';
+ Audit Database:

create database zenworksaudit with template=template0 encoding='UTF8';
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NOTE: *Names of the databases that are being created should exactly match (considering case)
with the source database names.

+ The source database names can be retrieved from the zdm.xml and zenaudit.xml files in
the source database server. For more information on the file location, see “Important
Commands and Locations” on page 69

Ensure that the PostgreSQL user has access to the dump being imported.

If you have configured antimalware in the zone, modify the dat abase. server. addr ess
property in /et ¢/ opt / mi cr of ocus/ zenwor ks/ ant i nal war e/
amedat asour ce. properti es file to have the server IP as 127.0.0.1

To create the Postgres service, create the filein/ usr/ i b/ syst end/ syst en!
zenpost gresql . servi ce with the following contents:

[Unit]

Descri pti on=Post gr eSQL Daenon for ZENworks Dat abases
Aft er=sysl og. target network.target docker. service

[ Service]

Type=si npl e

ExecStart =/ opt/m crof ocus/ zenwor ks/ | i b/ syst emd/ syst eml zenpost gresql -
syst emd

Restart=on-failure

Rest art Sec=20

StartLimtBurst=5

StartLimtlnterval =120

[Install]

Want edBy=mnul ti - user. t arget

To reset the file/folder permissions, run the following command:
permni ssi ons. sh

Start ZENworks services on the destination database server (PSDB2) by running the novel | -
zenwor ks-configure —c Startm crof ocus- zenwor ks-configure —c Start
command.

NOTE: Ensure that the NovellMicro Focus ZENworks Embedded Datastore service is disabled
and not running on the source database server (PSDB1). You can either rename the service file,
or unregister or remove the PSDB1 server.

To disable the service, run the following command:
¢ OnSLES 11: chkconfi g zenpostgresql off
¢ OnSLES 12 and later: systenct| di sabl e zenpost gresql . service

After disabling, the service will not start after the system restart.

Assign the database role to destination database server (PSDB2) by running the query
command in the pgadmin or any other client that can connect to PostgreSQL database server:
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updat e zZenServerRol es set id='"\x<PSDB2_GU D>', position=(select

mex( posi tion)+1 from zZENSer ver Rol es where id="\x<PSDB2_QGUI D>') where
Rol es=' Dat abase'

commit;

Example:

updat e zZenServerRol es set id='"\xB66A9EAODB8A53B0801C07D5B44A5FEY"
posi ti on=(sel ect max(position)+1l from zZENServer Rol es where
i d="\ xB66A9EAODB8A53B0801C07D5B44A5FE9" ) where Rol es=' Dat abase';

m cr of ocus- zenwor ks-configure -c

M gr at eSer ver Rol eConfi gureActi on -DsourceCui d=<First PS GU D> -
Ddest Gui d=<second PS QU D> - Drol e= Dat abase

Start the zenpost gr es service by running the following commands:
systentt| enabl e zenpostgresql.service

systentt|l start zenpostgresql.service

Run the following configure actions to update OSP/Content Configurations:
m cr of ocus-zenwor ks-configure -c Generat eCSPProperties
m cr of ocus-zenwor ks-confi gure -c Regener at eOSPAut hCf gXmi

m cr of ocus- zenwor ks-configure -c
Gener at eCont ent Dat asour ceConf i gur eActi on

(Conditional) If Antimalware is configured, run the following commands:

m cr of ocus-zenwor ks-configure -c ZENServi cesFirewal | Confi gureAction -
Dservi ce=ant i mal war e - Doper ati on=ADD

m cr of ocus-zenwor ks-configure -c Anti mal war eServi ceConfi gureAction -
Dam servi ce. acti on=start

On the Primary Server (PSDB2), start the ZENworks services by running the following command:
m cr of ocus-zenwor ks-configure -c Start

Assign the database role to the destination database server (PSDB2) by running the following
configure action:

m cr of ocus-zenwor ks-configure -c M grateServerRol eConfi gureAction -
Dsour ceGui d=<GUJI D of PSDB1> - Ddest Gui d=<GUI D of PSDB2> - Dr ol e=Dat abase

To setup Automatic Maintenance, run the following configure action:

m cr of ocus- zenwor ks-configure -c
Aut omat i cPost gr esMai nt enanceConf i gur eActi on

(Conditional) If you have enabled Kafka, then run zman server-rol e- kaf ka-recreat e-
connectors -f true command to recreate the Kafka connectors.

For more information, see Server Commands in the ZENworks Command Line Utilities guide.

If you have the firewall enabled on the server, ensure that port 54327 is open.

NOTE: With this, we complete the Restoring of the Database to the Target Primary Server
(PSBD2). Continue further to update other Primary Servers in the zone.
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31 Do the following on all the other primary servers in the zone:

31a Change the server key in zdm xm and zenaudi t . xni , available in/ et ¢/ opt /
m cr of ocus/ zenwor ks/ dat anodel folder with the IP address of PSDB2:

<entry key="Server">l P OF PSDB2</entry>

31b If you have configured Antimalware in the zone, modify the dat abase. server. addr ess
property in/ et c/ opt/ m crof ocus/ zenwor ks/ ant i mal war e/
anmedat asour ce. properti es file to have the server IP as IP of PSDB2.

31c To update OSP/Content Configurations, run the following configure actions:
m cr of ocus- zenwor ks- confi gure -c Generat eOSPProperties
m cr of ocus- zenwor ks- confi gure -c Regener at eCSPAut hCf gXn

m cr of ocus-zenwor ks-configure -c
Gener at eCont ent Dat asour ceConf i gur eActi on

31d (Conditional) If Antimalware is configured, run the following:

m cr of ocus-zenwor ks- confi gure -c ZENServi cesFirewal | Confi gureActi on
- Dservi ce=anti mal war e - Doper ati on=ADD

m cr of ocus-zenwor ks-configure -c Anti mal war eServi ceConfi gureActi on
- Dam servi ce. acti on=start

31e Run the following commands:
+ systenttl stop zenpostgresql.service
+ systenct!l disable zenpostgresql.service

NOTE: This step is applicable only on PSDB1.

31f Start all the zenworks services by running the following command:

m cr of ocus-zenwor ks-configure -c Start
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Backing up an Embedded PostgreSQL
Database on One Primary Server and
Restoring it on another Primary Server

ZENworks enables you to backup the embedded database from one Primary Server and restore it in
another Primary Server. This procedure can be followed if you want to replace the existing Primary
Server with a new server or if you want to move from a Linux to an Appliance server.

+ “Important Commands and Locations” on page 93
+ “Backing up the Database on the Embedded Primary Server” on page 94

+ “Restoring the Database on another Server” on page 95

Important Commands and Locations

This section provides some of the command and locations that will be used quite frequently while
moving the data. Ensure that you keep the following information handy while initiating the data
migration:

+ The ZENworks database and Audit database names on the embedded PostgreSQL database are
available in zdm xm and zenaudi t. xm files. These files are available in the following
location:

Check the Database key to get the database name.

On Windows: Y%ZENWORKS HOME% conf\ dat anodel \

On Linux: / et ¢/ opt/ novel | / zenwor ks/ dat anodel /

On Linux: / et ¢/ opt / mi cr of ocus/ zenwor ks/ dat anodel /
Example:

<entry key="Database">zenworks</entry>

<entry key="Database">zenworksaudit</entry>
+ The database details can be retrieved by running the following commands:
+ zman dgc: Retrieves the database credentials used to connect to the embedded database.

+ zman dgca: Retrieves the database credentials used to connect to the audit embedded
database.

+ zman dgcs: Retrieves the database credentials of super user that is used to connect to the
embedded database.

+ zman dgcam Retrieves the database credentials of the Antimalware database.
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Backing up the Database on the Embedded Primary Server

1.

Run the following commands and note down the ZENworks database credentials of the source
machine:

— zman dgv
— zman dgca
— zman dgcs

— zman dgcam

. Stop the ZENworks Services on all the Primary Servers by running the following configure

action:
m cr of ocus-zenwor ks-configure -c Start
After running the command, under Action, select Stop.

On the Primary Server on which the Embedded Database is installed, start the Micro Focus
ZENworks Embedded Datastore service using the following steps:

Run the following command to start the Micro Focus ZENworks Embedded Datastore —
PostgreSQL service.

¢ OnSLES 12 and later: systentt| start zenpostgresql.service
¢ OnSLES11:/etc/init.d/ zenpostgresql start

. Login to the Primary Server that has the database role.

5. Initiate the backup by setting the following variables:

NOTE: This step is required for Windows only.

+ PGPORT: <existing source DB port configured>
By default, ZENworks uses 54327
+ PGDATA: <embedded_database_location>

+ PGUSER: <existing super user for ZENworks postgres DB> The default user for ZENworks is
zenpostgres.

+ PGDATABASE: <existing database name> ZENworks default is postgres
+ PGPASSWORD: <password for the above super user PGUSER>

Example 14-1 Example for Linux Primary Server:

Open the terminal and set the following variables based on the existing configuration.

+ export LD_LIBRARY_PATH=/ opt / mi cr of ocus/ zenwor ks/ shar e/ pgsql /
| i b$LD_LI BRARY_PATH,

+ export PATH=SPATH:/ opt / mi cr of ocus/ zenwor ks/ shar e/ pgsql / bi n;
+ export PGPORT=54327;

+ export PGDATA=/ var/ opt / m cr of ocus/ pgsql / dat a;

+ export PGUSER=<super user retrieved from zman dgcs>;

+ export PGDATABASE=postgres;

+ export PGPASSWORD=<password retrieved from zman dgcs>;
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6. Run the following commands to back up both the databases (ZENworks and Audit):
+ cd/opt/ m crofocus/ zenwor ks/ shar e/ pgsql / bi n/
¢ . /pg_dunpall > "<path to sqgl file>"
Example: ./ pg_dunpal | > /tnp/ post gres_dunp. sql

+ docker exec -e PGUSER=<super user retrieved from zman dgcs> -e PGDATABASE=postgres -
e PGPASSWORD=<password retrieved from zman dgcs> zenpostgres /opt/microfocus/
zenworks/share/pgsql/bin/pg_dumpall > /tmp/dump.sql

Example: docker exec -e PGUSER=zenpostgres -e PGDATABASE=postgres -e
PGPASSWORD=ZwO0#43cf4525d0f5df6395bbbec9c zenpostgres /opt/microfocus/
zenworks/share/pgsql/bin/pg_dumpall > /tmp/dump.sql

NOTE: You can ignore the no version information available error message.

Restoring the Database on another Server

1. Stop the ZENworks Services on the Primary Servers where the database is to be restored, by
running the following configure action:

m cr of ocus-zenwor ks-configure -c Start
After running the command, under Daemons, deselect Micro Focus ZENworks Embedded
PostgreSQL, under Action, select Stop.
2. On the Linux server:
a. Switch the user to zenpostgres by running the command su zenpost gres
b. Open the terminal and set the following variables based on the existing configuration.

+ export LD_LIBRARY_PATH=// opt / novel | / zenwor ks/ shar e/ pgsql /
[ib:$LD LI BRARY_PATH

+ export PATH=SPATH:opt / novel | / zenwor ks/ shar e/ pgsql / bi n;
+ export PGPORT=54327;

+ export PGUSER=<Postgres super user retrieved from zman dgcs of the target database
device>;

+ export PGDATABASE=postgres;

+ export PGPASSWORD=<password retrieved from zman dgcs of the target database
device>;

3. On the Primary Server:
a. Switch the user to zenpostgres by running the command su zenpost gr es
b. Open the terminal and set the following variables based on the existing configuration.

+ export LD_LIBRARY_PATH=/ opt / m cr of ocus/ zenwor ks/ shar e/ pgsql /
i b: $LD_LI BRARY_PATH,

+ export PATH=SPATH:/ opt / m cr of ocus/ zenwor ks/ shar e/ pgsql / bi n;
+ export PGPORT=54327;

+ export PGUSER=<Postgres super user retrieved from zman dgcs of the target database
device>;
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+ export PGDATABASE=postgres;

+ export PGPASSWORD=<password retrieved from zman dgcs of the target database
device>;

c. Enter zenpostgres container prompt by running below command:

docker exec -it -e PGUSER=<super user retrieved fromzman dgcs> -e
PGDATABASE=post gres -e PGPASSWORD=<password retri eved from znman
dgcs> zenpost gres bash

d. cd /opt/ncrofocus/zenwor ks/ share/ pgsql / bin
4. Start PSQL connection by running ./psql.

5. Close the database dangling connections by running the following command:

SELECT pg_terni nate_backend(pid) FROM pg_stat_activity WHERE pid =
pg_backend_pi d();

6. Drop the following databases and users:
+ DROP DATABASE ZENWORKS;
+ DROP DATABASE ZENWORKSAUDIT;
+ DROP USER ZENAUDITADMIN;
+ DROP USER ZENADMIN;
7. Create the database using the following query for the databases that should be restored:
create database <DB nanme> with tenpl at e=t enpl at e0 encodi ng="' UTF8' ;
For example:

+ ZENworks Database: creat e dat abase zenworks with tenpl at e=t enpl at e0
encodi ng="' UTF8' ;

+ Audit Database: creat e database zenworksaudit with tenpl ate=tenpl at el
encodi ng="' UTF8' ;

8. Run following command to change the password for user 'zenpostgres':

ALTER ROLE zenpostgres W TH PASSWORD ' <password retrieved from znan
dgcs of the source db machi ne>';

9. Exit PSQL.
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1 Migrating an OEM Sybase database from
one Primary Server to a PostgreSQL
database in an another Primary Server

To migrate an OEM Sybase database from one Primary Server to a PostgreSQL database in an
another Primary Server, perform the following steps:

1. Move the OEM Sybase database from one Primary Server to another Primary Server. For more
information, see Moving the Internal Sybase Database from One Primary Server to Another

Primary Server.
2. Use the database migration tool to migrate to the PostgreSQL database. For more information,
see.
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Backing Up and Restoring the PostgreSQL
Database

+ “Important Commands and Locations” on page 99

+ “Backing Up the PostgreSQL Database” on page 100

+ “Backing Up and Vacuuming the PostgreSQL Database” on page 101

¢ “Using the zman command to Take a Backup of the Database” on page 103

+ “Using the pg_dump Command to Take a Backup of the Database” on page 104
+ “Restoring the PostgreSQL Database” on page 104

Important Commands and Locations

This section provides some of the command and locations that will be used quite frequently while
backing-up the data. Ensure that you keep the following information handy while initiating the data
migration:

+ The ZENworks database and Audit database names on the embedded PostgreSQL database are
available inzdm xm and zenaudi t . xm files. These files are available in the following
location:

Check the Database key to get the database name.

/et c/opt/ m crofocus/zenwor ks/ dat anodel /

On Windows: Y%ZENWORKS HOME% conf\ dat anpdel \
On Linux: / et ¢/ opt/ novel | / zenwor ks/ dat anodel /
Example:

<entry key="Database">zenworks</entry>

<entry key="Database">zenworksaudit</entry>
+ The database details can be retrieved by running the following commands:
+ zman dgc: Retrieves the database credentials used to connect to the embedded database.

+ zman dgca: Retrieves the database credentials used to connect to the audit embedded
database.

+ zman dgcs: Retrieves the database credentials of super user that is used to connect to the
embedded database.
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Backing Up the PostgreSQL Database

By default, ZENworks automatically backs up the PostgreSQL database every week. By using the
AutomaticPostgresMaintenanceConfigureAction, you can schedule the automatic backup of the
database. By default, the database backup schedule is set to Sunday midnight. However, you can use
the pgsqlDBbackupConf.xml file to customize the backup schedule.

NOTE: +The AutomaticPostgresMaintenanceConfigureAction takes backup only the Embedded
PostgreSQL database.

+ Ensure that you take the backup of the database at a regular intervals.

+ Itis recommended that you do not disable the backup. This might ensure that you have a
backup of the database in case of a disaster.

+ VACUUM reclaims storage occupied by dead tuples. In normal PostgreSQL operation, tuples
that are deleted or obsoleted by an update are not physically removed from their table; they
remain present until a VACUUM is done. Therefore it is necessary to VACUUM periodically,
especially on frequently-updated tables.

+ In ZENworks 2020 Update 2 and earlier, pgsqlDBbackupConf.xml was used to configure backups
of the PostgreSQL database. While upgrading from Update 2 to the latest version,
pgsqlDBbackupConf.xml is replaced with pgsql-maintenance.xml. If customer has enabled
backup only for audit, vacuum will also be done only for the audit database. If the backup is
done for both databases, the vacuum will also be done for both databases.

+ Database backup directory for Linux should be under /var/opt/microfocus/zenworks

+ The custom JDBC URL cannot be used for automatic database maintenance.

After successfully running the configure action, the backup (PGDUMP) is saved in the following
location:

+ On Windows: %ZENWORKS _HOVE% wor k\ pgsql

+ On Windows: %ZENSERVER _HOVE% wor k\ pgsql

¢ On Linux:/var/ opt/ novel | / zenwor ks/

¢ On Linux:/var/opt/m crof ocus/ zenwor ks/

Based on requirements, you can customize the pgsqlDBbackupConf.xml file and then run the
novellmicrofocus-zenworks-configure -c AutomaticPostgresMaintenanceConfigureAction command.

The pgsglDBbackupConf.xml file is located in the following location:

+ On Windows: %ZENWORKS_HOVE% conf\ pgsql

+ On Windows: %ZENSERVER_HOVE% conf \ pgsql

¢ On Linux:/ et c/ opt/ novel | / zenwor ks/ pgsql

¢ On Linux:/etc/opt/ m crof ocus/ zenwor ks/ pgsql

NOTE: By default, only ZENworks database is backed up. If required, you can enable the backup of
audit database by setting the AuditEnabled parameter to true in the pgsqlDBbackupConf.xml file.

The ZENworks and Audit databases will be created under ZCMDB_pg_dump and AuditDB_pg_dump
folders respectively.
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Following is an example of the pgsqlDBbackupConf.xml file:

<Schedul e>
<Dai | ySchedul e>
<DaysCOf Week>
<Sunday>t r ue</ Sunday>
<Monday>f al se</ Monday>
<Tuesday>f al se</ Tuesday>
<Wednesday>f al se</ Wednesday>
<Thur sday>f al se</ Thur sday>
<Fri day>f al se</ Fri day>
<Sat ur day>f al se</ Sat ur day>
</ DaysOf Week>
<StartTine Hour="23" M nute="55" Second="0"/>
</ Dai | ySchedul e>
</ Schedul e>
<ns2: BackupDi r>C:\ Program Fi | es (x86)\ Novel | \ ZENwor ks\ wor k</
ns2: BackupDi r >
<ns2: Audi t Enabl ed>f al se</ ns2: Audi t Enabl ed>
<ns2: ZenEnabl ed>t r ue</ ns2: ZenEnabl ed>
</ ns2: BackupConfi g>

IMPORTANT: In case you have your own mechanism of taking backup of the databases, and do not
want ZENworks to take a backup, you can run the following command:

m cr of ocus- zenwor ks-configure -c
Aut omat i cPost gr esMai nt enanceConf i gur eActi on -
Dpgsql . del et e. mai nt enance. queue=yes

Backing Up and Vacuuming the PostgreSQL Database

By default, ZENworks automatically backs up and vacuums the PostgreSQL database every week. By
using the AutomaticPostgresMaintenanceConfigureAction, you can schedule the automatic backup
and vacuum of the database. The default database backup and vacuum schedule is set to Sunday
midnight. However, you can use the pgsql-maintenance.xml file to customize the schedule.

NOTE: +The AutomaticPostgresMaintenanceConfigureAction takes backup only the Embedded
PostgreSQL database.

+ Ensure that you take the backup of the database at a regular intervals.

+ Before taking the backup, ensure that you stop all the services, except PostgreSQL service. Use
microfocus-zenworks-configure -c Start to start or stop the services.

+ In ZENworks 2020 Update 2 and earlier, pgsqlDBbackupConf.xml was used to take a backup of
the PostgreSQL database. While upgrading from Update 2 to the latest version,
pgsqlDBbackupConf.xml is replaced with pgsql-maintenance.xml. If customer has enabled
backup only for audit, vacuum will also be done only for the audit database. If the backup is
done for both databases, the vacuum will also be done for both databases.

+ Database backup directory for Linux should be under /var/opt/microfocus/zenworks

+ If you have configured your zone to use custom JDBC URL for connecting to database, automatic
database maintenance actions will not be performed.
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After successfully running the configure action, the backup (PGDUMP) is saved in the following
location:

/var/ opt/ m crof ocus/ zenwor ks/ comron/ pgsql / ZCVDB_pg_dunp/
current BackupFol der

[ var/ opt/ m crofocus/ zenwor ks/ cormon/ pgsql / Audi t DB_pg_dunp/
cur rent BackupFol der

Based on requirements, you can customize the pgsql-maintenance.xml file and then run the
microfocus-zenworks-configure -c AutomaticPostgresMaintenanceConfigureAction command.

The pgsgl-maintenance.xml file is located in the following location:

/ etc/opt/ mcrofocus/ zenwor ks/ pgsq

NOTE: By default, only ZENworks database is backed up. If required, you can enable the backup of
audit database by setting the AuditEnabled parameter to true in the pgsql-maintenance.xml file.

Following is an example of the pgsql-maintenance.xml file:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<Post gr esMai nt enancel nput sType xm ns: ns2="http://ww. novel | . coml ZENwor ks/
v1. 0/ Backup" xm ns:ns3="http://ww. novel | .com ZENwor ks/v1. 0" >
<ns2: Post gr esBackupl nput s>
<ns?2: backupDi r >/ var/ opt/ m crof ocus/ zenwor ks</ ns2: backupDi r >
<ns2: backupZen>t r ue</ ns2: backupZen>
<ns2: backupAudi t >f al se</ ns2: backupAudi t >
</ ns2: Post gr esBackupl nput s>
<ns2: Post gr esVacuum nput s>
<ns2: vacuun¥en>t r ue</ ns2: vacuunZen>
<ns2: vacuumAudi t >f al se</ ns2: vacuumAudi t >
</ ns2: Post gr esVacuum nput s>
<ns3: Schedul e>
<ns3: Dai | ySchedul e>
<ns3: DaysOf Week>
<ns3: Sunday>t r ue</ ns3: Sunday>
<ns3: Monday>f al se</ ns3: Monday>
<ns3: Tuesday>f al se</ ns3: Tuesday>
<ns3: Wdnesday>f al se</ ns3: Wdnesday>
<ns3: Thur sday>f al se</ ns3: Thur sday>
<ns3: Fri day>f al se</ ns3: Fri day>
<ns3: Sat ur day>f al se</ ns3: Sat ur day>
</ ns3: DaysO \eek>
<ns3: Start Ti me Hour="23" M nute="55" Second="0"/>
</ ns3: Dai | ySchedul e>
</ ns3: Schedul e>
</ Post gr esMai nt enancel nput sType>

IMPORTANT: In case you have your own mechanism of taking backup of the databases, and do not
want ZENworks to take a backup, you can run the following command:

novel | m crof ocus- zenwor ks-configure -c
Aut omat i cPost gr esMai nt enanceConf i gur eActi on -
Dpgsql . del et e. mai nt enance. queue=yes
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Using the zman command to Take a Backup of the
Database

To back up an embedded database, run the zman db <backup_directory>zman qa -t

"pgsql . nai nt enance. queue" -d "{"backupParans":{"backupDir":"/var/opt/

m cr of ocus/ zenwor ks/

common", "backupZen":true, "backupAudit":fal se}, "vacuunParans": {"vacuuniZen":
fal se, "vacuumAudi t ": fal se}}" command on the server that has the database role.

In the above command, depending on which database you want to backup change the parameter to
true or false.

NOTE: Ensure that the backup directory is already created.

Example: zman db c:\pg_dbbackup

To back up an embedded database, run the zman db command on the server that has the database
role.

The backup is created in the following location:
[ var/ opt/ m crofocus/ zenwor ks/ cormon
To configure the backup location and automatic backup schedule, go through the following steps:

1. Go to the backup folder location.
+ [var/opt/ m crofocus/zenwor ks/ cormon
By default, the backup should be available in the ZCMDB_pg _dump or AuditDB_pg_dump
folder.
2. Go to the following location:
On Linux: / et c/ opt/ m cr of ocus/ zenwor ks/ pgsql / pgsql - mai nt enance. xni
3. Edit the backup location in the pgsql-maintenance.xml file.

4. After editing the XML file, run microfocus-zenworks-configure -c
AutomaticPostgresMaintenanceConfigureAction

5. Restart the PostgreSQL service.
Runthe systentt| restart zenpostgresql.servi ce command.

6. Run the command zman db. The database backup should be created in the location that was
updated in the pgsql - mai nt enance. xm file.

7. Modify the schedule in the pgsql - nai nt enance. xm file, and restart the ZENworks
PostgreSQL service.

Automatically the backup will be created in the location and schedule specified in the pgsql -
nmai nt enance. xm file.

In this example, pg_dbbackup should be created in the C drive.
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Using the pg_dump Command to Take a Backup of the
Database

You can use the PostgreSQL pg_dump command to do a full online backup of both Embedded and
External database.

Before executing the PostgreSQL pg_dump command, ensure that you update the
LD_LIBRARY_PATH variable as shown below:

export LD_LIBRARY_PATH=SLD_LIBRARY_PATH:/opt/novell/zenworks/share/pgsql/lib/opt/
microfocus/zenworks/share/pgsql/lib

For more information, see pg_dump (https://www.postgresql.org/docs/11/backup-dump.html).

Restoring the PostgreSQL Database

Restoring an archived database is performed by using the pg_restore command. Using the
pg_restore command, you can restore the backup taken by both pg_dump and
AutomaticPostgresMaintenanceConfigureAction.

To restore a backup, use the following command:
pg_restore [connection-option...] [option...] [filenane]

For more information on options, see pg_restore (https://www.postgresgl.org/docs/11/app-
pgrestore.html).

Restoring the Database Backup Taken Using the ZMAN
Command

To restore a backup that was taken using the zman command (zman db), perform the following:

On Linux

1. Stop the Services by running the following configure action:
m cr of ocus-zenwor ks-configure -c Start

After running the command, under Action, select Stop.
2. Stop the services using the following commands:
¢ systenct| stop novell-zenserver. service
¢ systenct| stop novell-zenl oader. service
¢ systenct| stop m crofocus-zenserver. service
+ systenct| stop m crofocus-zenl oader. service

3. (conditional) If Vertica is enabled in your zone, then stop the following services in ZENworks
Appliance, using following command:

+ systenct| stop zenworKks-connect. service
+ systenct| stop zenworks-kafka. service
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4. Close the database dangling connections by running the following commands:

SELECT pg_terni nate_backend(pid) FROM pg_stat_activity WHERE pid =
pg_backend_pi d();

5. Change the user by running the su zenpost gr es command.

6. Set the super user password for pg_restore and dropdb using the following command:
$ PGPASSWORD=<<set superuser password>>; export PGPASSWORD

7. Set the library path and BIN path as shown below:

¢ LD_LIBRARY_PATH=/ opt/ m cr of ocus/ zenwor ks/ share/ pgsql /| i b; export
LD_LI BRARY_PATH

+ PATH=SPATH:/ opt/ mi cr of ocus/ zenwor ks/ shar e/ pgsql / bi n; export PATH

¢ LD_LIBRARY_PATH=/ opt/ novel | / zenwor ks/ shar e/ pgsql /i b; export
LD_LI BRARY_PATH

+ PATH=SPATH:/ opt/ novel | / zenwor ks/ shar e/ pgsql / bi n; export PATH
8. Drop the existing database, the database name can be zenworks or audit database.

$ dropdb --host=local host --dbname=<<dat abase_name>> --port=54327 --
user name=<<super user _name>> <<dat abase_nane>>

docker exec -it zenpostgres dropdb $ dropdb --host=local host --
dbname=<<dat abase_nane>> --port=54327 --username=<<super user _nanme>>
<<dat abase_name>>

$ dropdb --host =l ocal host --dbnane=<<dat abase_name>> --port=54327 --
user name=<<super user _name>> <<dat abase_nane>>

9. Restore the database by running the following command:
$ pg_restore --host=local host --port=54327 --
user name=<<superuser_name>> --format=directory --
dbname=<<dat abase_name>> -C <<full path to zenDB pg_ dunmp>>

$ pg_restore --host=l ocal host --port=54327 --
user name=<<super user_nanme>> --format=directory --
dbname=<<dat abase_nanme>> -C <<full path to zenDB_pg_dunmp>>

docker exec -it zenpostgres pg_restore $ pg_restore --host=local host --
port=54327 --usernane=<<superuser_name>> --format=directory --
dbname=<<dat abase_name>> -C <<full path to zenDB_pg_dunmp>>

NOTE: Ensure that the dump directory is accessible from zenpostgres or postgres user.
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Updating the Remote PostgreSQL database

Prerequisites:

+ Before updating the zone, update the database server.

+ Ensure all ZENworks services are stopped.

To upgrade the remote PostgreSQL database, perform the following:

On SLES 11 Database Server

1.

After importing ZENworks into the zone, copy novel | - zenwor ks- post gr esql -
<ver si on>. r pmfrom the following location:

On Windows Primary Server: %ZENWORKS HOVE% wor k\ cont ent - r epo\ syst em
updat e\ <updat e- Ul D>\ r pml novel | - zenwor ks- post gresql - 11. 4- 1. x86_64. r pm

On Linux Primary Server / var/ opt / novel | / zenwor ks/ cont ent - r epo/ syst em updat e/
<updat e- U D>/ r pml novel | - zenwor ks- post gresql -11. 4- 1. x86_64. rpm
Where <update-UID> is the ZENworks 2020 GUID.

Stop the database service by running the following command:
[etc/init.d/zenpostgresqgl stop

Run the following RPM package upgrade command:

/binfrpm -U -vv <rpmfile-path>

Where <rpm-file-path> is path where the RPM file is saved.

Run to following script to add the zenpostgres users

[ opt/ novel | / zenwor ks/ shar e/ pgsql / bi n/ zenpost gres_user add. sh
Start the database service by running the following command:

/etc/init.d/zenpostgresqgl start

On SLES 12 Database Server

1. After importing ZENworks into the zone, copy novel | - zenwor ks- post gresql - 11. 4-

1. x86_64. r pmfrom the following location:

On Windows Primary Server: %ZENWORKS HOVE% wor k\ cont ent - r epo\ syst em
updat e\ <updat e- Ul D>\ r pm novel | - zenwor ks- post gresql - 11. 4- 1. x86_64. r pm

On Linux Primary Server / var / opt / novel | / zenwor ks/ cont ent - r epo/ syst em updat e/
<updat e- U D>/ r pm novel | - zenwor ks- post gresql -11. 4- 1. x86_64. rpm

Where <update-UID> is the ZENworks 2020 GUID.

2. Stop the database service by running the following command:
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/binfrpm -U -vv --replacefiles <rpmfile-path>

. Run the RPM package upgrade command:

bin/frpm -U -vv --replacefiles <rpmfile-path>

Where <rpm-file-path> is path where the RPM file is saved.

. Run to following script to add the zenpostgres users.

/ opt/ novel | / zenwor ks/ shar e/ pgsql / bi n/ zenpost gres_user add. sh

. Start the database service by running the following command:

systentt|l start zenpostgresql.service

On Windows Database Server

1. After importing ZENworks 2020 into the zone, copy novel | - zenwor ks- post gresql - 11. 4-

1. x86_64. nsi from the following location:

On Windows Primary Server: Y%ZENWORKS HOVE% wor k\ cont ent - r epo\ syst em
updat e\ <updat e- Ul D>\ nsi \ novel | - zenwor ks- post gresql - 11. 4- 1. x86_64. nsi

On Linux Primary Server / var / opt / novel | / zenwor ks/ cont ent - r epo/ syst em updat e/
<updat e2- Ul D>/ mrsi / nnovel | - zenwor ks- post gresql - 11. 4- 1. x86_64. nsi

Where <update-UID> is the ZENworks 2020 GUID.

. Stop the database service:

From Command Prompt: net stop "Novel | ZENworks Enbedded Datastore -
Post greSQL"

or

From the Windows Service Manager stop the Novell ZENworks Embedded Datastore -
PostgreSQL service

. Run the MSI package upgrade command:

C.\ W ndows\ syst enB2\ nsi exec. exe -i "<nsi-fil e-path>"
TARCETDI R="<zenwor ks- shar e- di r ect or y>" REBOOT=Real | ySuppr ess ALLUSERS=1
[1vx*+ "<msi-log-file>" /qgn

Where
+ <msi-file-path> is the path where the MSiI file is saved.
+ <zenworks-share-directory> is the location of ZENworks share folder.
For example: %ZENWORKS_HOME%\share

+ <msi-log-file> is the location when you want to save the log file.

. Start the database service by any one of the following:

From Command Prompt: net start "Novell ZENwor ks Enbedded Datastore —
Post greSQL"

or

From the Windows Service Manager start the Novell ZENworks Embedded Datastore -
PostgreSQL service
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NOTE: If the PostgreSQL database is embedded, then update the first Primary Server and deploy to
other servers.
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Connecting to the Embedded PostgreSQL

Database

To connect to the embedded PostgreSQL database, based on the existing configurations, set the

following environment variables:

NOTE: 1.The parameter values are available in the zdm xmri file.

2. Use the zman dgc commands to get the user name and password. For more information, see

The zdm xm file is available in the following location:

/etc/opt/microfocus/zenworks/datamodel
+ On Windows %ZENWORKS_HOME%\conf\datamodel

+ On Linux / Appliance /etc/opt/novell/zenworks/datamodel

ZENworks Command Line Utilities Reference.

*

“On Linux / Appliance” on page 111

On Linux / Appliance

Open the terminal and execute the following commands:

*

*

*

Su zenpostgres
LD_LIBRARY_PATH=/opt/novell/zenworks/share/pgsql/lib; export LD_LIBRARY_PATH

LD_LIBRARY_PATH=/ opt / mi cr of ocus/ zenwor ks/ shar e/ pgsql /1 i b; export
LD _LI BRARY_PATH

On SLES 15: export LD_LIBRARY_PATH=/opt / m cr of ocus/ zenwor ks/ shar e/ pgsql /
I'i b:/opt/mcrofocus/zenworks/ share/ pgsql /stackbuil der/lib; export
LD LI BRARY_PATH

On SLES 15, the no version information available error message can be ignored.
PATH=SPATH:/opt/novell/zenworks/share/pgsql/bin; export PATH
PATH=SPATH:/opt/microfocus/zenworks/share/pgsql/bin; export PATH
PGPORT=<port_number>; export PGPORT

PGUSER=<user_name>; export PGUSER

PGDATABASE=<database_name>; export PGDATABASE
PGPASSWORD=<password>; export PGPASSWORD

cd /vastorage/opt/novell/zenworks/share/pgsql/bin/

cd /opt/microfocus/zenworks/share/pgsql/bin/
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+ ./psql

+ docker exec -it -e PGUSER=<super user retrieved from zman dgcs> -e PGDATABASE=postgres -e
PGPASSWORD=<password retrieved from zman dgcs> zenpostgres psql

Type quit to exit from the prompt.
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Cleaning Database and Generating Internal
Statistics

PostgreSQL required a strong maintenance mechanism to deal with these DEAD tuples and statistics.
VACUUM is the maintenance process which takes care of DEAD tuples along with it analyzes the
contents of a tables and collects statistics about the distribution of values in each column of every
table.

NOTE: ZENworks no longer supports Windows Server as a Primary Server from version 24.2
onwards. For more information, see End of Support Windows Primary Server.

Perform the following steps to clean the PostgreSQL database:

1. Login to the Primary Server that has the database role.
2. Initiate the VACUUM by setting the following variables:
+ PGPORT: <existing source DB port configured>
By default, ZENworks uses 54327
+ PGDATA: <embedded_database_location>

+ PGUSER: <existing super user for ZENworks postgres DB> The default user for ZENworks is
zenpostgres.

+ PGDATABASE: <existing database name> ZENworks default is postgres
¢+ PGPASSWORD: <password for the above super user PGUSER>

Example for Linux Primary Server: Open the terminal and set the following variables based on
the existing configuration.

+ export LD_LIBRARY_PATH=/opt/microfocus/zenworks/share/pgsql/lib;
+ export PATH=SPATH:/opt/microfocus/zenworks/share/pgsql/bin;

+ export PGPORT=54327;

+ export PGDATA=/var/opt/microfocus/pgsql/data;

*

export PGUSER=<super user retrieved from zman dgcs>;

+ export PGDATABASE=postgres;

+ export PGPASSWORD=<password retrieved from zman dgcs>;
3. Run the following commands to VACUUM on all databases:

+ cd /opt/microfocus/zenworks/share/pgsql/bin/

+ ./vacuumdb --analyze --full --skip-locked --verbose --all

+ docker exec -it -e PGUSER=<super user retrieved from zman dgcs> -e
PGDATABASE=postgres -e PGPASSWORD=<password retrieved from zman dgcs>
zenpostgres vacuumdb --analyze --full --skip-locked --verbose --all
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NOTE: Micro Focus recommends to run these steps every week during the low activity on the
database (non-business hours).

For more information, see https://www.postgresql.org/docs/current/app-vacuumdb.html
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I External Database Maintenance

+ Chapter 20, “Configuring the ZENworks Server to Point to the New MS SQL Database Containing
Data Moved from Another MS SQL Database,” on page 117

+ Chapter 21, “Configuring the ZENworks Server to Point to the New Oracle Database Containing
Data Moved from Another Oracle Database,” on page 119

+ Chapter 22, “Configuring PostgreSQL,” on page 121

+ Chapter 23, “Creating External PostgreSQL Database Schema,” on page 123

+ Chapter 24, “Configuring a ZENworks Server using an Existing Schema,” on page 125

+ Chapter 25, “Backing Up and Restoring the PostgreSQL Database,” on page 127

+ Chapter 26, “Migrating from md5 to scram authentication in PostgreSQL,” on page 129
+ Chapter 27, “Database Activities,” on page 131
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Configuring the ZENworks Server to Point
to the New MS SQL Database Containing

Data Moved from Another MS SQL
Database

If you move the data from one MS SQL database to another MS SQL database, the Linux ZENworks
Server must be configured to point to the new MS SQL database.

The following sections provide detailed information:

+ “Preparing to Move the Data” on page 117
+ “Configuring the ZENworks Server to Point to the New MS SQL Database” on page 118

Preparing to Move the Data

Before configuring the server to point the new MS SQL database, do the following:
+ Run the ZENworks Diagnostic Center (ZDC) and check for schema differences.

If the ZENworks database tables are not present under the default database schema DBO, then
to avoid any issues, contact Micro Focus Customer Center before upgrading your zone.

To find out the database scheme, run the following query in the Microsoft SQL database:
SELECT di sti nct (SCHEMA NAME(schena_id)) as OMER FROM sys. obj ect s WHERE
type='U

+ Ensure that the ZENworks Server is configured to an MS SQL database. Assume that the device
that currently host the MS SQL database is called MSDB1.

+ Ensure that you have another device with an MS SQL database installed. Assume that this
device is called MSDB2. For more information on how to install an MS SQL database, see
“Prerequisites for External Database”.

+ Stop all the ZENworks services on all the ZENworks Servers in the Management Zone.
+ On the Primary Server:
1. Execute the following command at the server prompt:

/ opt/ m crof ocus/ zenwor ks/ bi n/ m cr of ocus- zenwor ks-configure -c
Start

2. Enter the number next to the St op action.

+ Move the data from MSDB1 to MSDB2. For more information about moving the data, see the
MS SQL database documentation.
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Configuring the ZENworks Server to Point to the New MS
SQL Database

To configure the ZENworks Server to point to the new database (MSDB2), perform the following
tasks on the ZENworks Server:

1 Take back up, and edit the zdm xm and zenaudi t . xni files located in/ et c/ opt /
m cr of ocus/ zenwor ks/ dat anodel and amedat asour ce. properti es locatedin/ et c/
opt/ m crof ocus/ zenwor ks/ ant i mal war e to do the following:

¢ Ensure that the value of the Port entry key is the port number on which the MS SQL
database is running.

+ Set the value of the Ser ver entry key to the IP address of the MSDB2 device.

+ Set the value of the Dat abase entry key to path of the database directory of the MSDB2
device.

+ [f user name or password of the database is changed, then you must change the user name
and password in the following locations:

1. dmaccounts. properti es and zenaudi t _dmaccounts. properti es files.
(located in/ et ¢/ opt / mi cr of ocus/ zenwor ks/ dat anodel on Linux). It is
recommended that do not use the SA user for ZENworks database access.

user name=passwor d

The password will be encrypted automatically when you restart the ZENworks
services.

2. dmappi ngs. properti es located in/ et ¢/ opt/ m cr of ocus/ zenwor ks/
dat amodel on Linux.

If you have changed the ZEN user name, then update r eadonl y and super user
fields. If you have changed audit user, then change the audi t field.

2 Runthe mi crof ocus-zenwor ks-configure -c Generat eOSPProperti es command on
all the ZENworks Servers.

3 (Conditional) If you have enabled Kafka, then Run zman server -rol e- kaf ka-r ecr eat e-
connectors -f true command to recreate the Kafka connectors.

For more information, See Server Commands in the ZENworks Command Line Utilities.

4 Runm crofocus-zenwor ks-configure -c
Gener at eCont ent Dat asour ceConf i gur eAct i on on all the ZENworks servers.

5 Restart the ZENworks services on all other ZENworks Servers in the Management Zone.
On Primary Server:
1. Execute the following command at the server prompt:
[ opt/ m crof ocus/ zenwor ks/ bi n/ m cr of ocus- zenwor ks-configure -c Start

2. Enter the number next to the St art action.

118  Configuring the ZENworks Server to Point to the New MS SQL Database Containing Data Moved from Another


https://www.novell.com/documentation/zenworks-24.2/pdfdoc/zen_utils/zen_utils.pdf#b1f28qzl

Configuring the ZENworks Server to Point
to the New Oracle Database Containing
Data Moved from Another Oracle
Database

If you move the data from one Oracle database to another Oracle database, the Linux ZENworks
Server must be configured to point to the new Oracle database.

The following sections provide detailed information:

+ “Preparing to Move the Data” on page 119

+ “Configuring the ZENworks Server to Point to the New Oracle Database” on page 120

Preparing to Move the Data

Before configuring the server to point the new Oracle database, do the following:

+ Ensure that the ZENworks Server is configured to an Oracle database. The database can be
installed on the ZENworks Server or on a different device. Assume that the device that currently
host the Oracle database is called ORDB1.

+ Ensure that you have another device with an Oracle database installed with the same database
credentials as the ORDB1. Assume that this device is called ORDB2. For more information on
how to install an Oracle database, see “Prerequisites for External Database”.

+ Move the data from ORDB1 to ORDB2. For more information about moving the data, see the
Oracle database documentation.

+ Stop the ZENworks services on the ZENworks Servers in the Management Zone.
+ On Primary Server:
1. Execute the following command at the server prompt:

[ opt/ m crof ocus/ zenwor ks/ bi n/ m crof ocus- zenwor ks- configure -c
Start

2. Enter the number next to the St op action.
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Configuring the ZENworks Server to Point to the New
Oracle Database

To configure the ZENworks Primary Server to point to the new Oracle database (ORDB2), perform
the following tasks on the ZENworks Primary Server:

1 Take back up, and edit the zdm xm and edit zenaudit.xm files (located in/ et c/ opt/
m cr of ocus/ zenwor ks/ dat anpdel ), and anedat asour ce. properti es (located in /et ¢/
opt/ m crof ocus/ zenwor ks/ ant i mal war e to do the following:

¢ Ensure that the value of the Port entry key is the port number on which the Oracle
database is running.
+ Set the value of the Ser ver entry key to the IP address of the ORDB2 device.

+ Set the value of the Dat abase entry key to net service name of the Oracle database
installed on the ORDB2 device.

2 Runthe ni crof ocus-zenwor ks-confi gure -c Generat eOSPProperti es command.

3 Run microf ocus-zenworks-configure -c
Gener at eCont ent Dat asour ceConfi gureAction on all the ZENworks servers.

4 Start the ZENworks services on all the ZENworks Servers in the Management Zone.
¢ On the Primary Server:
1. Execute the following command at the server prompt:

[ opt/ m crof ocus/ zenwor ks/ bi n/ m crof ocus- zenwor ks- configure -c
Start
2. Enter the number next to the St art action.

ZENworks Server should now point to the new database.
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Configuring PostgreSQL

Each Primary Server on PostgreSQL can consume up to 500 database connections. If you want to add
more than one Primary Server, you should change the property values in the postgresql.conf file.

For the external database, the postgresql.conf file is available at the following location:
¢ On the Primary Server: / var/1i b/ pgsql / <ver si on>/ dat a

Use the following formula to calculate the property values.

max_connections = Number of primary severs * 500

max_prepared_transactions = Number of primary severs * 500

After changing the property values in post gr esql . conf, restart the ZENworks and PostgreSQL
service.

To start the PostgreSQL service:
To start the service, run the systentt| start postgresql.service command.

For more information, see PostgreSQL Tuning and Maintenance in the ZENworks Best Practices
Guide.
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Creating External PostgreSQL Database
Schema

To create external or Remote OEM PostgreSQL schema, perform the following:
1 Insert or mount the ZENworks installation ISO on the server where you want to install the
Remote OEM or External PostgreSQL database.
2 Open the command prompt and run the following command:
setup.sh -c

3 Inthe Select the database to be configured page, select ZENworks Database, Audit Database or
both, and then click Next.

4 In the Select Database type page, select Remote OEM or External PostgreSQL database.
5 Specify the following for both the ZENworks and Audit databases:

+ Server Name

¢ Port Number

+ Database Name

+ User Name

+ Password
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2 Configuring a ZENworks Server using an
Existing Schema

You can configure a ZENworks Server to point to the Microsoft SQL or Oracle database using an
existing schema. For information on creating the schema for Microsoft SQL or Oracle, see
Configuring the First Primary Server with an Existing Schema.
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Backing Up and Restoring the PostgreSQL
Database

For more information on Back-up and restore of the PostgreSQL database, see “Backing Up and
Restoring the PostgreSQL Database” on page 99.
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Migrating from md5 to scram
authentication in PostgreSQL

From PostgreSQL 13 onwards, the default password encryption is changed from "md5" to "scram-
sha-256". This document provides the complete information on how to migrate from md5 to scram
authentication.

To avoid any connection issues with password encryption, ensure that you perform one of the
following processes:

MD5

The method md5 uses a custom and less secure challenge-response mechanism. It prevents
password sniffing, and storing passwords on the server in plain text, but it provides no protection if
an attacker manages to steal the password hash from the server, the MD5 hash algorithm is
nowadays no longer considered secure against determined attacks.

To continue using the md5 encryption, change the method in pg_hba.conf file for all entries to md5
and restart the PostgreSQL database server services.

SCRAM-SHA-256

The method scram-sha-256 performs SCRAM-SHA-256 authentication, as described in RFC 7677. It is
a challenge-response scheme that prevents password sniffing on untrusted connections and
supports storing passwords on the server in a cryptographically hashed form which is thought to
acquire.

+ By default, the freshly installed PostgreSQL user scram-sha=256 authentication. Hence, no
modifications are required.

+ If you are migrating the database to PostgreSQL 13.x from an older version, then perform the
following:

NOTE: Ensure that you upgrade the ZENworks Management Zone after performing the following
steps.

1. Modify the method in pg_hba.conf file for all entries to md5.

2. Modify the "password_encryption" parameter in postgresql.conf file to "md5".
3. Restart the PostgreSQL database services.
4

. Migrate old data (OR) restore old data from backup, along with the users which are encrypted in
IImdSII'
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5. Connect the PostgreSQL using from psql/sql-client with super user (postgres/zenpostgres user)
and run the following commands:

a. alter system set password_encryption = 'scram-sha-256';

b. select pg_reload_conf();

c. run below command for all database users including superuser/zenworks/audit, etc..
ALTER USER <<user_name>> WITH PASSWORD '<<existing (or) new password>>';

d. To verify if the password is encrypted to scram-sha-256 run the below query.
select usename,passwd from pg_shadow;

e. Exit

6. Modify the method in pg_hba.conf file for all entries to scram-sha-256.

7. Restart the PostgreSQL database services.
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Database Activities

This section provides the steps that database administrators should perform after successfully
completing any of the below mentioned database activities:

+ Migrate the database from one server to another.
+ Migrate database from one provider to another (Example: MS SQL to Oracle)

+ Update the External PostgreSQL database version.

If your Management Zone has multiple servers, only then perform the following steps:

NOTE: If there is only one server in the Management Zone, all ZENworks services starts
automatically after the database activities are completed.

1. From the device where you performed the database activity as mentioned, copy the following
files, and paste them into the appropriate directory, on all the other Primary Servers in the
zone:

¢ zdm xm

+ dmaccounts. properties

+ dnmappi ngs. properties

+ zenaudit. xmn

+ zenaudit _dnmaccounts. properties

Ensure that these files have appropriate rights. The files are in the following location:
+ [etc/opt/ mcrofocus/zenwor ks/ dat anodel

+ Ensure that you run per m ssi ons. sh script located at/ opt/ mi cr of ocus/ zenwor ks/
bi n on the Linux server after copying the above listed files.

2. (Optional) If Antimalware is enabled in your zone, then update the amedatasource.properties
file:

/et c/opt/ mcrofocus/ zenwor ks/ ant i nal war e
3. Runthe ni crof ocus- zenwor ks- confi gure -c Gener at eOSPProperti es command.
4. Run the following command on all the content servers:

m cr of ocus- zenwor ks-configure -c
Gener at eCont ent Dat asour ceConf i gur eActi on

5. Restart all the ZENworks services on all the ZENworks Servers in the Management Zone.

6. (Optional) If you have configured ZENworks Reporting in your zone, then you must reconfigure
the ZENworks Reporting Server.
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I I Database Management - Best
Practices, Tips, Troubleshooting

This section includes some tips and best practices for database management:

¢ Chapter 28, “Database Ports,” on page 135

*

Chapter 29, “Database Tips,” on page 137

*

Chapter 30, “Troubleshooting Database Migration,” on page 143
Chapter 31, “Customizing JDBC URL for ZENworks,” on page 151

*

*

Chapter 32, “Using DBeaver to Export SQL Query Results,” on page 153
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Database Ports

Following are the default ZENworks database ports:

Port Number Description

1433 Default port to connect with the MS SQL database.
Based on your configuration, the port number might
vary.

1521 Default port to connect with the Oracle database.
Based on your configuration, the port number might
vary.

54327 Default port to connect with the Embedded and

Remote OEM PostgreSQL database.

Database Ports
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9 Database Tips

¢ “Changing the ZENworks Database User Password” on page 137
+ “Maximum Pool Size” on page 138

+ “Verifying Invalid Objects and Indexes in the Oracle Database” on page 138

Changing the ZENworks Database User Password

Use system administrator or user with DBA privileges to execute the below commands.
Before changing the password ensure that you shutdown all Primary Servers and Reporting Server.

+ For Oracle: After you log into Oracle database, run the below SQL statement to change the
password for existing user.
ALTER USER <<user name>> | DENTI FI ED BY <<new passwor d>>

+ For Microsoft SQL Server: Users with SQL Server authentication, might run the below SQL
statement to change the password for existing user.

ALTER LOG N <<user name>> W TH PASSWORD = ' new password' OLD PASSWORD =
"ol d password'

Users with authentication, might change the Windows user account password and no changes
required in SQL Server.

After changing the database user password, perform the following steps to change the password in
all the Primary Servers:
1 Go to the following path;
[ etc/opt/ m crofocus/zenwor ks/ dat anodel
2 Back up the dmaccounts. properti es and zenaudi t _dnaccount s. properti es files.
3 Openthednaccounts. properties and zenaudi t _dnmaccounts. properti es files.
4 Change the existing password that is in encrypted form.
For example, the existing value is ZENWORKS=@DB@a7278626bba
and the changed value is ZENWORKS=<<new passwor d>>
5 Run the ni cr of ocus- zenwor ks- confi gure -c Gener at eOSPProperti es command.

6 Run the ni crof ocus- zenwor ks- configure -c
Gener at eCont ent Dat asour ceConf i gur eAct i on command on all the ZENworks servers.

7 On all the Primary Servers in the zone, restart the ZENworks services by running the following
command: i cr of ocus- zenwor ks-configure -¢ Start.

IMPORTANT: Do not encrypt the new password. The new password is encrypted automatically when
you restart the ZENworks services.
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Maximum Pool Size

The MaxPoolSize value configured in the zdm xnl file governs the maximum number of
connections allowed in a database connection pool from a Primary Server.

The zdm xm fil eislocated on the Primary Server:
/ etc/opt/ m crofocus/ zenwor ks/ dat anodel

With the default MaxPoolSize value of 100, the ZENServer and ZENLoader services currently create a
single thread pool. As a result, under the peak load, there are 100 possible connections each from
ZENloader and ZENserver.

However, the database server should be able to accept and serve 200*<N> concurrent connections
from the ZENworks context, where N is the number of Primary Servers in the ZENworks Zone.

The current default value is sufficient for most configurations and loads. It is recommended not to
customize the MaxPoolSize value; to closely monitor the database, functionality and performance of
ZENworks.

If you want to configure a higher value for the MaxPoolSize parameter, ensure that the number of
concurrent connections that can be accepted or served by the database server is greater than or
equal to 2*<Configured MaxPoolSize> * <Number of Primary Servers>.

NOTE: The default MinPoolSize value is 5.

Verifying Invalid Objects and Indexes in the Oracle
Database

If you encounter Invalid Objects or Invalid Index in ZENworks Control Center or ZENworks logs, you
can use the following queries to verify if there are any Invalid objects and Indexes in the Oracle
database

NOTE: Do NOT use SQuirrelL

SELECT * FROM USER_OBJECTS WHERE STATUS! =' VALID ;

SELECT * FROM USER_I NDEXES WHERE FUNCI DX _STATUS=' DI SABLED ;

SELECT * FROM USER_| NDEXES WHERE STATUS NOT IN (' VALID ,' USABLE' , "N A');
SELECT * FROM USER_I ND_PARTI TI ONS WHERE STATUS NOT IN (' N A", ' USABLE );
SELECT * FROM USER_| ND_SUBPARTI TI ONS WHERE STATUS NOT I N (' USABLE');
SELECT * FROM USER_CONSTRAI NTS WHERE STATUS! =' ENABLED ;

The above queries should NOT return any records.

If these queries return any records, then you need to run the below scripts in the respective schema:
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DECLARE
V_CNT NUMBER;
BEG N
SELECT COUNT( 1)
| NTO V_CNT
FROM USER_OBJECTS
VHERE STATUS =' | N\VALI D
AND OBJECT TYPE IN (' PROCEDURE' ,' TRIGGER ,' FUNCTION ,' VIEW);
VI LE V_CNT > 0
LooP
FOR REC I N
(SELECT *
FROM USER_OBJECTS
WHERE STATUS =' | N\VALI D
AND OBJECT TYPE IN (' PROCEDURE' ,' TRI GGER ,' FUNCTION ,' VI EW)
)
LooP
BEG N
EXECUTE | MVEDI ATE ' ALTER ' | | REC. OBJECT_TYPE| |
"'| | REC. OBJECT NAME| |'" COMPI LE' ;
EXCEPTI ON
WHEN OTHERS THEN
NULL;
END;
END LOOP;
SELECT COUNT( 1)
| NTO V_CNT
FROM USER_OBJECTS
VHERE STATUS =' | N\VALI D
AND OBJECT TYPE IN (' PROCEDURE' ,' TRIGGER ,' FUNCTI ON ,' VIEW);
END LOOP;
END;
/

DECLARE
V_CNT NUMBER:
BEG N
SELECT COUNT( 1)
| NTO V_CNT
FROM USER | NDEXES
WHERE FUNCI DX_STATUS=' DI SABLED

AND TEMPORARY =N
AND | NDEX_TYPE! ='LCB
AND PARTI TI ONED ="' NO
AND TABLE_NAME I'N

( SELECT TABLE_NAME FROM USER_TABLES WHERE TEMPORARY=' N
)
AND TABLE_NAMVE NOT I N (' PLAN TABLE' ,' ZENUPGRADELOG , ' ZENUPG | NDEX' ) ;
VH LE V_CNT >0
LOoP
FOR REC I N
(SELECT *
FROM USER | NDEXES
WHERE FUNCI DX_STATUS=' DI SABLED
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AND TEMPORARY =N

AND | NDEX_TYPE! ='LOB
AND PARTI TI ONED ="' NO
AND TABLE_NAME I'N

( SELECT TABLE_NAME FROM USER TABLES WHERE TEMPORARY='N

)
AND TABLE_NAME NOT I'N (' PLAN TABLE' ,' ZENUPGRADELOG , ' ZENUPG | NDEX' )

)
LooP
EXECUTE | MVEDI ATE ' ALTER | NDEX ' | | REC. | NDEX_NAME| | ' ENABLE' ;
END LOOP;
SELECT COUNT( 1)
| NTO V_CNT
FROM USER | NDEXES
WHERE FUNCI DX_STATUS=' Di SABLED

AND TEMPORARY =N
AND | NDEX_TYPE! ='LOB
AND PARTI TI ONED ="' NO
AND TABLE_NAME I'N

( SELECT TABLE_NAME FROM USER TABLES WHERE TEMPORARY='N
)
AND TABLE NAME NOT I N (' PLAN_TABLE ,' ZENUPGRADELGG , ' ZENUPG | NDEX' ) ;
END LOCP;

END,
BEG N
FOR RECL IN
(SELECT  *

FROM USER_I NDEXES
VWHERE PARTI TI ONED=" YES
AND TABLE_NAME I N
( SELECT TABLE_NAME FROM USER TABLES WHERE TEMPORARY='N

)
AND TABLE_NAME NOT IN (' PLAN TABLE' ,' ZENUPGRADELOG , ' ZENUPG | NDEX' )
)
LooP
| F RECL. STATUS=' N A’ THEN
FOR REC2 IN
(SELECT  *
FROM USER | ND_PARTI TI ONS
WHERE | NDEX_NAME=RECL. | NDEX_NAVE

AND STATUS! =' USABLE'
)
LOooP
| F RECL. STATUS=' N A" THEN
FOR REC3 IN
(SELECT  *

FROM USER_I ND_SUBPARTI Tl ONS
VHERE | NDEX_NAME =REC2. | NDEX_NAME
AND PARTI TI ON_NAVE=REC2. PARTI TI ON_NAME
AND STATUS! =" USABLE'
)
LOCoP
EXECUTE | MVEDI ATE ' ALTER | NDEX ' | | REC3. | NDEX_NAME| | ' REBUI LD
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SUBPARTI TI ON ' | | REC3. SUBPARTI Tl ON_NAME;
END LOCP;
ELSE
EXECUTE | MVEDI ATE ' ALTER | NDEX ' || REC2. | NDEX_NAME| | REBUI LD
PARTI TI ON ' | | REC2. PARTI TI ON_NAME;

END | F;
END LOCP;
END | F;
END LOCP;
FOR REC IN
(SELECT * FROM USER_I NDEXES WHERE FUNCI DX_STATUS! =" ENABLED
)
LOOP
EXECUTE | MVEDI ATE ' ALTER | NDEX ' | | REC. | NDEX_NAME| | ' ENABLE' ;
END LOCP;
END,

/

Verify the invalid objects after executing above scripts. The following queries should NOT return any
records:

SELECT * FROM USER_OBJECTS WHERE STATUS='I|NVALID ;

SELECT * FROM USER_I NDEXES WHERE FUNCI DX _STATUS=' DI SABLED ;

SELECT * FROM USER_I NDEXES WHERE STATUS='I|NVALID ;

SELECT * FROM USER_I ND_PARTI TI ONS WHERE STATUS NOT IN (' N A", ' USABLE );
SELECT * FROM USER_| ND_SUBPARTI TI ONS WHERE STATUS NOT I N (' USABLE');
SELECT * FROM USER_CONSTRAI NTS WHERE STATUS! =' ENABLED ;
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O Troubleshooting Database Migration

+ “After database migration ZEUS is unable to contact the new database server” on page 143

+ “During Appliance deployment, configuring External PostgreSQL using the New Schema option
fails to create Audit database” on page 144

+ “Troubleshooting a Java Heap Space Exception” on page 144

+ “Troubleshooting an Oracle Database Crash” on page 145

+ “Troubleshooting an Oracle Tablespace Issue” on page 145

+ “Troubleshooting the Database Migration Failure Issue” on page 145

+ “Troubleshooting the Database Migration by Using An Existing User Schema” on page 146

+ “Troubleshooting the ORA-01652: unable to extend temp segment by 128 in tablespace TEMP”
on page 146

+ “Troubleshooting the ORA-01400: cannot insert NULL"” on page 147

+ “Troubleshooting the ORA-12516, TNS: listener could not find available handler with matching
protocol stack” on page 147

+ “Troubleshooting the database migration failure, duplication of serial numbers in the zDevice
table” on page 147

+ “Configure action fails with exception ZEN confi gure action contai ner is not
respondi ng” on page 148

After database migration ZEUS is unable to contact the
new database server

If you have added the database.conf file to override the default JDBC URL and drivers values. After
database migration, the content of the database.conf file might not be updated with the latest
database information. Hence, ZEUS might not be able to contact the new database server.

Workaround:

By default, the details in the ZDM xm file is used to communicate between database server and
ZEUS. If you want to override the default JDBC driver class and JDBC URL values, then updated the
database.conf file with the new database information.

To use the default values for driver class and JDBC URL, delete the database.conf, else value in this
file will be used to communicate with ZEUS.

The database.conf file is available in the following location:

[ etc/opt/ m crofocus/ zenwor ks/ dat anode
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During Appliance deployment, configuring External
PostgreSQL using the New Schema option fails to create
Audit database

While deploying the ZENworks 2017 Appliance, if you configure external PostgreSQL as the database
(ZENworks and Audit) using the New Schema option, then the Audit database might not be created.

Workaround: Create a PostgreSQL database schema and then deploy the appliance. During the
appliance deployment, configure the external PostgreSQL database using the Existing Schema
option.

For more information on creating PostgreSQL schema, see the “Creating External PostgreSQL
Database Schema” on page 123 section.

Troubleshooting a Java Heap Space Exception

If you encounter a Java heap space exception during the database migration because of low
memory:

1 Edit the ZENwor ks_i nst al | at i on_pat h\ bi n\ novel | - zenwor ks- confi gure. bat file

on/opt/novel | / zenwor ks/ bi n/ novel | - zenwor ks- conf i gur e on Linux to change the
heap space value in the following line, depending upon the RAM of the device where the
migration utility is running:

"I AVA HOVE% bi n\java" -Djava.library. pat h=2ZENLI B% -cp " %wWCP%
YDEBUG OPTS% % AVA OPTS% - Xmx1024m
com novel I . zenwor ks. confi gure. Confi gureLoader %CONFI G_OPTS%

The heap space value is represented in megabytes (MB) within - Xmx1024m By default, it is
1024.

For example, if the RAM of the device is 2048 MB, then the line in the novel | - zenwor ks-
confi gure. bat file can be updated as follows:

"UWAVA HOVE% bi n\java" -Djava.library. pat h=02ZENLI B% - cp " WWCP%
YDEBUG_OPTS% % AVA_OPTS% - Xmk2048m
com novel | . zenwor ks. confi gure. Confi gureLoader %CONFI G_OPTS%

IMPORTANT: The heap space value must be either equivalent to or less than the RAM of the
device. It is recomended to have a minimum 2048 MB to continue with database migration.

At the console prompt, run the \ bi n\ novel | - zenwor ks- confi gur e. bat file on/ opt/
novel | / zenwor ks/ bi n/ novel | - zenwor ks- conf i gure.

Follow the prompts.

When you are prompted to enter the location of the file required for resuming the migration,
enter the complete path of DBM gr ati on. xnl . The file is located in the / opt / novel I /
zenwor ks/ bi n directory.

The XML file contains a list of tables and a flag indicating whether the table was successfully
migrated or not. When the database migration resumes, only the tables with flag value set to
False are migrated.
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Troubleshooting an Oracle Database Crash

If the Oracle database crashes during the database migration:

1 At the console prompt, run the ZENwor ks_i nstal | ati on_pat h\ bi n\ novel | - zenwor ks-
confi gure. bat fileon/opt/ novel I / zenwor ks/ bi n/ novel | - zenwor ks- confi gure.

2 Follow the prompts.

When you are prompted to enter the location of the file required for resuming the migration,
enter the complete path of DBM gr ati on. xnl . The file is located in the / opt / novel I /
zenwor ks/ bi n directory on Linux.

The XML file contains a list of tables and a flag indicating whether the table was successfully
migrated or not. When the database migration resumes, only the tables with flag value set to
False are migrated.

IMPORTANT: Do not edit the contents of DBM gr at i on. xm .

Troubleshooting an Oracle Tablespace Issue

If the Oracle USERS tablespace does not have sufficient space to create and store the ZENworks
database schema, the database migration fails with the following error messages while trying to
create the tables:

SEVERE: Terminating the database migration
SEVERE: An error has occurred while migrating the database.

To resolve this issue, perform the following:

+ The Oracle database administrator must increase the size of the USERS tablespace.

+ Ensure that the tablespace has a minimum of 100 MB to create ZENworks database schema
without any data in it.

+ Ensure to have some extra space depending upon the size of the database to be migrated.

Troubleshooting the Database Migration Failure Issue

If the NLS_CHARACTERSET parameter is not set to AL32UTF8 and the NLS_ NCHAR_CHARACTERSET
parameter is not set to ALL6UTF16, the database migration fails with the following error messages:

Failed to run the sgl script: |ocalization-updater.sql

nmessage: Fail ed to execute the SQ command: insert into

zLocal i zedMessage( nmessagei d, | ang, messagestr) 3

val ues(' POLI CYHANDLERS. EPE. | NVALI D VALUE FORVAT','fr','La strat ACgie {0}
n''a

pas pu Attre appliquACe du fait que la valeur de la variable "{1}" n
pas

dans un format valide.'),

nmessage: ORA-00600: internal error code, argunments: [ktfbbsearch-7], [8],

[].
(1 01 1, 11, 11

est
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To resolve the issue of database migration failure:

+ Set the NLS_CHARACTERSET parameter to AL32UTF8 and the NLS_NCHAR_CHARACTERSET
parameter to AL1I6UTF16..

+ Ensure that the character set parameters are configured with the recommended values, run the
following query at the database prompt:

sel ect paraneter, value fromnls_database_paraneters where paraneter
like " %UCHARACTERSETY ;

Troubleshooting the Database Migration by Using An
Existing User Schema

If you choose to migrate the database by using an existing user schema, the database migration
utility creates the ZENworks database but it might fail to migrate the data.

To resolve this issue:

1 Ensure that the ZENworks tables, views, and user sequence are deleted from the newly created
ZENworks database by the database administrator. Later on, clear the user _recycl ebi n
database table.

2 Start the database migration again by using the same user schema.

Troubleshooting the ORA-01652: unable to extend temp
segment by 128 in tablespace TEMP

The ORA-01652: unable to extend temp segment by 128 in tablespace TEMP error appears, when the
temp tablespace have default size and the current transaction involves more number of records with
cl ob data type.

To troubleshoot this scenario, perform either of the following or both:

1. Add extra dbf file for temp tablespace.

2. Reduce the number of records for the transaction (For Database Migration if you are using
default batch size 10,000 that can be reduced to 100 or 500 or 1000 based on the nature of
each record having clob data.).

IMPORTANT: For better performance depending on the database size and resource availability, you
can increase the bat chsi ze in the db- mi grati on- mssql -t o- oracl e. properti es file. It is
located in/ et ¢/ opt/ novel | / zenwor ks/ conf/ on Linux.
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Troubleshooting the ORA-01400: cannot insert NULL

The cannot insert NULL error appears, when you are migrating MS SQL to Oracle database.
To troubleshoot this scenario, perform the following:

1. Gotothe dat abase-t abl e- col um- nappi ng. properti es file located at the following
path:
[ etcl/opt/ novel I/ zenwor ks/ conf

2. Open the dat abase-t abl e- col utm- nappi ng. properti es file.

3. Append the Table name, Column, and the Replacement value according to the the dat abase-
t abl e- col utm- nappi ng. properti es file format.

IMPORTANT: If you donot provide a replacement value, then it will take an empty character as a
replacement value.

Troubleshooting the ORA-12516, TNS: listener could not
find available handler with matching protocol stack
The TNS: listener could not find available handler with matching protocol stack error appears, when

you are migrating MS SQL to Oracle database.

To troubleshoot this scenario, increase the oracle processes by using the below SQL statement and
bounce the database to reflect the changes.

SQ@.> alter system set processes=500 scope=spfile

Troubleshooting the database migration failure,
duplication of serial numbers in the zDevice table

In the ZENworks database on the Microsoft SQL server, if the unique constraint is not created on the
serial number column of the zDevice table, duplicate serial numbers might be assigned to the
devices that are connected to the Management Zone. Because of the duplicate serial numbers, the
database migration from the Microsoft SQL database to the Oracle database might fail.

To identify and remove the duplicate serial number in the zDevice table, perform the following steps
in the Microsoft SQL database:

1. Use the following query to identify the duplicate serial numbers in the Microsoft SQL database:

SELECT * FROM zDevi ce WHERE seri al nunber I N (SELECT seri al nunber FROM
zDevi ce GROUP BY seri al nunber HAVI NG COUNT(1) > 1)
2. If the duplicate serial numbers are found on the zDevice table, do one of the following:

+ Remove the device from the Management Zone and register the device again.

+ Modify the duplicate serial numbers so that each serial number is unique.
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To resume the database migration, perform the following in the Oracle database:

1. Use the following query to identify the duplicate serial numbers in the Oracle database:
SELECT * FROM zDevi ce WHERE seri al nunber I N (SELECT seri al nunber FROM
zDevi ce GROUP BY seri al nunber HAVI NG COUNT(1) > 1)

2. Run the following SQL query to remove the duplicate entry from the target Oracle database:
begi n
for rec in (select zuid from zDevice where serial nunber is null)
| oop
updat e zDevi ce

set serial nunmber=NVL(serial nunber,' _")|]|"_"||dbns_randomstring(' U,
10)

wher e zui d=rec. zui d,

conmit;

end | oop;

for rec in (select serial nunber fromzDevice group by seri al nunber
havi ng count (1) > 1)

| oop
updat e zDevi ce
set serial nunber=serial nunber||"'_'||dbnms_randomstring('U, 10)
wher e seri al nunber =rec. seri al nunber ;
conm t;
end | oop;
3. If there are any duplicate serial numbers, run the following query to verify.

If there are any duplicate numbers, run sel ect seri al nunber from zDevi ce group by
seri al nunber having count(1) > 1; andremove the duplicate serial numbers.

If there are no duplicates serial numbers, resume with the migration process.

NOTE: It is recommends that you clean up the duplicate serial numbers data before starting the
database migration. You can continue to use the existing Management Zone without any loss
functionality.

Configure action fails with exception ZEN confi gure
action container is not responding

The configure action completes with the following warning:

com novel | . zenwor ks. confi gur e. NonFat al Confi gureExcepti on: ZEN configure
action container is not responding

This issue occurred because the ZENConfigure container failed initialize within the wait time.
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To resolve this issue, increase the wait time of ZENConfigure container by using the max-retri es-
for-configure-server=<nunber of retries>configuration property in the /et c/ opt/

m cr of ocus/ zenwor ks/ host - confi gur e-acti on. properti es directory. The default value
for max-retries-for-configure-server is 60.

NOTE: Create the file with the entry if it does not exist.
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Customizing JDBC URL for ZENworks

ZENworks provides a way to configure customized JDBC URLs. After providing the URLs, the newer
JDBC URL will be used to establish a connection with the database. ZENworks, Audit, and
Antimalware databases can be configured to use the customized JDBC URLs.

Perform the following steps to customize the JDBC URLs:

For the ZENworks database, add the following entry in the zdm.xml file:
<entry key="Jdbc_Url">JDBC URL HERE</entry>
/etc/opt/microfocus/zenworks/datamodel/zdm.xml

For the Audit database, add the following entry in the zenaudit.xml file:
<entry key="Jdbc_Url">JDBC URL HERE</entry>

/etc/opt/microfocus/zenworks/datamodel/zenaudit.xml

NOTE: Replace JDBC URL HERE with the actual JDBC URL. The URLs can be obtained from your
database administrator.

Antimalware is not enabled, and you want to configure a custom JDBC URL:

In this scenario, you need to apply the FTF (20.2.0.996 or later) and update the ‘database.jdbc.url’
key in the amedatasource.properties file available in the following location:

/etc/opt/microfocus/zenworks/datamodel/zenaudit.xml
For example:

database.jdbc.url=jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(H
OST=[SCAN_VIP])(PORT=[SCAN_PORT])))(CONNECT_DATA=(SERVICE_NAME=[SERVICE_NAME]))),
even before enabling and starting Antimalware enablement(The other key-value pairs in the file
should be empty at this point). If this step is performed, the jdbcUrl will be given preference during
and after Antimalware enablement.

Antimalware is already enabled and you want to configure a custom JDBC URL:
In this scenario, you just need to update the in the amedatasource.properties.

However, if you perform a forced migration to the Antimalware database at a later point, then you
need to apply the patch and restart the Antimalware service.

After adding the URLs, restart ZENAdmin, ZENClient and ZENLoader services.

NOTE: +If you have multiple primary servers in the zone, and you are configuring a custom JDBC
URL, then you need to manually modify the config files on all the primaries.

+ If you are adding a new Primary Server to the zone (which is already configured with custom
JDBC URL), then ZENworks takes care of updating the config file with the custom JDBC URL.
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For example, this ability can be used to configure ZENworks to use Oracle DataGuard.
Following is the DataGuard JDBC driver URL format:

jdbc:oracle:thin:@(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HOST=[SCAN_VIP])(
PORT=[SCAN_PORT])))(CONNECT_DATA=(SERVICE_NAME=[SERVICE_NAME])))
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Using DBeaver to Export SQL Query Results

The following section explains how to use DBeaver with ZENworks zone database to query and
export the data into a CSV file.

1. Install DBeaver on a workstation (not on the ZENworks Primary Server).

2. Open the DBeaver, click Connections, and then select Create Connection.

3. Select PostgreSQL.

Edit the connection properties as shown in the below image.

fy Connection “postgres” configuration

Connection settings

PostgreSOL connection settings

Connechon setiings Main  PostgreSQL Driver properties SSH Proy  S5L

General

Metadata Server ) _
Errors and timeouts Host: 192.168.0.20 Port: | 54327
Data viewer

Database: | zenworks
S0L Editor -
Authentication

Authentication: |Database Native ~ Database native authentication

Username: zenadmin
Password: RS EE RS RS R SRR RN R RS E‘ Save password locally
Advanced

Local Client: CA\Program Files\DBeaver\PostgreSQL Bir ~

(@ You can use variables in connection parameters.

Driver name: PostgreSCL Edit Driver Settings

Test Connection — Cancel

On the Primary Server, run zman dgc to get the zenadmin and password.
Go to zdm.xml to collect the database name.
On Linux: / et ¢/ opt/ m cr of ocus/ zenwor ks/ dat anodel

4. After connecting, right click on the database on the left side and select SQL Editor > Open SQL
Script as show in the below image, and start executing SQL queries.
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i ——— e i e

31 END LOOP:

> azer'rworks[ SQL Editer > ] ’ IT open sQL script =
S B3 Administer Create > I3 Recent SQL script Ctrl+Enter
> [ System Info & View Database Fa T New SQL script Cirl+] 2re
> W ervnige | T Filter > Open SQL console  Ctrl+Alt+Enter
> § an-daarngm #0 Compare/Migrate > 37
> B o ot 52 Tools S o

> O cruvian | o

> W Gl I

> B om-sdrciced -
> W30 P e arnackan
> O T 2 P e
> & porprrimailng

0 Copy
™ Paste
Copy Advanced Info
B Delete

#° Rename

Ctrl+C
ctri+v
Shift+Ctrl+C

F2

> wﬂ'll s HI

@ Refresh

F5

> W plgi i
> HWATEL -

i

o[ T

zgueue 1 X

select * from zqueue where type like "erebuil E: Ent
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Go to > Window > Preferences > DBeaver > Editors > Data Editor > Lob Editors > Binary data
formatter and then select “Hex”.
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6. Right click on all the results of the query.
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NOTE: For some tables where comma delimited is not useful (example inventory tables) just
copy the results and paste into Excel.

7. Select Export Data, and then select CSV.

Using DBeaver to Export SQL Query Results 155



ry Data Transfer = O x
Data transfer target type and format
Configure data transfer target type and format

Target: Objects:

B8 Database Database table(s) : Exported Descriptiol
&YCSV Export to CSV file(s) = "select * from zcertificate” SQL Editor
i DbUnit Export to DbUnit XML file(s)

s HTML Export to HTML file(s)

Sk JSON Export to JSON file(s)

Ml Markdown  Export to markdown file(s)

fal sQL Export to SQL INSERT statements

&2 Source code Export to source code array

TTXT Export to plain text format

i XML Export to XML file(s)

< >
< Back Next > Start Cancel

Ensure that the output includes hex formatting for the binary fields.
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8. Send the resulting CSV file.
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Documentation Updates

This section contains information on documentation content changes that were made in this
Database Management Reference for ZENworks Configuration Management after the initial release.
The information can help you to keep current on updates to the documentation.

The documentation for this product is provided on the web in two formats: HTML and PDF. The
HTML and PDF documentation are both kept up-to-date with the changes listed in this section.

If you need to know whether a copy of the PDF documentation that you are using is the most recent,
the PDF document includes a publication date on the title page.

April 2023: ZENworks 2020 Update 3

Updates were made to the following sections:

Location Change

Using the zman command to Take a Backup of ~ Updated the section with the latest zman command to
the Database take backup of the database.
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